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Preface

About This Guide

This guide describes how to administer RSA® Authentication Manager 8.1. It is
intended for administrators and other trusted personnel.

RSA®Authentication Manager 8.1 Documentation

For information about RSA Authentication Manager 8.1, see the following
documentation. RSA recommends that you store the product documentation in a
location on your network that is accessible to administrators.

Release Notes. Describes what is new and changed in this release, as well as
workarounds for known issues.

Hardware Appliance Getting Started. Describes how to deploy a hardware appliance
and perform the Authentication Manager Quick Setup process.

Virtual Appliance Getting Started. Describes how to deploy a virtual appliance and
perform the Authentication Manager Quick Setup process.

Planning Guide. Describes the high-level architecture of Authentication Manager and
how it integrates with your network.

Setup and Configuration Guide. Describes how to set up and configure
Authentication Manager.

Administrator’s Guide. Provides an overview of Authentication Manager and its
features. Describes how to configure the system and perform a wide range of
administration tasks, including manage users and security policies.

Help Desk Administrator’s Guide. Provides instructions for the most common tasks
that a Help Desk Administrator performs on a day-to-day basis.

Hardware Appliance SNMP Reference Guide. Describes how to configure Simple
Network Management Protocol (SNMP) to monitor an instance of Authentication
Manager on a hardware appliance.

Virtual Appliance SNMP Reference Guide. Describes how to configure Simple
Network Management Protocol (SNMP) to monitor an instance of Authentication
Manager on a virtual appliance.

Troubleshooting Guide. Describes the most common error messages in RSA
Authentication Manager and provides the appropriate actions to troubleshoot each
event.

Developer’s Guide. Provides information about developing custom programs using
the RSA Authentication Manager application programming interfaces (APISs).
Includes an overview of the APIs and Javadoc for Java APIs.

Performance and Scalability Guide. Describes what to consider when tuning your
deployment for optimal performance.
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6.1 to 8.1 Migration Guide. Describes how to migrate from an RSA Authentication
Manager 6.1 deployment to an RSA Authentication Manager 8.1 deployment.

7.1 to 8.1 Migration Guide: Migrating to a New Hardware Appliance or Virtual
Appliance. Describes how to migrate from an RSA Authentication Manager 7.1
deployment to an RSA Authentication Manager 8.1 deployment on a new hardware
appliance or virtual appliance.

7.1 to 8.1 Migration Guide: Upgrading RSA SecurlD Appliance 3.0 on Existing
Hardware. Describes how to migrate from an RSA Authentication Manager 7.1
deployment to an RSA Authentication Manager 8.1 deployment on existing,
supported RSA SecurlD Appliance 3.0 hardware.

Security Console Help. Describes day-to-day administration tasks performed in the
Security Console.

Operations Console Help. Describes configuration and setup tasks performed in the
Operations Console.

Self-Service Console Help. Describes how to use the Self-Service Console. To view
the Help, on the Help tab in the Self-Service Console, click Self-Service Console
Help.

RSA Token Management Snap-In Help. Describes how to use software that works
with the Microsoft Management Console (MMC) for deployments that have an Active
Directory identity source. Using this snap-in, you can enable or disable a token, assign
a token, or perform other token-related tasks without logging on to the Security
Console.

Related Documentation

RADIUS Reference Guide. Describes the usage and settings for the initialization
files, dictionary files, and configuration files used by RSA RADIUS.

Security Configuration Guide. Describes the security configuration settings available
in RSA Authentication Manager. It also describes secure deployment and usage
settings, secure maintenance, and physical security controls.

Support and Service

RSA SecurCare Online https://knowledge.rsasecurity.com
Customer Support Information www.emc.com/support/rsa/index.htm
RSA Solution Gallery https://gallery.emc.com/community/ma

rketplace/rsa?view=overview

RSA SecurCare Online offers a knowledgebase that contains answers to common
questions and solutions to known problems. It also offers information on new releases,
important technical news, and software downloads.

16
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The RSA Solution Gallery provides information about third-party hardware and
software products that have been certified to work with RSA products. The gallery
includes Secured by RSA Implementation Guides with step-by-step instructions and
other information about interoperation of RSA products with these third-party
products.

Before You Call Customer Support
Please have the following information available when you call:

O Access to the RSA Authentication Manager appliance.

O Your license serial number. To locate the license serial number, do one of the
following:

* Look at the order confirmation e-mail that you received when your ordered
the product. This e-mail contains the license serial number.

* Log on to the Security Console, and click License Status. Click View
Installed License.

U The Authentication Manager appliance software version information. You can
find this information in the top, right corner of the Quick Setup, or in the
Security Console. Log on to the Security Console, and click Software Version
Information.
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RSA Authentication Manager Overview

Introduction to RSA Authentication Manager

RSA Authentication Manager is a multi-factor authentication solution that verifies
authentication requests and centrally administers authentication policies for enterprise
networks. Use Authentication Manager to manage security tokens, users, multiple
applications, agents, and resources across physical sites, and to help secure access to
network and web-accessible applications, such as SSL-VPNs and web portals.

Multifactor Authentication

Passwords are a weak form of authentication because access is protected only by a
single factor — a secret word or phrase selected by the user. If this password is
discovered by the wrong person, the security of the entire system is compromised.
Multifactor authentication provides stronger protection by requiring two or more
unique factors to verify a user’s identity. Authentication factors in a multifactor
system may include:

» Something the user knows (a password, passphrase, or PIN)

« Something the user has (a hardware token, laptop computer, or mobile phone)
« Something the user does (specific actions or a pattern of behavior)
Authentication Manager provides the following choices for strong authentication:

* RSA SecurlD, which protects access using two-factor authentication with
hardware and software-based tokens.

e On-demand authentication (ODA), which protects access using two-factor
authentication by sending authentication credentials to users upon request through
SMS text messaging or e-mail.

» Risk-based authentication (RBA), which protects access by assessing user
behavior and matching the device being used to authenticate to assess the
risk-level of an authentication attempt.

By leveraging devices that the user already owns, for example, a mobile phone,
PC, or laptop, RBA and ODA enable multifactor authentication with no tokens to
manage.

1: RSA Authentication Manager Overview 19
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Key Components for RSA Authentication Manager

An RSA Authentication Manager deployment may have the following components:

Primary Instance

Replica Instance

Identity Sources

RSA Authentication Agents

Risk-Based Authentication for a Web-Based Resource
RSA RADIUS Overview

Web Tier

Self-Service

SMS plug-ins. For more information see Deploying On-Demand Authentication
on page 217.

Load Balancer

Note: RSA supports and certifies many third-party products for integration with
RSA SecurlD, risk-based authentication (RBA), on-demand authentication
(ODA), or Short Message Service (SMS). For a list of supported products, go to
https://gallery.emc.com/community/marketplace/rsa and search for
Authentication Manager. Each certification has a step-by-step implementation
guide for setting up the solution.

Primary Instance

The primary instance is the initial Authentication Manager system that you deploy.
Once you deploy a primary instance, you can add replica instances. It is possible to
promote a replica instance to replace the primary instance in maintenance or disaster
recovery situations.

The primary instance is the only system in the deployment that allows you to perform
all Authentication Manager administrative tasks. Some administrative tasks can be
performed on a replica instance, for example, replica promotion and log file
collection.

The main functions of the primary instance include the following:
» Authenticating users.

» Enabling administration of Authentication Manager data stored in the internal
database. You can perform tasks such as importing and assigning SecurID tokens,
enabling risk-based authentication (RBA), adding LDAP identity sources,
configuring self-service, generating replica packages, and generating agent
configuration files and node secrets.

» Replicating changes due to administration and authentication activities.
e Hosting the primary RSA RADIUS server.

20 1: RSA Authentication Manager Overview
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e Handling self-service requests.
e Maintaining the most up-to-date Authentication Manager database.

Replica Instance

A replica instance provides deployment-level redundancy of the primary instance.
You can view, but not update, administrative data on a replica instance.

A replica instance provides the following benefits:
e Real-time mirror of all user and system data
« Failover authentication if the primary instance becomes unresponsive

« Improved performance by load balancing authentication requests to multiple
instances

« Ability to deploy a replica instance at a remote location

« Remote deployment must be done carefully to make sure that the replica instance
is secure.For information about securely deploying a remote replica instance, see
“Deployment Scenarios” in the RSA Authentication Manager 8.1 Planning
Guide.Ability to recover administrative capabilities through replica promotion if
the primary instance becomes unresponsive

Although a replica instance is optional, RSA recommends that you deploy both a
primary and a replica instance.

Identity Sources

All users and user groups in your deployment are stored in identity sources.
RSA Authentication Manager supports the following as identity sources:

« LDAP directory servers, either Active Directory or Oracle Directory Server.

» Active Directory Global Catalogs, when some or all of the Active Directory
servers in its Active Directory forest are used as identity sources. In such a case,
the Global Catalog is used for runtime activities, for example, looking up and
authenticating users, and resolving group membership within the Active Directory
forest. The Global Catalog cannot be used to perform administrative functions.

» The Authentication Manager internal database, used for administrative operations,
such as enabling users for on-demand authentication and risk-based
authentication.

You can integrate LDAP directory servers as identity sources in Authentication
Manager without modifying the schema of the directories.

RSA Authentication Agents

An authentication agent is a software application installed on a machine, such as a
domain server, web server, or personal computer, that enables authentication.

The authentication agent is the component on the protected resource that
communicates with RSA Authentication Manager to process authentication requests.
Any resource that is used with SecurlD authentication, on-demand authentication
(ODA) or risk-based authentication (RBA) requires an authentication agent.
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Different types of authentication agents protect different types of resources. For
example, to protect an Apache Web server, you need RSA Authentication Agent 5.3
for Web for Apache. You may also purchase products that contain embedded

RSA Authentication Agent software. The software is embedded in a number of
products, such as remote access servers, firewalls, and web servers. Information about
implementing such devices is available from the Secured By RSA Partner Program.
For more information, see
http://www.emc.com/partnerships/rsa-partners/secured-rsa-partner-program-ov
erview.htm.

Note: RBA only works with web-based authentication agents.

Risk-Based Authentication for a Web-Based Resource

Risk-based authentication (RBA) protects access to web-based resources and
applications. Deploying RBA requires integrating the resource with Authentication
Manager. Authentication Manager provides a template to facilitate the integration
process. Once integrated, the web-based resource automatically redirects users to
Authentication Manager, which does either of the following:

< Authenticates the user and returns proof of authentication to the resource

* When the risk level is high, prompts the user to provide further credentials, such
as the correct answers to pre-configured security questions, before returning proof
of authentication.

The web-based resource presents the proof of authentication to Authentication
Manager for verification and allows the user access to the resource.

RSA RADIUS Overview

You can use RSA RADIUS with RSA Authentication Manager to directly authenticate
users attempting to access network resources through RADIUS-enabled devices. A
RADIUS server receives remote user access requests from RADIUS clients, for
example, a VPN. The RADIUS server forwards the access requests to

RSA Authentication Manager for validation. Authentication Manager sends accept or
reject messages to the RADIUS server, which forwards the messages to the requesting
RADIUS clients.

RADIUS is automatically installed and configured during the Authentication Manager
installation. After installation, RADIUS is configured to run on the same instance with
Authentication Manager.

You use the Operations Console to configure RSA RADIUS and manage settings that
must be made on individual instances running RSA RADIUS.

You can use the Security Console to complete most tasks associated with managing
RADIUS day-to-day operations.
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Web Tier

A web tier is a lightweight application server that hosts several Authentication
Manager services securely in the network DMZ. Services such as risk-based
authentication (RBA), the Cryptographic Token Key Initialization Protocol (CT-KIP)
for the dynamic provisioning of software tokens, and the Self-Service Console may be
required by users outside of your corporate network. If your network has a DMZ, you
can use a web tier to deploy these services in the DMZ.

A web tier in your DMZ offers the following benefits:

*  Protects your internal network from any unfiltered internet traffic from the
Self-Service Console, the CT-KIP server and RBA users. \Web-tier servers receive
and manage inbound internet traffic before it enters your private network.

« Allows you to customize the RBA service and web-based application user
interface.

* Improves system performance by removing some processing tasks from the
back-end server.

The primary and replica instances are inside a firewall in your private network.

Self-Service

Self-Service is a web-based workflow system that provides user self-service options
and automates the token deployment process. Self-Service has two components:

e Self-Service. Users can perform some token maintenance tasks and
troubleshooting without involving administrators. This reduces the time that you
need to spend servicing deployed tokens, such as when users forget their PINSs,
misplace their tokens, require emergency access, or require token
resynchronization.

* Provisioning. Users can request RSA SecurlD tokens and perform many of the
steps in the token deployment process, and the system automates the workflow.
This reduces administrative overhead typically associated with deploying tokens,
especially in a large-scale token deployment. Provisioning is only available with
the Enterprise Server license.

Users perform self-service and provisioning tasks through the Self-Service
Console.The Self-Service Console is a browser-based interface that enables users to
perform certain tasks without involving administrators or Help Desk personnel, thus
reducing the time that your staff spends helping users. You can install the Self-Service
Console inside your firewall on the Authentication Manager instance or in the DMZ
(using a web-tier server) for greater security.

By default the Self-Service Console allows users to make requests to be added to the
system after answering a set of security questions. Additionally, you can configure
Authentication Manager to allow users to perform the following tasks on the
Self-Service Console:

* Request an RSA SecurlD token
e Manage their RSA SecurlD PIN
«  Configure security questions for identity confirmation
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« Update their profile information, for example, a mobile phone number or e-mail
address

e Change their Self-Service Console passwords

e Clear the risk-based authentication (RBA) device history to unregister devices
e Change e-mail address or phone number for on-demand authentication (ODA)
e Manage their ODA PIN

*  View user group membership

Important: Users can only modify data that is stored in the internal database. Users
cannot use the Self-Service Console to modify data that is stored in an LDAP
directory, except when a password change is forced.

Load Balancer

RSA Authentication Manager includes a load balancer that provides the following
capabilities:

« Distributes authentication requests between the primary and the replica web tiers.

» Provides failover in the event that one of the Authentication Manager instances or
web tiers experiences downtime.

» Forwards Self-Service Console requests coming through the HTTPS port to the
primary web tier or the primary instance hosting the Self-Service Console.

RSA SecurlD Authentication Overview

RSA SecurlD uses a patented, time-based two-factor authentication mechanism to
validate users. It enables administrators to verify the identity of each user attempting
to access computers, networks, and other resources.

RSA Authentication Manager software is the management component of
RSA SecurlD. It is used to verify authentication requests and centrally administer
security policies for authentication, users, and groups for enterprise networks.

Authentication Manager software is scalable and can authenticate large numbers of
users. It is interoperable with network, remote access, wireless, VPN, Internet, and
application products. The following table describes key examples.

Product or Application Description

VPN access RSA SecurlD provides secure authentication when
used in combination with a VPN.

Remote dial-in RSA SecurlD operates with remote dial-in servers,
such as RADIUS.

Web access RSA SecurID protects access to web pages.
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Product or Application Description

Wireless networking Authentication Manager includes an 802.1-
compliant RADIUS server.

Secure access to Microsoft Windows  Authentication Manager can be used to control
access to Microsoft Windows environments both
online and offline.

Network hardware devices Authentication Manager can be used to control
desktop access to devices enabled for SecurlD, such
as routers, firewalls, and switches.

RSA SecurID Authentication Process

The RSA SecurlD authentication process involves the interaction of three distinct
products:

* RSA SecurlD authenticators, also known as tokens, which generate one-time
authentication credentials for a user.

* RSA Authentication Agents, which are installed on client devices and send
authentication requests to the Authentication Manager.

* RSA Authentication Manager, which processes the authentication requests and
allows or denies access based on the validity of the authentication credentials sent
from the authentication agent.

To authenticate a user with SecurlD, Authentication Manager needs, at a minimum,
the following information.

Element Information

User record Contains a User ID and other personal information about the
user (for example, first name, last name, group associations,
if any). The user record can come from either an LDAP
directory server or the Authentication Manager internal
database.

Agent record Lists the name of the machine where the agent is installed.
This record in the internal database identifies the agent to
Authentication Manager and enables Authentication
Manager to respond to authentication requests from the
agent.

Token record Enables Authentication Manager to generate the same
tokencode that appears on a user’s RSA SecurlD token.

SecurlD PIN Used with the tokencode to form the passcode.
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RSA SecurlD Tokens

An RSA SecurlD token is a hardware device or software-based security token that
generates and displays a random number is called a tokencode.

In addition to the tokencode, RSA SecurlID typically requires a PIN, either created by
the user or generated by Authentication Manager. Requiring these two factors, the
tokencode and the PIN, is known as two-factor authentication:

» Something you have (the token)
»  Something you know (the PIN)

In Authentication Manager, the combination of the tokencode and the PIN is called a
passcode. When users try to access a protected resource, they enter the passcode at the
logon prompt. (To protect against the use of stolen passcodes, Authentication Manager
checks that a passcode has not been used in any previous authentication attempt.)

RSA SecurlD also supports tokens that do not require a PIN. The user can authenticate
with the current tokencode only. In such a case, an alternative second factor, for
example, a user’s network password, is used.

Each shipment of tokens includes token seed records that you must import into the
Authentication Manager. Each token seed record corresponds to an individual

RSA SecurlD token, and is used by Authentication Manager to generate the correct
tokencode when a SecurlD authentication request is received from an authentication
agent.

Authentication Manager logs the serial numbers of SecurlD tokens used to
authenticate. By default, Authentication Manager logs the serial number in the clear,
but you can mask the serial numbers of tokens when logging to syslog or using SNMP
if you want to avoid transmitting and recording the serial number in the clear. RSA
recommends masking token serial numbers for added security. For more information,
see Mask Token Serial Numbers in Logs on page 344.

You can assign up to three RSA SecurlD tokens to each authorized user on a protected
system.

RSA SecurlD Hardware Tokens

RSA SecurlD hardware authenticators are available in a variety of convenient form
factors.

* RSA SecurlD 200 Authenticator

This hardware token, the size of a credit card, is easily portable and extremely
durable. It generates and displays a new tokencode at a predefined time interval,
typically every 60 seconds.

RSA SecurlD
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* RSA SecurlD 520 Authenticator
With this device, the size of a credit card, the user enters the PIN on a 10-digit
numeric keypad. The code displayed is a hash-encrypted combination of the PIN
and the current tokencode. The RSA SecurID 520 Authenticator can offer
protection against the key-logger type of malware, which may attempt to steal a
user’s PIN for other purposes.

(e
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e RSA SecurlD 700 Authenticator
This hardware device easily connects to any key ring. The user simply reads the
changing display (typically every 60 seconds) and uses it as part of a dynamic and
always-changing password.

e RSA SecurlD 800 Hybrid Authenticator
The RSA SecurlD Authenticator SecurlD 800 is both an RSA SecurlD
authenticator and a USB smart card (USB token) with a built-in reader. The two
sets of electronics operate independently of each other.

When disconnected, the SecurlD 800 generates and displays tokencodes used in
RSA SecurlD authentication. When connected to a computer, the token serves two
functions:
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— For RSA SecurlD authentication, users obtain their tokencodes through the
supporting middleware installed on their desktop instead of reading the
number off the token.

—  With the token’s smart card capabilities, users can store credentials, including
multiple X.509 digital certificates, which enable authentication, digital
signature, and file-encryption applications, and Windows logon accounts.

RSA SecurlD Software Tokens

RSA SecurlD tokens are also available in a software form-factor that you can install
into an RSA SecurlD software token application on a client workstation, or a mobile
device. The RSA Authentication Manager provides a centralized administration
interface for issuing RSA SecurlD software tokens to the supported device types. You
can add information to software tokens such as device type, device serial number, or
token nickname using token extension fields. For more information about the software
token, see Chapter 9, Deploying and Administering RSA SecurlD Tokens, and the
documentation that accompanies individual RSA SecurlD software token products.

The Role of RSA Authentication Manager In SecurIlD Authentication

RSA Authentication Manager software, authentication agents, and RSA SecurlD
tokens work together to authenticate user identity. RSA SecurlD patented time
synchronization ensures that the tokencode displayed by a user’s token is the same
code that the RSA Authentication Manager software has generated for that moment.
Both the token and the Authentication Manager generate the tokencode based on the
following:

e The token’s unique identifier (also called a “seed”).

» The current time according to the token’s internal clock, and the time set for the
Authentication Manager system.

To determine whether an authentication attempt is valid, the RSA Authentication
Manager compares the tokencode it generates with the tokencode the user enters. If
the tokencodes do not match or if the wrong PIN is entered, the user is denied access.

On-Demand Authentication

On-demand authentication (ODA) delivers a one-time tokencode to a user’s mobile
phone or e-mail account. A tokencode is a randomly generated six-digit number. ODA
protects company resources that users access through agent-protected devices and
applications, such as SSL-VPNs and web portals.

ODA strengthens network security by requiring users to present two factors:
*  Something only the user knows (a PIN)
*  Something the user has (a tokencode)

ODA is easy to deploy because it does not require extra hardware, such as physical
tokens. Employees already have and use mobile phones and e-mail accounts.

On-demand tokencodes can be used only once and expire after a specified time period,
enhancing their security.
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ODA relies on Short Message Service (SMS) or e-mail to deliver the tokencode. If
you choose SMS, Authentication Manager sends the tokencode to SMS indirectly
through an intermediary. You can customize SMS delivery to use an SMS modem (not
included) or a third-party aggregation service.

On-Demand Authentication User Logon Example

When used as the sole authentication method, on-demand authentication (ODA) is
especially suited for people who authenticate infrequently and from a variety of
locations, or for people who need network access for a short time only, such as
contractors. The following steps show how a user typically uses ODA to access a
company web portal:

1. The user opens a browser window and accesses the company web portal.

2. When prompted, the user enters a User ID and PIN.
A one-time tokencode is sent to the user’s mobile phone or e-mail account.

The user enters the tokencode into the browser.
The user gains access to the protected resource.

Risk-Based Authentication

Risk-based authentication (RBA) identifies potentially risky or fraudulent
authentication attempts by silently analyzing user behavior and the device of origin.
RBA strengthens RSA SecurlD authentication and traditional password-based
authentication. If the assessed risk is unacceptable, the user is challenged to further
confirm his or her identity by using one of the following methods:

* On-demand authentication (ODA). The user must correctly enter a PIN and a
one-time tokencode that is sent to a preconfigured mobile phone number or e-mail
account.

»  Security questions. The user must correctly answer one or more security
questions. Correct answers to questions can be configured on the Self-Service
Console or during authentication when silent collection is enabled.

RSA Authentication Manager contains a risk engine that intelligently accumulates
and assesses knowledge about each user’s device and behavior over time. When the
user attempts to authenticate, the risk engine refers to the collected data to evaluate the
risk. The risk engine then assigns an assurance level such as high, medium, or low to
the user's authentication attempt. RBA compares this to the minimum acceptable level
of assurance that you have configured. If the risk level is higher than the minimum
assurance level, the user is prompted to confirm his or her identity by answering
security questions or using ODA.
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Risk-Based Authentication Prevents Data Loss from Stolen Passwords

Risk-based authentication (RBA) allows users who are accustomed to authenticating
with passwords to continue doing so with little or no impact on their daily tasks. At the
same time, RBA protects your company if passwords are stolen.

For example, consider John, a sales representative who regularly accesses the
corporate SSL-VPN from his home office. John typically authenticates with just a user
name and password using the same laptop every day. Suppose an unauthorized person
steals John’s password and attempts to log on to the SSL-VPN from a different
machine and location. RBA detects that the attacker is using an unrecognized device
and challenges the attacker to confirm his identity by answering security questions.
When the attacker fails the challenge, he is denied access.

Users who are accustomed to using passwords for authentication can continue to do so
while RBA works in the background to protect sensitive company resources. The
authentication experience is interrupted only if a user’s behavior is considered
unusual.

In most cases, the typical user simply enters a password, as shown in the following
steps:

1. The user opens a browser window and accesses the company web portal.
2. The user enters a password.
3. The user gains access to the protected resource.

After the password is entered, Authentication Manager analyzes the user’s risk level
to determine if the user’s behavior and device are found to deviate from past attempts.
Users who are considered suspicious or high risk are prompted to confirm their
identity by performing these steps:

1. If the user is configured for more than one identity confirmation method, the user
is prompted to choose either on-demand authentication (ODA) or security
questions.

2. If the user selects ODA, the user enters a PIN. Authentication Manager sends a
tokencode to the user by e-mail or SMS. The user enters the tokencode and is
authenticated.

If the user selects security questions, the user is prompted to answer predefined
questions. If successful, the user is authenticated.
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How Risk-Based Authentication Works

Risk-based authentication (RBA) intelligently assesses authentication risk for each
user and accumulates knowledge about each user’s device and behavior over time to
determine if an authentication attempt is legitimate. RBA has the following features:

Data Collection. RBA requires a learning period during which it builds up a
profile of user devices and user behavior. After the initial learning period has
expired, RBA continues to learn from the behavior of the user population and
regularly customizes its risk model to adjust its definitions of “normal” and
“abnormal” for your deployment.

Device Registration. The first time a user successfully authenticates from a
device, RBA records characteristics about the device in the user’s device history
and thus registers the device to the user. A registered device is one that
Authentication Manager recognizes and that the user has previously used for
authentication.

Device Matching. During authentication, RBA examines the characteristics of
the user’s laptop or desktop computer and compares them with a list of previously
used devices, in an attempt to find a close match.

Assurance Level. RBA uses the device characteristics and user behavior to
calculate an assurance level, which is the likelihood that the access attempt is
being made by a legitimate user. When the user attempts to authenticate, RBA
refers to its collected data to evaluate the risk and then assigns an assurance level
such as high, medium, or low to the user's authentication attempt.

For a full description of RBA, see Chapter 12, Deploying Risk-Based Authentication.
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Preparing RSA Authentication Manager for
Administration

Before you administer RSA Authentication Manager, you must prepare the
deployment for administration. The following chapter explains the Security Console
and the organizational hierarchy. The chapter also includes tasks for getting your
deployment ready to administer.

Security Console

Authentication Manager includes an administrative user interface called the Security
Console.

The following figure shows the Home page of the Security Console.

O A Logged on as: admin My Permissions | My Preferences | Log Off
E4&YAN Security Console
I Home Identity « Authentication - Access Reporting + RADIUS - Administration - Setup ¥ Help =

@ Home (2) Help on this page ~
Welcome admin. You logged on: Monday, May 14, 2012 1:19 PM .

[#Eluser Dashboard: Quick Search

@ |Typethe UserlD to see results Internal Database ~

My Console About Console

= =

My Permissions All Help Topics

* My Preferences * Online Support 5t RSA SecurCare Online

* Software Version Information

* Check License Status

Copyright ©2007 - 2012 EMC Corporation. All Rights Reserved.

You use the Security Console for most day-to-day administrative activities, and for
some setup and configuration tasks. For example, you use the Security Console to:

e Add and manage users and user groups

e Add and manage administrators

e Assign and manage RSA SecurlD tokens

» Enable and disable users for risk-based or on-demand authentication
e Add and manage security policies

* Add and manage authentication agents

« Designate which network resources you want to protect
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During Authentication Manager Quick Setup, you define the User ID and password
for the Security Console Super Admin account. The Super Admin account has
permissions to perform all tasks within Authentication Manager.

You also specify the initial User ID and password for the Operations Console during
Quick Setup. If you change the User ID or password for either the Security Console or
the Operations Console in the future, the User ID and password for the other Console
remains unchanged. These are separate accounts.

For more information on the Console accounts and passwords, see Authentication
Manager Administrator Accounts on page 156.

Log On to the Security Console

If this is the first logon after Authentication Manager Quick Setup, use the User ID
and password provided during setup. If this is not the first logon, enter the credentials
required by the Security Console.

Note: Do not use the back button for your Internet browser to return to previously
visited Console pages. Instead, use the Security Console navigation menus and
buttons to navigate.

Procedure
To log on to the Security Console, go to the following URL.:
https://fully qualified domain name:7004/console-ims

Important: If the Security Console is protected with RSA SecurlD, the SecurlD PIN
iS case sensitive.

For more information on protecting the Security Console with RSA SecurlD, see
Security Console Protection on page 37.

Security Console Customization

You can customize the Security Console by configuring the personal display
preferences or the system-wide display options. The attributes are set on an
administrator basis, so each administrator can configure his or her own Security
Console sessions.

Set Personal Preferences

From the Security Console, you can specify the number of items displayed on list
pages and the language used in the Security Console.

Procedure

1. Inthe Security Console home page, under My Console, click My Preferences.

2. To specify the default number of items that display on a list page, select a choice
from the Items Per List Page drop-down menu.

3. To specify the language you want the Security Console to use, select a choice
from the Language drop-down menu.
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4. To change a shortcut key, type the new key next to the element, under Keyboard
Shortcuts. Each shortcut must uniquely identify an element, therefore, you cannot
repeat a character.

5. Click Save.

Next Step

You must log off and log back on before your preferences take effect.

System-Wide Display Options Customization

You can configure the following Security Console system-wide display options.

Option

Description

Items per list page

Language

Identity attributes

Quick User Search
Criteria

Table columns

Search criteria

Basic user attributes

Table columns

Search criteria

Set the number of items returned on each search results
page. You can choose 25, 50, 100, 250, or All. The
default value is 25.

Set the language used in the Security Console. The
default is English.

By default, show only attributes with values within the
user form display. Show or hide identity attributes that
display in forms, for example, Mobile Phone Number.

Configure the quick user search on the home page and
user dashboard to search by last name or User ID. The
default is last name

Show or hide information in table columns in user lists.

Show or hide the attributes that display in the “Where”
drop-down menu in the search panel of user list pages.

Show or hide user attributes that display in forms, for
example, First Name.

Show or hide information in table columns in token
lists.

Show or hide the attributes that display in the “Where”
drop-down menu in the search panel of token list pages.

Set Console Display Options

Security Console display options determine what information administrators can see
when they use the Security Console. These options affect the entire deployment.

Some settings can be overridden by an individual administrator’s personal preference
settings. Only the administrator can see these changes.
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All new identity attribute definitions that you add are hidden by default in the Table
Columns field, but are displayed by default in the Search Criteria and Identity
Attributes fields.

Procedure

1.

o M oD

In the Security Console, click Setup > System Settings.

Under Console & Session Settings, click Security Console Display Options.
For Items Per List Page, select the number of items to display on each list page.
For Language, select the language for the Security Console.

For Identity Attributes, select the default to display only attributes with values
on user forms. You can toggle the show and hide functions for individual users on
the user form.

6. For Quick User Search Criteria, select whether to search by last name or User

ID in the quick user search and the User Dashboard.

7. Under User List Display, do the following:

a. For Table Columns, select which columns to display on pages that list users.
For example, the columns you select display on the Users page when you
click Identity > Users > Manage Existing. The User ID column is required.

b. For Search Criteria, select which criteria to display in the search criteria
drop-down menu on pages that list users. The User ID column is required.

8. Under User Form Display, do the following:

a. For Basic User Attributes, select which items to display on user forms.
Administrators cannot edit or view hidden attributes. The User ID and Last
Name fields are required.

b. For Identity Attributes, select which identity attributes to display on user
forms. Administrators cannot edit or view hidden attributes. Make sure that all
hidden identity attributes are removed from the identity attributes selected for
display.

9. Inthe Token List Display section, do the following:

a. Use the Table Columns fields to select which columns that you want to
display on pages that show lists of SecurlD Tokens. SecurlD Token Serial
Number is always shown in the SecurlD Token list and is always the first
column.

b. Inthe Search Criteria fields, select which criteria that you want to display in
the search criteria drop-down menu on pages that show lists of SecurlD
Tokens. SecurlD Token Serial Number is always shown in the search criteria
drop-down menu and is always the first column.

10. Click Save.
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Security Console Protection

By default, an administrator can use an RSA password or an LDAP password to
access the Security Console. To use an LDAP password for this purpose, the
administrator’s identity source must be an LDAP directory server.

For additional security, you can configure Authentication Manager to require
administrators to present an RSA SecurlD passcode before they can access the
Security Console.

You can change the default settings by configuring one or more of the following
authentication methods:

e RSA password
e LDAP password
* RSA SecurlD passcode

Presenting a SecurlD passcode before being allowed access ensures that the Security

Console is protected by the same two-factor authentication that protects your network
resources. If the Security Console is protected with a SecurlD passcode, the SecurlD

PIN is case sensitive.

When you first enable a new Security Console authentication method, RSA
recommends that you also continue to allow administrators to authenticate with the
previous method for a period of time. This gives you time to ensure that all
administrators can authenticate with the new method before you discontinue the
previous method.

Configure Security Console Authentication Methods

Use this procedure to configure the authentication method an administrator must use
to access the Security Console. For example, you can add security by requiring
administrators to present an RSA SecurlD passcode before they can access the
Security Console.

Procedure

1. Inthe Security Console, click Setup > System Settings.

2. Under Console & Session Settings, click Security Console Authentication
Methods.

3. Inthe Console Authentication field, enter the authentication method(s) that
administrators must use to log on to the Security Console. If you enter multiple
authentication methods, use an available operator to create a valid expression. For
example:

e Torequire an RSA password or LDAP password, enter
RSA_Password/LDAP_Password.

e To require both an RSA SecurlD passcode and LDAP password, enter
SecurlD_Native+LDAP_Password.

e Torequire an RSA password, enter RSA_Password.
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e Torequire an LDAP password, enter LDAP_Password.

e Torequire an RSA SecurlD passcode, enter SecurlD_Native.

If you enter an authentication method that is stronger than the current method, you
are logged off and must authenticate with the new credential. For instance, if the
original method was RSA_Password/LDAP_Password and you enter
(RSA_Password/LDAP_Password)+SecurlD_Native, you are logged off from
the Security Console and must authenticate with an RSA Password or an LDAP
Password, and an SecurlD passcode. If you enter a method that is not stronger
than the current method, the change only affects new authentication attempts.

(Optional) For Non-Unique User IDs, select Identical User IDs may exist in
more than one identity source if you want to allow the same User ID to exist in
more than one identity source. This can be useful if you have multiple identity
sources that contain names for different types of users.

Suppose that you have one identity source for employees and one for clients. This
option allows identical User IDs that exist in both identity sources to be managed
by the system, for example, if you have an employee with the User ID jsmith and
a customer with the User ID jsmith.

(Optional) For LDAP Password, select Enable LDAP Password authentication
method to enable the LDAP password as an authentication method.

Click Save.
Select Yes, update authentication methods.
Click Update Authentication Methods.

Identity Sources

An identity source is a repository that contains user and user group data. Each user and
user group in a deployment is associated with an identity source.

Authentication Manager supports the following as identity sources:

An LDAP directory
Authentication Manager supports the following directories as identity sources:

— Microsoft Active Directory 2008 R2

— Microsoft Active Directory 2012

— Sun Java System Directory Server 7.0

— Oracle Directory Server Enterprise Edition 11G

In Active Directory, you can add a Global Catalog as an identity source, which is
used to look up users and resolve group membership during authentications. You
cannot use a Global Catalog identity source to perform administrative tasks.

The Authentication Manager internal database
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Data from an LDAP Directory

Authentication Manager has read-only access to all LDAP directory identity sources.
After a directory is integrated with Authentication Manager, you can use the Security
Console to do the following:

* View (but not add or modify) user and user group data that resides in the directory.

e Perform Authentication Manager administrative tasks. For example, enable or
disable the use of on-demand authentication (ODA) and risk-based authentication
(RBA), or assign tokens or user aliases to individual users who reside in the
directory.

You must use the LDAP directory native user interface to modify data in a directory.

Data from the Internal Database

Authentication Manager provides an internal database where you can create users and
user groups. For users and user groups in the internal database, administrators can use
the Security Console to do the following:

e Add, modify, and view user and user group data.

« Enable or disable Authentication Manager functions, such as ODA and RBA, for
individual users, including users whose accounts are in an LDAP directory.

The following information is stored only in the internal database:

» Data that is specific to Authentication Manager, such as policies for
administrative roles, and records for authentication agents and SecurlD
authenticators

« Data that links Authentication Manager with LDAP directory user and user group
records

Security Domain Overview

Security domains represent areas of administrative responsibility. All Authentication
Manager objects are managed by, and belong to, a security domain. Security domains
allow you to:

« Organize and manage users.
« Enforce system policies.

« Limit the scope of administrators’ control by limiting the security domains to
which they have access.

User Organization and Management

When you create a security domain, it is nested within a parent security domain. You
can nest the security domains to create an administrative hierarchy. Organizing users
in security domains also helps you find users and assign them tokens or add them to
user groups. For example, you can search for all users in the Boston security domain
and then assign a token to each member. Each user can exist in only one security
domain.

2: Preparing RSA Authentication Manager for Administration 39



RSA Authentication Manager 8.1 Administrator’s Guide

By default, all users from an external LDAP identity source are added to the top-level
security domain. You can use the Security Console to move these users to a
lower-level security domain manually or you can configure domain mapping to add
these users to a specific security domain. Make sure your mappings are in place before
you manage users, so that you do not have to move users between security domains
later. For more information, see Move Users Between Security Domains on page 122.

Users created in the internal database using the Security Console are created in the
security domain to which the administrator has access.

Policy Enforcement

When you set up Authentication Manager a top-level security domain is automatically
created. You cannot edit the name of the top-level security domain. By default, an
installation of Authentication Manager supports up to 1,000 security domains.

Authentication Manager enforces authentication policies at the security domain level,
so consider grouping users subject to the same policies together in the same domain.

Scope of Administrator’s Control

By default, all SecurlD tokens are managed in the top-level security domain. You can
use the Security Console to transfer tokens from the top-level security domain to other
security domains within the deployment.

Know the following about security domains:
»  Security domains are organized in a hierarchy.

e Security domains are often created to mirror the departmental structure or the
geographic locations of an organization.

For example, you can create separate security domains for each department, such as
Finance, Research and Development (R&D), and Human Resources (HR), and then
move users and user groups from each department into the corresponding security
domain. To manage users in a given security domain, an administrator must have
permission to manage that security domain.

In addition to making it easier to manager users, security domains allow you to limit
the scope of an administrator’s permissions. For example, suppose you have security
domains named Boston, New York, and San Jose. When you set the administrative
scope for your administrative roles, you might choose to limit the role to only the
Boston security domain. This means that the administrator assigned that role only has
permission to manage the Boston security domain, and not the New York and San Jose
security domains.

An arrangement such as this allows you greater control over administrators. You can

limit administrators by department, geographic location, or in any other way that you
choose. Hierarchies also give administrators more flexible control over users and their
access rights and restrictions.

Security Domains and Policies

You also use security domains to enforce system policies. Policies control various
aspects of a user’s interaction with Authentication Manager, such as password
lifetime, length, format, frequency of change, and number of unsuccessful
authentication attempts.
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The following policies are assigned to security domains:

e Token Policy on page 76

e Lockout Policy on page 90
e Offline Authentication Policy on page 82

« Password Policy on page 85

« Self-Service Troubleshooting Policy on page 92

e Risk-Based Authentication Policies on page 94

« Risk-Based Authentication Message Policy on page 97

Authentication Manager provides a default of each policy type and assigns them to
each new security domain. You can accept the default policies or create custom
policies. If you designate a custom policy as the default, that policy will be used for all
new security domains and for all existing security domains that are configured to use
the existing default policy.

For example, suppose you create a custom policy named Finance Password Policy and
designate it as the default password policy. Finance Password Policy is automatically
assigned to all new security domains, and to all security domains configured to use the
default password policy. A few months later, you create another custom policy named
Miller and Strauss Password Policy, and designate it as the default password policy.
The Miller and Strauss Password Policy is then used by all security domains
configured to use the default password policy, and will automatically be applied to all
new security domains.

Lower-level security domain do not inherit policies from upper-level security
domains. New security domains are assigned the default policy regardless of which
policy is assigned to security domains above them in the hierarchy. For example, if the
top-level security domain is assigned a custom policy, lower-level security domains
are still assigned the default policy.

Add a Security Domain

A security domain defines an area of management responsibility, typically
corresponding to a company’s internal business units, departments, and so on. A
security domain represents a single unit in an organizational hierarchy. You build the
hierarchy by creating relationships between security domains. You can create up to
1,000 security domains.

Before You Begin

e Learn about the custom and default policies available. For more information, see
Security Domains and Policies on page 40.

*  Follow these guidelines:

— To use the default policy, select Always Use Default from the drop-down list.
The default policy is automatically applied to the security domain.

— To use a custom policy, select a policy name from the drop-down list. This
policy applies to that security domain until you explicitly change it.
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— When you apply a policy that is also the default policy, that policy remains
assigned to the security domain even if you change the default policy. To use
the default policy, you must explicitly specify Always Use Default.

Procedure

10.

11.

12.

In the Security Console, click Administration > Security Domains > Add New.

In the Security Domain Name field, enter a unique name. Do not exceed 100
characters.

From the Parent drop-down list, select the parent security domain of the new
security domain. The parent security domain is the security domain in which you
want the new security domain to exist.

From the Password Policy drop-down list, select the password policy of the new
security domain. Password policies enforce rules such as the required length of
passwords, characters, and restricted words.

From the Lockout Policy drop-down list, select the lockout policy that you want
to assign to the new security domain. Lockout policies lock out users after a
designated number of consecutive unsuccessful logon attempts within a specified
time period. Locked out users cannot authenticate.

From the Self-Service Troubleshooting Policy drop-down list, select a policy for
the new security domain. This policy controls how users log on to the Self-Service
Console if they cannot authenticate using primary methods such as passwords or
passcodes.

From the Risk-Based Authentication (RBA) Policy drop-down list, select a
policy for the new security domain. RBA policies include the minimum assurance
level that is required for logon and the identity confirmation methods that are
allowed when an authentication attempt does not meet the minimum assurance
level.

From the SecurlD Token Policy drop-down list, assign a SecurlD token policy to
the security domain. Token policies determine RSA SecurlD PIN lifetime and
format, and fixed passcode lifetime and format. The token policy also determines
how to handle users or unauthorized people who enter a series of incorrect
passcodes.

From the Offline Authentication Policy drop-down list, select an offline
authentication policy for the security domain. Offline authentication policies
define how users authenticate when they are not connected to the network.

(Optional) From the Workflow Policies drop-down list, select a workflow policy
for the security domain. Workflow policies specify who receives e-mail, workflow
definitions, the number of approval and distribution steps, and e-mail notifications
for requests made through the Self-Service Console.

From the Risk-Based Authentication (RBA) Message Policy drop-down list,
select a policy for the new security domain. This policy defines the message that
users receive when they are challenged to configure their identity confirmation
method.

Click Save.
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Default Security Domain Mappings

By default, the system places all users from an external LDAP identity source in the
top-level security domain. Configuring security domain mappings allows you to
override the default behavior so that the system places users from a particular LDAP
identity source, or from a specific organizational unit within the identity source, into a
specific security domain.

For example, if you want to map the users in your sales force to the “Corporate”
security domain and your salespeople are stored in your LDAP directory under
“ou=sales,dc=example,dc=com” then you can create a mapping between the security
domain named “Corporate” and “ou=sales,dc=example,dc=com” distinguished name
(DN). After the mapping is created, users in the sales ou appear as being managed by
the “Corporate” security domain instead of the top-level security domain.

Consider the following:

*  When no security domain mappings exist, the system adds users to the top-level
security domain.

e When multiple security domain mappings exist, the system applies the most
specific mapping to a new user record.

For example, suppose there are two mappings for users in the external identity
source based on ou=sales and ou=commercial,ou=sales. A user in
ou=commercial,ou=sales is created using the rule for ou=commercial,ou=sales,
but a user in ou=retail,ou=sales is created using the rule for ou=sales.

e Security domain mappings are applied only to users who have never been
managed in the deployment.

— Prior to configuring security domain mapping, if an administrator performs an
administrative action that affects a user, for example, enabling the user for
on-demand authentication, that user is added to the top-level security domain.

— After mapping, previously managed users remain in the security domain to
which they currently belong. You must use the Security Console to move the
users to another security domain manually. Updating the default security
domain mappings for an identity source does not move all users in that
identity source to the updated security domain.

» Delegated administration is enhanced by default security domain mappings. The
mappings add users to security domains that are managed by specific
administrators whose scope is restricted to the security domain. In this way, only
administrators with the correct scope are allowed to manage users, and there is no
need for a Super Admin to add the users to the security domain manually.

»  Each security domain mapping points to a distinguished name in the external
identity source, and the mapping applies to all objects within the DN except when
a more specific mapping exists.
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Planning for Domain Name System Updates

To allow users to locate your web tier and optional load balancer, you must buy
publicly resolvable names for these systems. Do the following:

» Define a domain name, for example, mydomain.com
» Define host names, for example, myhost.mydomain.com

e Contact a Domain Name registrar, and register the domain name and associated
host names.

Clients using Self-Service and risk-based authentication (RBA) must be able to
resolve to the virtual host name using Domain Name System (DNS).

« If your deployment has a load balancer, the virtual hostname must resolve to the
public IP address of the load balancer.

« If your deployment does not have a load balancer, the virtual hostname must
resolve to the public IP addresses of each web tier.

Administrative Role Overview

Administrators manage all aspects of your deployment, such as users, tokens, and
security domains. Each administrator is assigned an administrative role that has its
own set of administrative privileges and areas of responsibility.

Administrative roles control what an administrator can manage. When an
administrative role is assigned to a user, the user becomes an administrator.

Types of Administrative Roles
There are two types of administrative roles:

» Predefined roles. Authentication Manager provides predefined roles. You can
assign predefined roles in their default form, or you can edit the permissions for
each role.

For example, if you do not want administrators with the Help Desk role to view
authentication agents, you can use the Security Console to remove that permission
from the role.

e Custom roles. You can create custom roles with different privileges and areas of
administrative responsibility, depending on your organization’s needs.

For example, suppose your organizational hierarchy is divided into three security
domains: HR, R&D, and Finance. Because financial data is sensitive, you might
create a custom administrator who can run and view finance reports in the Finance
security domain.

Administrative Role Assignment

After you have decided which roles you need for your deployment, and added any
custom roles you require, you can assign the roles to administrators.

Know the following about assigning administrative roles:
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* You can assign administrative roles to any user in your identity source. You will
probably only assign administrative roles to members of your information
technology (IT) organization and possibly a few other trusted individuals in your
organization.

* When you assign a role to a user, the user becomes an Authentication Manager
administrator and can use the Security Console to administer the deployment.

* When you assign a role to an administrator, the administrator is then able to
perform the administrative actions specified by the role in the security domains
specified by the scope of the role.

* You can only assign administrative roles with privileges equal to or less than those
of your own role. That is, you cannot assign privileges that you do not have. For
example, if your administrative role only allows you to add, edit, and delete users,
and create and assign administrative roles, you cannot assign a role that enables
users to receive on-demand tokencodes.

¢ You cannot edit an administrative role that has more permissions than your role.

e You can assign more than one role to an administrator. When you do this, the
administrator can only perform administrative actions in a security domain that is
included in the scope of the role that grants the permission.

For example, suppose an administrator has one role that grants him permission to
manage users in the San Jose security domain, and another role that grants him
permission to manage authenticators in the New York security domain. In the
Security Console, the administrator is allowed to manage users in the San Jose
security domain, but not the New York security domain, so users in the New York
security domain are not visible to the administrator. The same rule applies to
authenticators. The administrator can manage and view authenticators in the New
York security domain only.

» Besure to assign roles that grant only enough permissions and include a scope just
broad enough to accomplish their tasks. Avoid granting administrative roles to
administrators who do not need them.

For example, if an administrator’s job only requires him to administer users in the
Boston security domain, avoid including the San Jose and New York security
domains in the scope of his role.

Administrative Role Components
An administrative role has two components:
» Permissions based on the function of the role
*  The Scope (security domains and identity sources) in which the permissions can
be applied
Permissions

The permissions in an administrative role determine the actions that an administrator
can take on objects such as users, user groups, security domains, and policies. Be sure
to assign permissions that allow administrators to manage all of the objects that are
needed to accomplish their assigned tasks, but do not assign permissions that are not
necessary.
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You can modify the permissions to manage the following areas:

* Role basics

e Security domain administration

e Delegated administration

e Users

e User groups

* Reports

e RSA SecurlID tokens

e User authentication attributes

« Authentication agents

e Trusted realms

 RADIUS

*  On-demand tokencodes

e Provision requests

The following permissions are available for all objects in your deployment:
All. Perform any administrative action on the object.
Delete. Delete an object.
Add. Add an object.
Edit. View and edit an object, but not to add or delete.
View. View an object, but not to add, edit, or delete.

You can expand or reduce the scope of an administrator’s role by modifying
permissions. For example, assume that you are the Super Admin for FocalView
Software Company. The administrator in your Boston office has a role that limits him
to assigning and managing authenticators. You want the administrator to also manage
agents. You can modify the administrator’s current role instead of creating a new one.

These actions give the administrator permission within the Boston security domain
and any of Boston’s lower-level security domains, if applicable. If the administrative
scope only includes the Boston security domain, the administrator can only manage
the objects, users, authenticators, and agents, for example, belonging to that domain.

Suppose that multiple administrators have the role that manages authenticators. If you
modify the role so that one of the administrators can also manage agents, all
administrators with that role can also manage agents. In this case, you may want to
create a new role for the one administrator who manages both authenticators and
agents.

Another option is to create a second role that allows agent management and then
assign the role to the administrator. In this case, the administrator would have two
assigned roles.

For example, if an administrator’s only task is assigning tokens to users, you would
probably assign the following permissions to the role:
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e View users

e  View tokens

e Assign tokens to users

« Issue assigned software tokens

* Replace assigned tokens

« Import tokens (optional)

« Enable and disable tokens (optional)

The optional permissions above slightly expand the administrative role to complement
the stated task of assigning tokens to users. You would not, however, assign the
permissions to add and delete users, resynchronize tokens, or manage emergency
offline authentication, as they are not related to the stated task of assigning tokens to
users.

Permissions Required to Create Administrative Roles and Delegate
Permissions

An administrator who creates a new administrative role must have the following
permissions associated with their role:

» Permission to create administrative roles.
e The same permissions that he or she wants to add to the new administrative role.

e Permission to delegate the permissions granted to his or her role. This is
determined by the Permission Delegation setting for the role assigned to the
administrator who is creating the new role.

« Permission to manage the security domain that is associated with the new role.

When you assign permissions to a role, make sure the administrator has all the
permissions necessary to perform assigned tasks. For example:

e An administrator who assigns tokens to user must have permission to view and
assign tokens, and view users.

e An administrator who resets user passwords must have permission to reset
passwords and view user records.

e Anadministrator who assigns administrative roles to users must have permission
to assign roles and view user records.

* Anadministrator who assigns users to user groups must have permission to assign
users to user groups and view user records.
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You can delegate permissions to other administrators if your role permits you to create
or assign existing roles to other users. For instructions on selecting Permission
Delegation, see the Security Console Help topic “Duplicate an Administrative Role.”

Permission Limits for Managing ldentity Attribute Definitions

You can limit what permissions an administrative role grants to manage specific
custom-defined identity attribute definitions. For any identity attribute definition, an
administrative role can grant Modify, View, and None permissions. For more
information, see the Security Console Help topic “User Attributes.”

You can set permissions for specific identity attribute definitions on the Permissions
page when you add or edit an administrative role. For more information, see the
Security Console Help topics “Duplicate an Administrative Role” and “Edit
Permissions for an Administrative Role.”

Scope

The scope of an administrative role determines in what security domains an
administrator may manage objects and from what identity sources an administrator
may manage users and user groups. For more information, see Security Domain
Overview on page 39.

Be sure to assign a scope broad enough so that the administrator can access the
necessary security domains and identity sources. However, avoid assigning a scope
that grants access to security domains and identity sources where the administrator has
no responsibilities.

Also, avoid creating situations in which an administrator can view and manage a
certain user group, but cannot at least view all the users in that user group. This
happens when a user group from a security domain within the administrator’s scope
contains users from a security domain outside the administrator’s scope. When the
administrator views the user group members, he or she only sees the members from
the security domain within his or her scope. This creates a situation in which
administrators may take action on a group, for example, granting a group access to a
restricted agent, without being aware of all the users affected. This can result in users
being granted privileges that they should not have.

To avoid this situation, follow these guidelines:

e Allow all administrators to at least have view permission on all users in all
security domains. This ensures that there are no cases where administrators are
unaware of any members of a group they are administering.

« Make sure that a user group and all members of the user group are in the same
security domain. This ensures that administrators who have permissions to view
user groups and to view users are able to see all member users.

« If you want the administrator to run reports on the viewable information, grant the
appropriate permission. Some reports require more than view permission.

Know the following about scoping administrative roles:

*  When the scope of an administrative role is defined most broadly, the role can
manage the security domain where the role definition was saved and all of the
lower-level security domains beneath it.
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e An administrative role that manages an upper-level security domain always
manages the lower-level security domains beneath it.

* You can limit the scope of an administrative role to specific security domains, as
long as those security domains are at or below the security domain that is
associated with the role. An administrative role can only manage down the
security domain hierarchy, never up.

e The security domain where you save the administrative role impacts the scope of
the role. For example, suppose the top-level security domain is Boston, and the
lower-level security domains are named New York and San Jose. If you save an
administrative role to the New York security domain, administrators with that role
can only manage objects in the New York security domain and in lower-level
security domains within the New York security domain. Administrators with that
role cannot manage objects in the Boston or San Jose security domains.

You can save the Super Admin role in the top-level security domain, and then save
all other administrative roles in a lower-level security domain. This prevents
lower-level administrators, for example, Help Desk Administrators, from editing
the Super Admin’s password and then using the Super Admin’s password to
access the Security Console.

Scope Example

For example, consider the following hierarchy.

i1 Top-Level Security Domain I

i1l Security Domain: 4 |

t'1] Security Domain: C 5] Security Domain: O

i Security Domain: E t5] Security Domain: F

15 Security Domain: B |

11 Security Domain: G i Security Domain: H

t5] Security Domain: | t5] Security Domain: J
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An administrative role saved in the top-level security domain can be scoped to
manage any security domain in the deployment. For example, it can manage only
security domain F, or every security domain.

An administrative role saved in security domain A can be defined to manage
security domain A and all the lower-level security domains below it.

An administrative role saved in security domain C can be defined to manage E, or
both C and E.

An administrative role saved in security domain E can be defined to manage only
security domain E.

An administrative role can be defined so that it manages only users or user groups
within a particular administrative scope who match certain criteria. These are called
attribute-based roles. For example, if you have defined an identity attribute definition
for location, an administrative role can manage all users in security domain A and
down the hierarchy (C, D, E, and F).

You can also create a role that only allows an administrator to edit specified custom
user identity attribute definitions. You configure permissions to a specific identity
attribute definition as part of the role’s permissions.

For a given attribute, the role can specify one of the following access permissions:

None
Read-Only
Modify

Predefined Administrative Roles

The following are the predefined administrative roles:

Super Admin
Root Domain Administrator

Security Domain Administrator
RADIUS Administrator
User Administrator

Token Administrator

Help Desk Administrator

Privileged Help Desk Administrator

Agent Administrator

Request Approver
Token Distributor
Trust Administrator
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Super Admin

The Super Admin role is the only role with full administrative permission in all
security domains in your deployment. Use this role to create other administrators, and
to create your security domain hierarchy.

Assign this role only to the most trusted administrators.

Only a Super Admin can manage the Super Admin role.

You cannot duplicate, edit, or delete the Super Admin role.

A Super Admin is the only administrator who can do the following:

«  Configure external directories as identity sources so that users in the directories
can be accessed through the Security Console.

e Upgrade a product license.

Use session lifetimes to limit administrative sessions. For more information, see the
Security Console Help topic “Edit Session Lifetime Settings.”

The number of Super Admins is based on the needs of your organization. You assign
the Super Admin role in the same way that you assign all of the other administrative
roles. For information, see Administrative Role Settings on page 55.

Your deployment should have at least two Super Admins. This ensures that you have
full administrative control in situations where a Super Admin leaves for vacation or
some other extended absence.

For example, if your organization has locations in Boston, New York, and San Jose,
you might have four Super Admins: two in Boston, and one each in New York and San
Jose. This arrangement allows for a vacation or extended-leave backup for the Super
Admins in the Boston site, where most of the system management occurs. It also
allows management of the deployment to occur from the New York or San Jose site if
the Boston headquarters loses connectivity, or is otherwise unable to manage the
deployment.

No one, including the administrators assigned the Super Admin role, can modify the
Super Admin role.

The following occurrences can leave your deployment with no Super Admin:
e The only user assigned to the Super Admin role is deleted.
» The only user assigned to the Super Admin role is unassigned from the role.

e The only user assigned to the Super Admin role is locked out of the Security
Console. This can happen if you change the Security Console logon requirement
from password to SecurlD, and you change the requirement before assigning a
token to the Super Admin.

If any of these events occur, use the Super Admin Restoration utility to restore a Super
Admin. For instructions, see Restore the Super Admin on page 408.

Root Domain Administrator

The Root Domain Administrator has complete responsibility for managing all aspects
of the security domain tree including top-level objects such as policies and attribute
definitions. This role does not include certain Super Admin permissions.
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The default permissions for this role include complete management of the following:
* Policies

e Security questions

« Delegated administration

e Users

e User groups

* Reports

* Tokens

e User authentication attributes
« Authentication agents

e Trusted realm

 RADIUS

*  On-demand authentication

Security Domain Administrator

The Security Domain Administrator manages all aspects of a branch of the security
domain hierarchy. This administrator has all permissions within that branch except the
ability to manage top-level objects, such as policies and attribute definitions. By
default the scope of this role includes the entire deployment.

To limit the scope of this role scope to a lower-level security domain, edit the scope of
the duplicate role. This role has the same permissions as the Super Admin, but is
limited to the security domain in which it is created. The Security Domain
Administrator can delegate some responsibilities of this role.

The default permissions for this role include complete management of the following:
e Security domains

*  Administrative roles

e Permissions

e User groups

* Reports

e Tokens

* User accounts

* Agents

RADIUS Administrator

The RADIUS Administrator grants administrative responsibility to manage RADIUS
servers. This administrator can not delegate the responsibilities of this role.

The default permissions for this role includes complete management of RADIUS and
Agents.
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User Administrator

The User Administrator manages users, assigns tokens to users, and accesses selected
authentication agents. This administrator cannot delegate the responsibilities of this
role.

The default permissions for this role include limited management of the following:
» Users—add, delete, edit, view, assign authentication methods (RBA or ODA)
» User groups—Vview user group, assign user group membership

* Reports—add, delete, edit, view, run, schedule

«  Tokens—uview, reset SecurlD PINSs, enable and disable SecurlD tokens,
resynchronize tokens, assign tokens to users, replace tokens, issue software
tokens, manage online and offline emergency access tokencodes

e User accounts—manage fixed passcode, manage logon aliases, edit default shell
manage incorrect passcode count, clear cached Windows credential, manage
offline emergency access passcode

* Agents—view, grant user groups access to restricted authentication agents

User Administrators can run a subset of the Authentication Manager reports. For more
information, see Reports on page 329.

Token Administrator

The Token Administrator can import and manage tokens, and assign tokens to users.
This administrator cannot delegate the responsibilities of this role.

The default permissions for this role include limited management of the following:
*  Users—view
* Reports—add, delete, edit, view report definition, run, schedule

» Tokens—import token, delete token, edit token, view token, reset SecurlD PINs,
resynchronize tokens, manage online and offline emergency access tokencodes,
assign tokens to users, replace tokens, issue software tokens, manage incorrect
passcode count.

Help Desk Administrator

The Help Desk Administrator resolves user access issues through password reset and
unlocking or enabling accounts. This administrator cannot delegate the
responsibilities of this role.

The default permissions for this role include limited management of the following:

« Users—view, reset passwords, enable and disable accounts, terminate active
Sessions.

+  User groups—view user groups

»  Tokens—view token, reset SecurlD PINs, resynchronize tokens, enable and
disable SecurlD tokens

e Agents—view
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Privileged Help Desk Administrator

The Privileged Help Desk Administrator resolves user access issues through password
reset and unlocking or enabling accounts. In addition, this role grants the ability to
view and provide both online and offline emergency access help. This administrator
cannot delegate the responsibilities of this role.

The default permissions for this role include limited management of the following:

e Users—view, reset passwords, enable and disable accounts, terminate active
sessions

+  User groups—view user groups

»  Tokens—uview token, reset SecurlD PINs, resynchronize tokens, enable and
disable SecurlD tokens

* Agents—view

» Fixed passcode—view and edit fixed passcodes

«  Offline emergency access passcode—May manage offline emergency access
passcode

Agent Administrator

The Agent Administrator manages authentication agents and grants access to selected
authentication agents. This administrator cannot delegate the responsibilities of this
role.

The default permissions for this role include limited management of the following:
*  Users—view

e User groups—view user groups, assign user group membership

* Reports—add, delete, edit, view report definition, run, schedule

« Agents—add, delete, edit, view, manage node secret, grant user groups access to
agents

e Security Domains—view

Agent Administrators can run a subset of the Authentication Manager reports. For
more information, see Reports on page 329.

Request Approver

The Request Approver can view and approve requests. This administrator can not
delegate the responsibilities of this role.

The default permissions for this role include limited management of the following:
* Requests—view and approve

e Users—view

»  Tokens—view token

If a user requests enrollment in a security domain, the approver in that security domain
can approve the request before the user is in the actual domain.
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Token Distributor

The Token Distributor can view requests, distribute requested tokens, and determine
how to assign and deliver tokens to users.

The default permissions for this role include limited management of the following:
» Requests—view and distribute
*  Users—view

¢ Tokens—view token

Trust Administrator

The Trust Administrator can manage cross-deployment trusts, trusted users, and
trusted user groups. This administrator can not delegate the responsibilities of this
role.

The default permissions for this role include limited management of the following:
» Trusted users—add, delete, edit, and view trusted users

e Trusted user groups—add, delete, edit, and view trusted user groups

e Trusted user group restricted access—edit and view

e May assign trusted users to trusted user groups

* May grant trusted user groups access to an agent.

« May configure trusted realms.

Administrative Role Settings
The following table describes the settings of an administrative role.

Administrative Role Settings Description

Administrative Role Name Name of an administrative role. A role
name must be unique in the security
domain where it is defined, but does not
have to be unique for the deployment.

Administrative role names typically reflect
administrators' functions within an
organization, such as Help Desk, IT, or
Human Resources.

Permission Delegation Allows administrators to delegate their role
permissions to other administrators.

This selection only applies to
administrators who also have the ability to
create, edit, and assign administrative
roles.

Notes A brief explanation of the role.
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Administrative Role Settings

Description

Security Domain Scope

Identity Source Scope

General Permissions

Authentication Permissions

Self-Service Permissions

Security Domain

Determines where an administrator
assigned the role has administrative
permissions. When an administrative role
grants permissions in a security domain,
permissions are also granted in each of its
lower-level security domains in the
security domain hierarchy.

The identity sources where you want the
administrative role to grant permissions.

Determines the actions an administrator
can take on policies, security questions,
delegated administration, users, user
groups, and reports.

If the scope of the role does not include the
top-level security domain, the role cannot
manage identity attribute definitions,
password policies, lockout policies,
self-service troubleshooting policies,
security questions and Console display
options.

Determines the authentication related tasks
an administrator can perform. These tasks
include management of RSA SecurlD, user
authentication attributes, authentication
agents, trusted realms, RADIUS and
on-demand authentication.

If the scope of the role does not include the
top-level security domain, the role cannot
manage RADIUS.

Determines the actions an administrator
can take on provisioning requests.

The security domain that is associated with
the administrative role. The new
administrative role can only be managed
by administrators whose scope includes the
security domain that is associated with the
role.
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Administrative Role Scope and Permissions

The pre-defined administrative roles configured during Authentication Manager setup
have scope over the top-level security domain by default. As a result, an administrator
who is assigned to a pre-defined role can modify the account of a Super Admin,
because the initial Super Admin account resides in the top-level security domain as
well. This is because the top-level security domain is the only security domain in the
deployment when Authentication Manager is initially set up.

Before assigning a pre-defined role to an administrator, consider whether you want to
maintain the default behavior, or if you want to restrict the scope of the administrators
assigned these roles to a lower-level security domain that does not include Super
Admins or other higher-privileged administrators. There may be situations in which
you want a lower-privileged administrator to modify the account of a
higher-privileged administrator.

For existing deployments, you can use the Security Console to audit the permissions
available to an administrator. For instructions, see the Security Console Help topic
“View Available Permissions of an Administrator.”

If you do not want to use the default scope of the pre-defined administrative roles, you
can avoid unintentionally granting additional privileges to an administrator by doing
one of the following:

*  Make sure that the scope of the administrator does not include the following:

— A security domain that contains the user account or token of a
higher-privileged administrator.

— The security domain that contains the administrator’s own token so that the
administrator cannot modify his own token or other credentials to provide
additional privileges to his account.

— The administrator’s own security domain so that the administrator cannot
modify his own account.

» Create separate security domains to enforce your intended administrative scopes.
For example, create one for Super Admins, one for other administrators, and one
for users with no administrative role. Reduce the scope of the lower-privileged
administrators to the security domains of users with no administrative role.

Configure Authentication Manager according the following model:
— Create a distinct security domain for Super Admins.

— Place all other administrators, including those who have permission to edit
users or authentication credentials, in lower-level domains.

— Place all other users in another security domain.

— Assign the appropriate role and scope to administrators. Make the
lower-privileged administrator’s scope include only the security domain over
which the administrator has authority. For example, make sure that the Help
Desk administrator has scope only for the security domain of end users, and
not for his own security domain or the security domain of the Super Admin.
For instructions, see the Security Console Help topic, “Change the Scope of
an Administrative Role.”
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If you do want to allow administrators to manage the accounts of higher-privileged
administrators, there are a number of ways you can configure your system to do this.

« Make sure that the lower-privileged administrator does not have permission to edit
the following account settings of the higher-privileged administrator, by removing
permissions from the lower level account to edit authentication data of the higher
level account, such as:

— The credential that is required to authenticate to the Security Console, for
example, the user password of a Super Admin

— Security questions

— LDAP password

— RSA Password

— Assigned SecurlD tokens

— The ability to administer other users, including the ability to clear PINs,
assign SecurlD tokens and enable on-demand authentication

Note: Make sure that the administrative role assigned to the administrator does
not include tasks that are not required for the administrator to perform his job. For
more information, see the Security Console Help topic, “Edit Permissions for an
Administrative Role.”

« If you do not use the Self-Service Console or risk-based authentication in your
deployment, do the following:

— Remove the Reset Password permission from the Help Desk administrator
who is helping end users.

— Assign the Assign Token and Reset Password permissions to an administrator
other than the Help Desk administrator.

e Configure Authentication Manager to require a combination of authentication
credentials. If Authentication Manager requires multiple credentials, for example
an on-demand tokencode and a password, at least one of which the
lower-privileged administrator does not have permission to edit, the
lower-privileged administrator cannot fully control the higher-privileged
administrator’s authentication credentials and authenticate to the Security Console
or Operations Console as the higher level administrator.

Add an Administrative Role

An administrative role is a collection of permissions that can be assigned to an
administrator. A role determines what level of control the administrator has over users,
user groups, and so on.

You can add administrative roles to your deployment, and assign these roles to users.
If you assign multiple administrative roles to a user, the permissions are combined.
Before You Begin

To create an administrative role, you must have an administrative role that:

» Grants permission to create administrative roles.
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Includes the permissions he or she wants to add to the new administrative role.

Allows the administrator to delegate the permissions granted to his or her role.
This is determined by the Permission Delegation setting for the role assigned to
the administrator who is creating the role.

Procedure

1. Inthe Security Console, click Administration > Administrative Roles > Add
New.

2. Inthe Administrative Role Name field, enter a name for the new administrative
role.

3. (Optional) If you want to allow administrators to delegate their role permissions to
other administrators, select Permission Delegation.

4. Inthe Security Domain Scope tree, select the security domains in which the new
administrative role grants permissions.

5. Inthe Identity Source Scope field, select the identity sources where you want this
administrative role to grant permissions.

Click Next.
Assign general permissions to the administrative role.

8. (Optional) To restrict attributes, in the User Attribute Restriction field, select
May only access specific attributes. An Attributes drop-down menu appears.
Select Modify, View, or None for each attribute. If you select None, the attribute
is hidden.

The value in this field must be consistent with the value specified in the Entry
Type field on the Add an Identity Attribute Definition page. If the attribute
definition is read-only, do not select Modify for the User Attribute Restriction. If
the attribute definition is required, do not specify View or None in the User
Attribute Restriction. If you do, you cannot add the role. For more information,
see the Security Console Help topic “Add an Identity Attribute Definition.”

9. Click Next.

10. Assign authentication permissions to the administrative role.

11. Click Next.

12. Assign self-service permissions to the administrative role.

13. Click Next.

14. Use the Security Domain drop-down menu to select the security domain that is
associated with the administrative role.

15. Review the summary of the administrative role, and click Save.
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Assign an Administrative Role

You can assign an administrative role to a user so that the user can perform specified
actions in a designated security domain. A user can have more than one administrative
role.

Follow these guidelines:

* You can only assign and add administrative roles with the same or a narrower
scope, and that have equal or fewer permissions to your own administrative role.

* You can assign administrative roles to a single user at a time or to multiple users at
the same time.

If a password is required to access the Security Console, administrators use the
password assigned to them in their user record.
Procedure

1. Inthe Security Console, click Administration > Administrative Roles >
Manage Existing.

Use the search fields to find the administrative role that you want to assign.
Click the administrative role that you want to assign.
From the context menu, click Assign More.

o M LD

Use the search fields to find the user that you want to assign to the administrative
role.

User searches are case sensitive.
6. Select the user that you want to assign to the administrative role, and click Assign
to Role.
View Available Permissions of an Administrator

Under some configurations, a lower-privileged administrator, for example, an
administrator assigned the default Help Desk Administrator role, may be able to
modify the account of a higher-privileged administrator. To audit the permissions
assigned to administrators and verify that lower-privileged administrators do not have
permissions that allow them to modify the accounts of higher-privileged
administrators, use the following procedure.

Before You Begin

You must be a Super Admin.

Procedure
1. Inthe Security Console, click Identity > Users.
2. Use the search fields to find Administrators.
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3. Click the name of the administrator and select Available Permissions from the
context menu.

The user's assigned administrative roles are displayed. For each role, the
following information displays:

Security Domain. The security domain of the administrators who are allowed to
manage the assigned role.

Security Domain Scope. The scope of the administrator's role, i.e., where the
administrator can perform the tasks for this administrative role.

Identity Source Scope. The identity sources the administrator may access, if her
administrative role includes managing users or user groups.

Permission Delegation. Whether the assigned administrator can create new
administrative roles that include this role's permissions.

Administrative Tasks and Permissions. The permissions the administrator has
to modify objects in the system, for example, permission to add users, or just view
them.

Next Steps

If you find that an administrator has scope or permissions that give more privileges
than appropriate, you can do the following:

« Add or remove roles from the set of roles assigned to the administrator. For more
information, see Assign an Administrative Role on page 60.

« Edit one or more of the administrator’s roles to change the scope, set of
permissions or both that role includes. This affects all administrators assigned the
role. For more information, see the Security Console Help topic, “Edit an
Administrative Role.”

« Create a new role having the correct scope and the exact set of permissions
required, and assign it to the administrator. You can create a new role or duplicate
an existing role and modify it. For more information, see Add an Administrative
Role on page 58.
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Deploying Authentication Agents

RSA Authentication Agents

Authentication agents are software applications that securely pass user authentication
requests to and from RSA Authentication Manager. Authentication agents are
installed on each machine, such as a domain server, web server, or a personal
computer, that you protect with Authentication Manager.

For example, agent software residing on a web server intercepts all user requests for
access to protected web pages. When a user attempts to access a protected URL, the
agent requests the User ID and passcode and passes the User ID and passcode to the
Authentication Manager for authentication. If the authentication is successful, the user
is granted access to protected web pages.

Authentication Agent Types
When you deploy an agent, you specify whether the agent is unrestricted or restricted.

Unrestricted agents. Unrestricted agents process all authentication requests from all
users in the same deployment as the agent.

However, to allow a user to authenticate with a logon alias, the user must belong to a
user group that is associated with the logon alias and that is enabled on the
unrestricted agent.

Restricted agents. Restricted agents process authentication requests only from users
who are members of user groups that have been granted access to the agent. Users
who are not members of a permitted user group cannot use the restricted agent to
authenticate. Resources protected by restricted agents are considered to be more
secure because they process requests only from a subset of users.

Obtaining RSA Authentication Agents

The agent that you need depends on the type of resource you want to protect. For
example, to protect an Apache web server, you need to download the RSA
Authentication Agent for Apache.

The download package includes an Installation and Administration Guide and a
Readme. Read these documents before installing the agent. For information about
installing agent software, see your agent documentation.

You may purchase products that contain embedded RSA Authentication Agent
software. For example, these products include remote access servers and firewalls.
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Procedure
Do one of the following.

« For an RSA agent and for a third-party agent that requires an RSA agent, go to
http://www.emc.com/security/rsa-securid/rsa-securid-authentication-agents.
htm#!offerings.

Locate the agent software for your platform and download the agent software and
the RBA Integration Script Template.

* For athird-party agent that has an embedded RSA agent, go to the RSA Secured
web site at
https://gallery.emc.com/community/marketplace/rsa?view=overview, and
locate the listing for RSA Implementation Guide for Authentication Manager for
your agent.

Download the RSA Implementation Guide for Authentication Manager for your

agent. Save it to your desktop or a local drive that you can access during the
integration process.

Note: Only certified partner solutions have an implementation guide. For other
agents that are certified as RSA SecurlD Ready, you can create a custom
implementation.

Next Steps
See Deploying an Authentication Agent on page 64.

Deploying an Authentication Agent

Authentication agents are software applications that securely pass user authentication
requests to and from RSA Authentication Manager. Before an authentication agent
can communicate with RSA Authentication Manager, you must deploy the agent.

Procedure

1. Use the Security Console to generate a configuration file for the agent. This
allows the agent to locate Authentication Manager servers. For more information,
see Generate the Authentication Manager Configuration File on page 65.

2. Install an authentication agent on each machine that you want to protect. See your
agent documentation for installation instructions.

3. Use the Security Console to add a record for the new agent to the internal
database. In this step, you can specify whether you are creating a restricted agent.
The agent record identifies the agent to RSA Authentication Manager. This
process is called registering the agent. For more information, see Add an
Authentication Agent on page 66.
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Generate the Authentication Manager Configuration File

You must configure communication between the authentication agents and RSA
Authentication Manager. To do this, use the Security Console to generate a zip file
(AM_Config.zip) that contains the RSA Authentication Manager configuration file,
sdconf.rec. To configure communication, you copy sdconf.rec to each agent host.
The sdconf.rec file contains a snapshot of the server topology as it was when the file
was generated. The agent uses the data in the sdconf.rec file as a backup.

The generated zip file also contains a failover.dat file that can be configured on the
agent. The failover.dat file allows agent auto-registration to complete when the
primary instance is unavailable or separated from the agent host by a firewall that uses
Network Address Translation (NAT).This file includes a list of the primary and replica
instances, and their alias IP addresses.

Before You Begin

» Make sure an agent is connected to Authentication Manager.

* Review the configuration settings. See the Security Console Help topic
“Configure Agent Settings.”

Procedure

1. Inthe Security Console, click Access > Authentication Agents > Generate
Configuration File.

2. From the Maximum Retries drop-down menu, select the number of times you
want the authentication agent to attempt to establish communication with
Authentication Manager before returning the message “Cannot initialize agent -
server communications.”

3. From the Maximum Time Between Each Retry drop-down menu, select the
number of seconds that you want to set between attempts by the authentication
agent to establish communications with Authentication Manager.

Click Generate Config File.
Click Download Now, and save AM_Config.zip to your local machine.

Next Steps

» Copy AM_Config.zip, containing the sdconf.rec file and the failover.dat file, to
each agent host.

» Configure the agent with the new sdconf.rec file and if necessary, the failover.dat
file. For instructions, see your agent documentation.
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Add an Authentication Agent

Before an authentication agent can communicate with Authentication Manager, you
must add the agent to the internal database. This process is called registering the agent.
The agent record identifies the agent to Authentication Manager.

Deployments that use risk-based authentication (RBA) require additional
configuration. If you use RBA to protect a web-based application, such as an
SSL-VPN, web portal, or a thin client, you must integrate the web-based application
with Authentication Manager. For more information, see Implementing Risk-Based
Authentication on page 273.

Procedure
1. Inthe Security Console, click Access > Authentication Agents > Add New.

2. From the Security Domain drop-down menu, select the security domain to which
you want to add the new agent.

3. Under Authentication Agent Basics, do the following:

a. For Hostname, enter a new hostname for the agent host, and then click
Resolve IP.

The IP address is automatically entered. If you enter a new name, the name
must be unique.

Note: For IPv4/IPv6 agents, the hostname can be any agent descriptor and
does not necessarily need to be a fully qualified host name. IP address
resolution is not supported for IPv4/IPv6 agents.

b. (Optional) In the IP Address field, enter the IP address of the agent.

If you use an existing server name, this field is automatically populated and
read-only. If no address is specified, UDP agents will use auto-registration to
provide the address to the server.

Note: Do not enter IP addresses in the IPv6 format. IPv4/IPv6 agents will use
the hostname to provide the address to the server.

c. (Optional) In the Alternate IP Addresses field, enter alternate IP addresses
for the agent.

You enter alternate IP addresses if the agent has more than one network
interface card, or is located behind a static network address translation (NAT)
firewall.

If you use an existing server name, this field is automatically populated and
read-only.
4. (Optional) Under Authentication Agent Attributes, you can select the following
options:
» To specify the type of agent, select the type from the Agent Type list.

If the agent is a web agent, select Web Agent, otherwise keep the default
selection Standard Agent. The populated agent types are labels, there is no
functional difference by choosing Web Agent or Standard Agent.
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« To disable the agent, select Agent is disabled.
You might select this option to stop access to a resource temporarily.

» To add a restricted agent, select Allow access only to members of user
groups who are granted access to this agent.

Only users who are members of user groups that have permission to access a
restricted agent can use this agent to authenticate. Any user can use an
unrestricted agent to authenticate.

e To assign a manual or automatic contact list to the new agent, use the
Authentication Manager Contact List buttons.

5. (Optional) To configure how users from a trusted realm authenticate to this agent,
select Enable Trusted Realm Authentication, and then select whether you want
to allow all trusted users to authenticate through the new agent or only those
trusted users who belong to a trusted user group that has been granted explicit
permission to use the agent.

6. (Optional) To allow users to authenticate to this agent using RBA, do the
following.

« Select Enable this agent for risk-based authentication.

« If you want to restrict RBA access on this server agent, select Allow access
only to users who are enabled for risk-based authentication.

*  Select an authentication method for RBA users.
7. Choose one of the following options to save the settings for this agent.

« If you enabled this agent for RBA, click Save Agent and Go to Download
Page.
The system saves the settings and displays the Integration Script page, where
you select and download the integration script for this agent.

» If you did not enable this agent for RBA, click Save.

Note: If the hostname is not a fully qualified host name or the IP address is not
specified, a Confirmation Required dialog, summarizing the hostname and the IP
address is displayed. Here, you can either edit the agent details or save the agent
information.

Next Steps

* Review the configuration settings. See the Security Console Help topic
“Configure Agent Settings.”

» (Optional) Generate an integration script. See the Security Console Help topic
“Generate an integration Script for a Web-based Application.”
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Node Secret for Encryption

The node secret is a shared secret known only to the authentication agent and
Authentication Manager. Authentication agents use the node secret to encrypt
authentication requests that they send to Authentication Manager.

Authentication Manager automatically creates and sends the node secret to the agent
in response to the first successful authentication on the agent.

The agent and the Authentication manager server must agree on the state of the node
secret. For example, if the server expects the agent to have a node secret but the agent
does not have one, or if the agent thinks it has a node secret and the server does not
think the agent has one.

Manual Delivery of the Node Secret

In most deployments, automatically delivering the node secret is sufficient. However,
you can choose to manually deliver the node secret for increased security. When you
manually deliver the node secret, you must:

e Use the Security Console to create the node secret. For instructions, see Manage
the Node Secret on page 69.

« Deliver the node secret to the agent, for example, on a disk, and use the Node
Secret Load utility to load the node secret on to the agent.

The Node Secret Load utility does the following:
« Decrypts the node secret file.
« Renames the file after the authentication service name, usually securid.

«  Stores the renamed file on your machine. For more information on where the
renamed node secret file is stored, see your agent documentation.

When you manually deliver the node secret, take the following security precautions:

e Use the longest possible, alphanumeric password. The maximum length is 16
characters. The minimum length, required special characters, and excluded
characters are determined by these default password policy for the deployment.

« If possible, deliver the node secret on external electronic media to the agent
administrator, and verbally deliver the password. Do not write down the
password. If you deliver the node secret through e-mail, deliver the password
separately.

»  Make sure that all personnel involved in the node secret delivery are trusted
personnel.

For additional information about creating and sending the node secret file, see Manage
the Node Secret on page 69.
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Manage the Node Secret

To ensure a secure transaction the first time a user attempts to authenticate with a
SecurlID passcode, the authentication agent and Authentication Manager
automatically communicate using a hashed value of the unique node secret and store it
on the agent computer. From then on, each authentication interaction uses the node
secret to encrypt the communication between the two systems.

Procedure

1. Inthe Security Console, click Access > Authentication Agents > Manage
Existing.

2. Click the Restricted or Unrestricted tab, depending on whether the agent that
you want to search for is restricted or unrestricted.

3. Use the search fields to find the agent with the node secret that you want to
manage.

4. Click the agent with the node secret that you want to manage, and click Manage
Node Secret.

5. If you want to clear the node secret from the Authentication Manager server,
select the Clear Node Secret checkbox.
To allow the agent to authenticate to the server, you must also clear the node secret
on the agent.

6. (Optional) If you want to create a new node secret, select the Create Node Secret
checkbox.

7. (Optional) If you chose to create a new node secret, enter and confirm a password
to encrypt the node secret file.

When you create a password, the maximum length is 16 characters. The minimum
length, required characters, and excluded characters are determined by the default
password policy for the deployment.

8. Click Save.
Click Download Now.

Refresh the Node Secret Using the Node Secret Load Utility

The node secret rarely needs to be refreshed, however there are times when it is
necessary. Problems with the node secret can result in authentication or node
verification errors. Refresh the node secret when:

* The node secret on the agent is lost, for example, when you perform a factory
reset or reinstall the agent.

e The authentication agent record is either deleted or re-added.

* The node secret is deleted from one end of the connection but not the other, for
example, the node secret is deleted from the Authentication Manager appliance
but not from an associated agent.
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You do not need to refresh the node secret when you:
e Change the agent name.
e Change the IP address.

The Node Secret Load utility, agent_nsload, is located in the RSA Authentication
Manager 8.1 download Kit.

Procedure

1. Create a node secret using the Security Console. For more information, see
Manage the Node Secret on page 69.

2. From the RSA Authentication Manager 8.1 download Kit, copy agent_nsload
from the rsa-ace_nsload directory for the agent’s platform to the agent host.

RSA provides the following platform-specific versions of the utility:

e Windows
e LINUX
e HP-UX
e |IBM AIX

3. From a command line on the agent host, run the Node Secret Load utility. Type:
agent nsload -f path -p password
where:
e path is the directory location and name of the node secret file.
« password is the password used to protect the node secret file.

Automatic Agent Registration

The Automated Agent Registration and Update utility (sdadmreg.exe), included with
the RSA Authentication Agent software, enables new authentication agents to
automatically add an agent record to the Authentication Manager internal database.
This process is called registering the agent. Allowing authentication agents to
self-register saves time and money by eliminating the need for an administrator to
perform these tasks.

By default, when the agent host starts, the Automated Agent Registration and Update
utility automatically runs to allow any IP address changes to be registered in the
internal database. You can also run this utility whenever IP address of the agent host
changes. This is useful for systems that use the Dynamic Host Configuration Protocol
(DHCP) to assign IP addresses. If you use DHCP and do not enable this utility, you
must manually update the IP addresses each time the agent host changes its IP address.

You can also run the Automated Agent Registration and Update utility manually
whenever the IP address of an agent host changes, to update the IP address in the
internal database.

70

3: Deploying Authentication Agents



RSA Authentication Manager 8.1 Administrator’s Guide

Note: The RSA Authentication Agent 6.1.2 for Microsoft Windows automatically
updates the internal database with any IP address changes. If you are using this agent,
you do not need to manually run the utility.

It is important that you protect your critical IT infrastructure from potential Denial of
Service (DOS) attacks. To reduce the vulnerability of your system:

« Disable agent auto-registration on critical machines, such as e-mail and VPN
Servers.

* Inyour IT infrastructure, give critical agents static IP addresses.
« Protect IP addresses within Authentication Manager. To do this, select Protect IP
Address on the Authentication Agent page in the Security Console.
Allow an Agent to Auto-Register

Authentication agents can automatically add an agent record to the internal database.
The process of adding an agent record is called registering the agent.

If your network uses Dynamic Host Configuration Protocol (DHCP) to assign IP
addresses, consider enabling agent auto-registration. When enabled, agent IP
addresses are automatically updated whenever the IP address of the agent host
changes.

The Auto-Registration utility automatically registers users’ computers in the
Authentication Manager database the first time users start their computers with
Authentication Agent installed. This utility and eliminates the need for an
administrator to manually create the agent host record.

Before You Begin

« Install an authentication agent.

«  Configure the agent host. See your agent documentation for information.

Procedure

1. Inthe Security Console, click Setup > System Settings> Agents.
2. Select Allow authentication agent auto-registration.

3. Click Save.

Download an RSA Authentication Manager Server Certificate

The RSA Authentication Manager server certificate is required to set up agent
auto-registration.

Procedure

1. Inthe Security Console, click Access > Authentication Agents > Download
Server Certificate File.

Click Download Now.
Select Save it to disk.
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Next Step

To set up agent auto-registration, copy the file to the auto-registration installation
directory on the agent host machine and run the .exe file.

Contact Lists for Authentication Requests

Contact lists are ordered lists of instances available to accept authentication requests,
and are created either automatically by Authentication Manager, or manually by an
administrator.

Authentication Manager uses contact lists to determine to which instance
authentication requests are sent. Authentication Manager sends contact lists to each
agent after the initial contact between the agent and Authentication Manager.

Depending on your license type, your Authentication Manager deployment can have a
primary instance and up to 15 replica instances. To increase efficiency, use contact
lists to route authentication requests from agents to the instances that can respond the
quickest.

Agents request new contact lists as a part of subsequent authentications. Periodically,
the agent reviews all the instances listed in the contact list to determine where to send
authentication requests. The agent uses metrics, such as the amount of time it takes the
instance to respond to authentication requests, to determine where to send requests.

If none of the servers on the contact list respond to authentication requests, the agent
reverts to the Authentication Manager configuration file and uses an IP address in the
configuration file to reconnect with Authentication Manager.

RSA RADIUS supports contact lists for the RADIUS server agent. RADIUS client
agents do not support contact lists because there is no authentication agent software
installed on RADIUS clients. The associated agent record in the internal database
enables Authentication Manager to track RADIUS authentication attempts made
through the RADIUS server. For more information, see RADIUS Clients on page 297.

IPv4/1Pv6 agents do not support contact lists.

Automatic Contact Lists

An automatic contact list is assigned to each instance in your deployment. The list
contains the IP addresses of each instance the contact list is assigned to, up to a limit
of 11. Agents receive automatic contact lists by default.

Authentication Manager automatically updates these lists each time a new instance is
added to the deployment. When the list is updated, a time stamp associated with the
list is also updated. Agents use this time stamp to determine when to request an
updated list.

The Super Admin can edit an automatic contact list in the Security Console on the
Edit Authentication Manager Contact List page. Any edits that you make to an
automatic contact list may be overwritten when a new instance is added to the
deployment.
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Manual Contact Lists

The Super Admin updates manual contact lists to reflect the most recent list of
instances. Manual lists can contain the IP address of any instance in the deployment,
up to a limit of 11.

For many organizations, automatic contact lists are sufficient. However, you may
choose to create a manual contact list if you have a specific way that you want to route
authentication requests.

For example, suppose that you are an administrator at a company that has Boston,
New York, and San Jose locations. The New York and San Jose locations are small
and all authentications are routed to Authentication Manager replica instances at each
site. The Boston location, however, is largest, and the primary instance at that location
handles all Boston location users, as well as all VPN requests from external users. You
can create a manual contact list that routes authentication requests to the replica
instances. This leaves the primary instance free to replicate data to the replica
instances in New York and San Jose.

For instructions, see the Security Console Help topics, “Add a Manual Contact List,”
“Assign a Manual Contact List to an Authentication Agent,” and “Edit a Manual
Contact List.”
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Configuring Authentication Policies

Policies

Policies control various aspects of your deployment. Authentication Manager
provides a default of each policy type and assigns them to each new security domain.
You can also assign a custom policy. If you designate a new default policy, the new
default policy is automatically assigned to existing security domains that use the
default policy and to new security domains.

The policy assigned to a lower-level security domain is not inherited from upper-level
security domains. New security domains are assigned the default policy that is in place
at the time they are created, regardless of which policy is assigned to security domains
above them in the hierarchy. For example, if the top-level security domain is assigned
a custom policy, lower-level security domains are still assigned the default policy.

You can use the following policies to help administer your system.

Token Policy on page 76. A token policy defines users’ RSA SecurlD PIN lifetime
and format, and fixed passcode lifetime and format, as well as how a deployment
handles users or unauthorized people who enter a series of incorrect passcodes. A
passcode is a SecurlD PIN + a tokencode. The tokencode is the number displayed on
the front of a SecurlD token.

Offline Authentication Policy on page 82. An offline authentication policy defines the
way users authenticate when they are not connected to the network.

Password Policy on page 85. Password policies define the users' password length,
format, and frequency of change.

Lockout Policy on page 90. Lockout policies define how many failed logon attempts
users can make before the system locks their account. Lockout policies apply to the
total number of logon attempts a user makes regardless of the type of credential used
for each attempt. For example, if a user has two failures with a password and one
failure with on-demand authentication, the policy counts three failed attempts and
locks the user's account.

Self-Service Troubleshooting Policy on page 92. The self-service troubleshooting
policy allows Self-Service Console users to troubleshoot routine authentication
problems if they cannot access protected resources using primary methods, such as
passwords or passcodes. This policy defines an alternative form of authentication,
such as security questions, used to access the troubleshooting feature. The policy also
specifies the circumstances that lock a user out of the troubleshooting feature.

Risk-Based Authentication Policies on page 94. Risk-based authentication (RBA)
policies contain all RBA settings, including the minimum assurance level that is
required for logon, and the identity confirmation methods that can increase the
assurance level of a logon request.
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Risk-Based Authentication Message Policy on page 97. The RBA message policy
defines the message that users receive when they are challenged to configure their
identity confirmation method.

Workflow Policy on page 248. Workflow policies determine how user requests are
handled. They apply to the entire deployment. Each user request is governed by one
workflow policy.

Token Policy

A token policy defines users” RSA SecurID PIN lifetime and format, and fixed
passcode lifetime and format, as well as how a deployment handles users or
unauthorized people who enter a series of incorrect passcodes. A passcode is a
SecurlD PIN + a tokencode. The tokencode is the number displayed on the front of a
SecurlD token.

You assign token policies to security domains. The token policy applies to all users
assigned to that security domain.

When a user authenticates with a token, the token policy being enforced belongs to the
users’ security domain, rather than to the token’s security domain. For example, if a
user assigned to the New York security domain authenticates with a token assigned to
the Boston security domain, the token policy of the New York security domain
dictates policy requirements.

When you edit a token policy, existing PINs and fixed passcodes are not validated
against the excluded words dictionary and history requirements. They are, however,
validated against all other policy requirements.

Token policies assigned to upper-level security domains are not inherited by
lower-level security domains. For example, if you assign a custom policy to the
top-level security domain, all new security domains that you create below it in the
hierarchy are still assigned the default token policy.

You need to balance security needs with consideration of what is reasonable to expect
from users. Requiring a long PIN may be counterproductive and hard to remember,
locking more users out of the network and generating calls to the Help Desk.
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Token Policy Settings

The following table describes the token policy settings.

Token Policy Setting

Description

SecurlD Token Policy Name

Incorrect Passcodes

Default Policy

Notes

Periodic Expiration

A unigue name from 1 to 128 characters.

Specifies how to handle situations where a user enters a
number of incorrect passcodes before finally entering a
correct passcode.

You can allow users to enter a limited or unlimited
number of incorrect passcodes. When the limit is
exceeded and followed by a correct passcode, users are
prompted to enter the next tokencode that displays on
their tokens.

This guards against situations in which an unauthorized
person attempts to guess a passcode. In such a case,
even if the person guessed a correct passcode, he or she
is prompted for the next tokencode and has only one
chance to enter it correctly. If the person enters the next
tokencode incorrectly, authentication fails.

You can allow unlimited incorrect passcodes. Do this if
you never want users to be prompted to enter their next
tokencode, regardless of how many incorrect passcodes
they enter before finally entering one correctly. Be
aware, however, that if the lockout policy assigned to
the security domain is set to lock users out after a
specified number of failed authentications, when the
user exceeds this limit, the user is locked out. See

Password Policy on page 85.

Designates the new policy as the default policy for the
deployment. This security policy is then applied to all
security domains in the deployment where SecurlD
Token Policy is set to Always Use Default. You can
override the default policy at the individual security
domain level.

Records any notes.

An optional setting if you want to require users to
change their SecurlD PINs after a specified length of
time. This enables the Maximum and Minimum
Lifetime fields.

4: Configuring Authentication Policies

77



RSA Authentication Manager 8.1 Administrator’s Guide

Token Policy Setting

Description

Maximum Lifetime

Minimum Lifetime

Restrict Reuse

A fixed passcode can be used instead of a PIN and
tokencode to authenticate. Fixed passcodes are not
recommended because they eliminate the advantages of
two-factor authentication. This setting determines the
maximum amount of time that a user can keep a fixed
passcode before being required to change it. For
example, suppose the maximum fixed passcode lifetime
is set to 90 days. If users change their fixed passcode on
June 1, they must change it again on August 30.

This setting prevents users from indefinitely keeping
the same fixed passcode, which increases the likelihood
that it might be guessed by an unauthorized person
trying to access your network.

The minimum amount of time that a fixed passcode can
exist before the user can change it. For example,
suppose the minimum lifetime is set to 14 days. If users
change their fixed passcode on June 15, they cannot
change it again until June 29.

This setting prevents users from circumventing
restrictions on reusing old fixed passcodes that may
have previously been set. For example, suppose you
restrict users from reusing their five most recent fixed
passcodes. The minimum fixed passcode lifetime
prevents users from immediately changing their fixed
passcode six times so that they can reuse a particular
fixed passcode.

Prevents users from using the same two or three fixed
passcodes repeatedly. For example, if you restrict the
last three fixed passcodes, users cannot enter those
three fixed passcodes and must choose another.

Reusing the same fixed passcodes increases the
likelihood that an unauthorized person may guess a
fixed passcode, especially if the fixed passcodes are all
similar.

The restriction forces users to move beyond those
couple of fixed passcodes that they are most
comfortable with, and choose more secure fixed
passcodes.
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Token Policy Setting

Description

PIN Creation Method

Minimum Length

Maximum Length

Excluded Words Dictionary

Character Requirements

Copy Settings from SecurID PIN
Lifetime (Fixed Passcode)

Copy Settings from SecurID PIN
Format (Fixed Passcode)

Selects the method by which SecurlD PINs are
generated. SecurlD PINs can be system-generated or
users can create their own PINSs.

Note: RSA RADIUS does not allow system-generated
PINs by default. If you allow system-generated PINs,
authentications will fail unless you change the RADIUS
configuration file, securid.ini, to allow
system-generated PINs. For instructions, see Password

Policy on page 85.

Prevents users from creating PINs that are too short and
susceptible to brute force attacks.

Prevents users from creating PINSs that result in
passcodes longer than the agent can accept. When you
configure this field, make sure that your agent can
accept the longest possible passcode.

A list of words that users cannot use as PINs. It includes
common words that are likely to be included as part of
any dictionary attacks on the system, for example,
“password.” The excluded words dictionary prevents
users from using common, and therefore, easily guessed
words as PINs.

You can upload an excluded words dictionary into
Authentication Manager. The maximum file size for an
excluded words dictionary is 20 MB. A deployment can
only have one excluded words dictionary. If a
dictionary is already installed, you must delete it before
adding a new one.

For instructions, see the Security Console Help topic
“Add a Password Dictionary.”

Requiring specific characters makes it more difficult to
guess the fixed passcode.

You can require alphabetic and numeric characters. You
can also require a specific number of alphabetic or
numeric characters.

Specifies whether you want the fixed passcode lifetime
settings to be the same as the SecurlD PIN settings, or
whether you want to specify different settings.

Specifies whether you want the fixed passcode format
settings to be the same as the SecurlD PIN settings, or
whether you want to specify different settings.
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Token Policy Setting Description

Emergency Access Code Character Emergency access tokencodes and passcodes are used

Requirements to temporarily replace an assigned SecurlD token or
SecurlD PIN if the user does not have access to his
token or has forgotten his PIN. Required characters are
included in each passcode and tokencode that is
generated. You may require the following types of
characters:

¢ Numeric
 Alphabetic
e Special

Add a Token Policy

A token policy determines the lifetime and format of RSA SecurlD PINs and fixed
passcodes, as well as how to handle users who enter incorrect passcodes.

In a replicated deployment, changes to policies might not be immediately visible on
the replica instance. This delay is due to the cache refresh interval. Changes should
replicate within 10 minutes. For instructions to make changes take effect sooner on the
replica instance, see Flush the Cache on page 369.

Procedure

1. Inthe Security Console, click Authentication > Policies > Token Policies > Add
New.

2. Inthe SecurlD Token Policy Name field, enter a unique name with 1 to 128
characters. The characters & % > < “ are not allowed.

3. For Incorrect Passcodes, specify how the system responds when a user enters an
incorrect passcode.

You can allow users to enter a limited or unlimited number of incorrect passcodes.
When the limit is exceeded and followed by a correct passcode, users are
prompted to enter the next tokencode that displays on their tokens.

This setting guards against an unauthorized person attempting to guess a
passcode. Even if the person guesses a correct passcode, he or she is prompted for
the next tokencode and given only one chance to enter it correctly. If the person
enters the next tokencode incorrectly, the user account is locked.

4. For Default Policy, select Set as default SecurID token policy if you want to
designate the new policy as the default policy for the deployment. This security
policy is applied to all security domains in the deployment where SecurlD Token
Policy is set to Always Use Default. You can override the default policy for each
security domain.
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10.

11.

12.

13.

14.

15.

(Optional) For Periodic Expiration, select Require periodic SecurlD PIN
changes if you want to require users to change their SecurlD PINs after a
specified length of time. If you select this option, specify the following:

e For Maximum Lifetime, specify how often SecurlD PINs must be changed.

e For Minimum Lifetime, specify how long users must wait between SecurlD
PIN changes. This prevents users from bypassing the Restrict Re-use
specification by repeatedly changing their SecurlD PINSs.

(Optional) For Restrict Reuse, specify the number of recent SecurlD PINs a user
is restricted from reusing.

For PIN Creation Method, select the method by which SecurlD PINs are
generated. You can choose that SecurlD PINs be system-generated or allow users
to create their own PINSs.

Note: RSA RADIUS does not allow system-generated PINs by default. If you
allow system-generated PINs, authentications will fail unless you change the
RADIUS configuration file, securid.ini, to allow system-generated PINs. For
instructions, see the Operations Console Help topic “Edit RADIUS Server Files.”

For Minimum Length, specify the minimum number of characters that a SecurlD
PIN can contain.

For Maximum Length, specify the maximum number of characters that a
SecurlID PIN can contain.

(Optional) If you want certain words to be disallowed as PINs, select a dictionary
from the Excluded Words Dictionary drop-down list.

For more information on the Excluded Words Dictionary, see the Security Console
Help topic “Add a Password Dictionary.”

For Character Requirements, specify whether the SecurlD PIN must be numeric
or alphanumeric and the minimum number of each character type required for a
valid SecurID PIN.

Under Fixed Passcode Lifetime, do one of the following:

» Select Use same settings from SecurID PIN if you want the fixed passcode
and SecurlID PIN lifetime settings to be the same.

« Select Define separate settings if you want to specify different lifetime
settings for the fixed passcode, and specify the differences.

Under Fixed Passcode Format, do one of the following:

»  Select Use same settings from SecurID PIN if you want the fixed passcode
and SecurID PIN format settings to be the same.

» Select Define separate settings if you want to specify different format
settings for the fixed passcode, and specify the length, dictionary, and
character requirements.

Under Emergency Access Code Format, specify the types of characters that you
want to include in emergency access codes.

Click Save.
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Offline Authentication Policy

An offline authentication policy defines the way users authenticate when they are not
connected to the network.

Offline authentication extends RSA SecurlD authentication to users when the
connection to RSA Authentication Manager is not available (for example, when users
work away from the office or when network conditions make the connection
temporarily unavailable).

An offline authentication policy is assigned to each security domain. A deployment
can have multiple offline authentication policies.

Two policies can conflict if the user is in one security domain and the agent (their
computer) is in a different security domain, and the security domains have different
offline authentication policies.

RSA does not recommend offline authentication for the following authenticators:
* PINPad or software tokens

e Tokens that do not require PINs

»  Fixed passcodes

These authenticators are likely to contain fewer characters than required by the
minimum offline passcode length setting. You can override this setting to explicitly
allow offline authentication using these authenticators.

Offline Authentication Policy Settings

The following table describes the password policy settings.

Offline Authentication Policy

Setting Description

Offline Authentication Policy A unique name from 1 to 128 characters.

Name

Offline Authentication Allows users to authenticate with their tokens when

their computer is not connected to the network.
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Offline Authentication Policy
Setting

Description

Windows Password Integration

Default Policy

Notes

Minimum Passcode Length

Integrates RSA SecurlD into the Windows password
logon process. Users provide their Windows logon
passwords only during initial online authentication.
Passwords are then stored with the users’ authentication
data in the internal database and, for offline
authentication, in the offline data.

During subsequent authentications, users enter only
their user names and SecurlD passcodes. The
Authentication Manager gets the Windows password
from Authentication Manager and passes it to the
Windows logon system.

¢ Enable Windows Password Integration - You enable
Windows password integration on the Add Offline
Authentication Policy and Edit Offline
Authentication Policy pages in the Security Console.

¢ Remove Windows Password Integration - To clear
the cached copy of a user’s Windows credential, clear
the Windows Password Integration checkbox on the
Assigned SecurlD Tokens & Authentication
Attributes page in the Security Console. When you
clear this checkbox, the user must enter his or her
Windows password the next time he or she logs on.

An optional field that designates the new policy as the
default policy for the deployment. When this option is
selected, new security domains use this offline
authentication policy.

A field to record any notes.

Adjusts the cryptographic strength of the offline
authentication policy. RSA recommends that the
minimum passcode length setting be at least twelve
characters. For example, if your RSA SecurlD tokens
display six characters, require users to specify PINs that
are at least six characters.

To download offline data, the user’s passcode (PIN +
tokencode) length must be 8 to 16 characters.

Add an Offline Authentication Policy

An offline authentication policy defines the way users authenticate when they are not
connected to the network. In a replicated deployment, changes to policies might not be
immediately visible on the replica instance. This delay is due to the cache refresh
interval. Changes should replicate within 10 minutes. If you want to make changes
take effect sooner on the replica instance, see Flush the Cache on page 369.
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Important: Any changes made to an offline policy cause all previously generated
offline data to be discarded and regenerated.

Procedure

1. Inthe Security Console, click Authentication > Policies > Offline
Authentication Policies > Add New.

2. In the Offline Authentication Policy Name field, enter a unique name from 1 to
128 characters.

3. (Optional) If you want this policy to allow offline authentication, select Enable
Offline Authentication. This allows users to authenticate with their tokens when
their computers are not connected to the network.

4. (Optional) To allow Authentication Manager to automatically provide the user's
Windows Login Password with a successful SecurlD authentication, select
Enable Windows password integration.

5. (Optional) If you want this policy to be the default offline authentication policy,
select Set as default offline authentication policy. The default policy is applied
to all new security domains.

6. From the Minimum Online Passcode Length drop-down menu, select the
minimum length of the passcode (PIN + tokencode) a user must enter to download
days of offline data.

7. (Optional) PINPad tokens, software tokens, and tokens that do not require PINs
are likely to contain less characters than required by the minimum offline
passcode length setting. RSA recommends that you do not allow offline
authentication with these types of tokens. You can however, use the Allow Offline
Authentication Using field to override the minimum length setting for users that
authenticate with any of these tokens.

8. (Optional) Select the Allow offline emergency codes to be generated checkbox
if you want RSA Authentication Manager to generate offline emergency codes for
users.

9. Select the type of offline emergency codes that you want to generate:

» Offline emergency tokencodes. Generate these for users who have
misplaced their tokens. Users must enter their PIN followed by the emergency
tokencode to gain entry to their computers.

» Offline emergency passcodes. Generate these only for users who have
forgotten their PINs and need a full passcode. In such cases, make sure you
properly identify the users before providing them with emergency passcodes.
Because emergency passcodes enable authentication without a PIN, RSA
recommends that you use emergency tokencodes instead.

10. Inthe Lifetime field, enter the length of time, in days, for which emergency codes
are valid. The default is thirty days.

11. In the Maximum Days of Offline Data field, enter the amount, in days, of offline
data that you want to allow users to download.
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12. In the Days of Offline Data Warning field, specify the number of remaining days
of offline authentication data that triggers a warning to users. The default is seven
days. Users who receive the warning must reconnect to the network and replenish
their supply of offline logon days. If users run out of offline logon days, they must
contact an administrator.

13. In the Offline Authentication Failures field, enter the number of allowable failed
offline authentication attempts before users must use an emergency code to gain
entry to their computers.

14. (Optional) Select the Offline Logging checkbox if you want authentication log
entries uploaded to Authentication Manager when the user reconnects to the
network.

15. Click Save.

Password Policy

A password policy defines users’ password length, format, and frequency of change.
You assign password policies to security domains. The policy applies to all users who
are assigned to that security domain. Note that user password policies do not apply to
Operations Console administrators.

All RSA Authentication Manager users must have a password as part of their user
record. If you use the Authentication Manager internal database as your identity
source, the password is stored in the internal database.

Password characteristics are controlled by password policies.

Authentication Manager password policies only apply to users in the internal
database. When users are stored in an LDAP directory, the directory password policy
applies.

When you set up Authentication Manager, a default password policy is automatically
created. You can edit this policy, or create a custom password policy and designate it
as the default.

One password policy is always designated as the default policy. When you create new
security domains, Authentication Manager automatically assigns the default password
policy to the new security domains. You can use the default password policy or assign
a custom policy to each security domain.

Password policies assigned to upper-level security domains are not inherited by
lower-level security domains. For example, if you assign a custom policy to the
top-level security domain, all new security domains that you create below it in the
hierarchy are still assigned the default password policy.

Enabling system-generated passwords requires users to use passwords generated by
Authentication Manager according to the password policy applied to the users’
security domain.

Enabling this option ensures that users’ passwords are random and therefore less
likely to be guessed by an unauthorized person attempting to access your network.

4: Configuring Authentication Policies 85



RSA Authentication Manager 8.1 Administrator’s Guide

When users are initially assigned their password, or when their passwords expire, they
are prompted to choose from a list of system-generated passwords when they attempt
to use their password.

You need to balance security needs with consideration of what is reasonable to expect
from users. Requiring a long password may be counter productive and hard to
remember, locking more users out of the network and generating calls to the Help
Desk.

Password Policy Settings
The following table describes the password policy settings.

Password Policy Setting Description

Password Policy Name A unique name from 1 to 128 characters. The characters
& % > < are not allowed in the policy name.

System-Generated Passwords An optional field that requires users to use only
system-generated passwords

Default Policy An optional field that designates the new policy as the
default for the deployment. When this option is
selected, new security domains use this password

policy.
Notes Records any notes.
Periodic Expiration An optional setting to require users to change their

password after a specified length of time. This enables
the Maximum and Minimum Lifetime fields.

Maximum Lifetime The maximum amount of time a user can keep a
password before being required to change it. For
example, suppose this field is set to 90 days. If users
change their password on June 1, they must change it
again on August 30.

Setting this field prevents users from indefinitely
keeping the same password, which increases the
likelihood that it might be guessed by an unauthorized
person trying to access your network.
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Password Policy Setting

Description

Minimum Lifetime

Restrict Re-Use

Minimum Length

Maximum Length

Excluded Characters

The minimum amount of time that a password must
exist before the user can change it. For example,
suppose the minimum password lifetime is set to 14
days. If users change their passwords on June 15, they
cannot change it again until June 29.

Setting this field prevents users from circumventing
restrictions on the reuse of old passwords that you may
have set. For example, suppose you restrict users from
reusing their five most recent passwords. This field
prevents them from immediately changing their
password six times so they can reuse a particular
password.

Prevents users from reusing a small set of passwords.
For example, suppose you restrict the last twenty
passwords, and the last twenty passwords are
“passwordl,” “password2,” “password3,” up to
“password20.” Users cannot enter those twenty
passwords.

Reusing the same passwords increases the likelihood
that an unauthorized person may guess a password,
especially if the passwords are all similar, for example,
“favoritepetl” or “favoritepet11.”

Restrictions force users to move beyond the passwords
that they are most comfortable with (for example, a
pet’s name or child’s birthday), and choose more secure
passwords.

Prevents users from creating passwords that are too
short and easily guessed by an unauthorized person
attempting to access your network.

Prevents users from creating passwords that are too
long and difficult for authorized users to remember.

You can configure Authentication Manager to exclude
up to 50 characters, including a blank space, from use in
passwords. The initial password policy excludes @ and
~ by default. You can change the excluded characters
for this and any other policy.
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Password Policy Setting Description

Excluded Words Dictionary A record of words that users cannot use as passwords. It
includes commonly used words that are likely to be
included as part of any dictionary attacks on the system,
for example, “password.” The excluded words
dictionary prevents users from using common, and
therefore, easily guessed words as passwords.

You can upload an excluded words dictionary into
Authentication Manager. The maximum file size for an
excluded words dictionary is 20 MB. A deployment can
only have one excluded words dictionary. If a password
dictionary is already installed, you must delete it before
adding a new one.

For instructions to add a password dictionary, see the
Security Console Help topic “Add a Password
Dictionary.”

Character Requirements Requiring specific characters in passwords can make
guessing the password more difficult, particularly when
the required characters are not alphanumeric.

Dictionary attacks on your system, in which
unauthorized users use software to systematically enter
all words in a dictionary in an attempt to guess valid
passwords, are rendered less effective when passwords
contain special characters.

For example, the password “maryland” is more likely to
be included in a dictionary attack than “mary%land” or
“mary**land.”

You can require the following types of characters:

« Alphabetic

* Uppercase

» Lowercase

¢ Numeric

e Special

Add a Password Policy

In a replicated deployment, changes to policies might not be immediately visible on
the replica instance. This delay is due to the cache refresh interval. Changes should
replicate within 10 minutes. To make changes take effect sooner on the replica
instance, see Flush the Cache on page 369.

Procedure

1. Inthe Security Console, click Authentication > Policies > Password Policies >
Add New.

2. Under Password Policy Basics, do the following:
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a. Inthe Password Policy Name field, enter a unique name for the new
password policy. Do not exceed 128 characters.

b. (Optional) To require users to use only system-generated passwords, select
Require users to use system-generated passwords.

c. (Optional) To designate this policy as the default policy, select Set as the
default password policy. When this option is selected, new security domains
use this password policy.

3. Under Lifetime, do one of the following:

a. Clear the default setting Require periodic password changes, and go to step
C.

b. Leave the default setting Require periodic password changes selected, and
specify the following options:

— For Maximum L.ifetime, specify how long a password can be used.

— For Minimum Lifetime, specify how long users must wait before
changing a password. Specifying a minimum lifetime prevents users from
bypassing re-use restrictions by immediately changing their passwords.

c. To prevent users from using a password they have used previously, select
Restrict Re-use. You can specify the number of previous passwords that
cannot be used or prevent any previous passwords from being used again.

4. Under Format, do the following:

a. Inthe Minimum Length field, enter the minimum number of characters
required in a password. The default is 8.

b. Inthe Maximum Length field, enter the maximum number of characters
allowed in a password. The default is 32.

c. (Optional) Inthe Excluded Characters field, enter any characters that you do
not want to allow users to include in passwords. You can specify up to 50
excluded characters.

d. From the Excluded Words Dictionary drop-down list, select which excluded
words dictionary that you want to use. This dictionary contains a list of
prohibited passwords.

e. (Optional) In the Character Requirements fields, enter the minimum
number of each character type required for a valid password.

5. Click Save.
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Lockout Policy

A lockout policy defines how many failed logon attempts users can make before
Authentication Manager locks their account, and how the account can be unlocked:
either automatically or by administrator intervention. You assign lockout policies to
security domains. This policy applies to all users assigned to that security domain.

When you set up Authentication Manager, a default lockout policy is automatically
created. The default lockout policy locks the user out after five consecutive
unsuccessful authentication attempts within one day and requires administrator
intervention to unlock a user account. You can edit this policy, or create a custom
lockout policy and designate it as the default. You can also assign custom policies to
individual security domains

Lockout policies assigned to upper-level security domains are not inherited by
lower-level security domains. For example, if you assign a custom policy to the
top-level security domain, all new security domains that you create below it in the
hierarchy still use the default lockout policy.

Lockout policies apply to all logon attempts regardless of how many different
authentication methods a user uses to authenticate. The methods include tokens, fixed
passcodes, password-based authentication to the Security Console or Self-Service
Console, on-demand tokencodes, and risk-based authentication. For example, if a user
has two failures with a software token and one failure with a hardware token, that
counts as three failed attempts.

Lockout Policy Settings
The following table describes the lockout policy settings.

Lockout Policy Setting Description
Lockout Policy Name A unique name from 1 to 128 characters.
Default Policy An optional field that designates the new policy as the

default policy for the deployment. When this option is
selected, new security domains use this lockout policy
unless a custom policy is assigned to the security

domain.
Notes A field to record any notes.
Lock User Accounts Specifies whether you want to allow users unlimited

failed authentications, or limit the number of failed
authentications before users are locked out. By default,
the system locks accounts after five consecutive
authentication attempts fail within one day.

90 4: Configuring Authentication Policies



RSA Authentication Manager 8.1 Administrator’s Guide

Lockout Policy Setting Description

Unlock When a user is locked out of the deployment, the

lockout policy governs how a user is re-enabled. If the
policy is configured to automatically unlock the user
account, the locked out user is re-enabled after a
specified amount of time elapses. The time is specified
in the lockout policy. If the policy is configured so that
locked-out users must be unlocked by an administrator,
the user remains locked out until an administrator
explicitly re-enables the user.

Add a Lockout Policy

In a replicated deployment, changes to policies might not be immediately visible on a
replica instance. This delay is due to the fact that policy data is cached for 10 minutes.
For instructions on minimizing the delay so that changes take effect sooner on a
replica instance, see Flush the Cache on page 369.

Procedure

1. Inthe Security Console, click Authentication > Policies > Lockout Policies >
Add New.

2. Inthe Lockout Policy Name field, enter a unique name for the new lockout
policy. Do not exceed 128 characters.

3. (Optional) To make this the default policy for all new security domains, and for
any existing security domains already assigned the default policy, select Default
Policy.

4. Inthe Lock User Accounts field, specify whether you want to allow users
unlimited failed authentications, or limit the number of failed authentications
allowed before they are locked out. By default, the system locks accounts after
five consecutive authentication attempts fail within one day.

5. To limit the number of failed authentications, use the Unlock field to specify that
you want the system to automatically unlock users after a specified amount of
time, or that locked out users must be unlocked by an administrator. The default is
Administrators unlock user accounts.

6. Click Save.
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Self-Service Troubleshooting Policy

Self-Service

The self-service troubleshooting feature allows Self-Service Console users to
troubleshoot routine authentication problems when they cannot access protected
resources using primary methods, such as passwords or passcodes.

The self-service troubleshooting policy defines an alternative form of authentication,
such as security questions, used to access the Troubleshooting feature. The policy also
specifies the circumstances that lock a user out of the Troubleshooting feature.

You must select one of the following methods to unlock users:

«  System automatically unlocks user accounts after a specified amount of time
e Administrators unlock user accounts manually

You can manually unlock a user’s account at any time.

You assign these policies to security domains. The policy applies to all users assigned
to the security domain.

Self-service troubleshooting policies assigned to upper-level security domains are not
inherited by lower-level security domains. For example, if you assign a custom policy
to the top-level security domain, all new security domains that you create below it in
the hierarchy are still assigned the default self-service troubleshooting policy.

Self-service troubleshooting policies allow you to define secondary authentication
methods. A secondary authentication method allows a user to access the Self-Service
Console even if the primary authentication method is not working.

Important: Self-service troubleshooting policies only determine the lockout criteria
for the self-service troubleshooting feature. To set lockout requirements for the
Self-Service Console, Security Console, and resources protected by Authentication
Manager, see the Security Console Help topic “Lockout Policy.”

Self-service troubleshooting policies apply to all logon attempts regardless of how
many different tokens a user uses to authenticate. For example, if a user has two
unsuccessful attempts with a software token and one unsuccessful attempt with a
hardware token, that counts as three unsuccessful attempts.

Troubleshooting Policy Settings
The following table describes the Self-Service troubleshooting policy settings.

Self-Service Troubleshooting

Policy Setting Description

Self-Service Troubleshooting A unigue name from 1 to 128 characters.

Policy Name

Default Policy An optional field that designates the new policy as the

default policy for the deployment. When this option is
selected, new security domains use this Self-Service
troubleshooting policy.
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Self-Service Troubleshooting

Policy Setting Description
Notes A field to record any notes.
Authentication Method Specifies the mode in which users will authenticate if

they have trouble with their primary authentication
method. Selecting “Security Questions” requires users
to answer security questions upon enrollment or when
they first access the Self-Service Security Console.

Lock User Accounts Controls the number of failed authentication attempts a
user is permitted to the Self-Service Console. You can
allow an unlimited number of failed attempts, or a
specified number of failed attempts within a specified
number of days, hours, minutes, or seconds. After the
number has been reached, this policy locks the user's
account.

Unlock When a user is locked out of the Self-Service Console,
the lockout policy governs how a user is re-enabled. If
the policy is configured to automatically unlock the
user account, the locked out user is re-enabled after a
specified amount of time elapses. If the policy is
configured so that locked-out users must be unlocked
by an administrator, the user remains locked out until an
administrator explicitly re-enables the user.

Add a Self-Service Troubleshooting Policy

In a replicated deployment, changes to policies might not be immediately visible on
the replica instance. This delay is due to the cache refresh interval. Changes should
replicate within 10 minutes. For instructions to make changes take effect sooner on the
replica instance, see Flush the Cache on page 369.

Procedure

1. Inthe Security Console, click Authentication > Policies > Self-Service
Troubleshooting Policies > Add New.

2. Inthe Self-Service Troubleshooting Policy Name field, enter the policy name.
Use a unique name, and do not exceed 128 characters.

3. (Optional) To designate the new policy as the default policy for the system, select
Default Policy. When this option is selected, new security domains use this
policy.

4. (Optional) Select the Authentication Method with which users authenticate if
they cannot use their primary authentication method.
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5. The Lock User Accounts field controls the number of unsuccessful
authentication attempts a user is permitted to make to the Self-Service
Troubleshooting feature. You can allow an unlimited number of unsuccessful
attempts, or a specified number of unsuccessful attempts within a specified
number of days, hours, minutes, or seconds. After the number has been reached,
this policy locks the user's account out of the troubleshooting feature.

6. Inthe Unlock field, you can either require administrators to unlock accounts after
users have exceeded the limit specified in the Lock User Accounts field, or you
can allow the system to automatically unlock accounts after a specified number of
days, hours, minutes, or seconds.

7. Click Save.

Risk-Based Authentication Policies

To use RBA in your deployment, you must create an RBA policy, or edit the default
policy, and associate the policy with a security domain. A policy can be associated
with multiple security domains. For more information, see Add a Risk-Based
Authentication Policy on page 95.

Risk-Based Authentication (RBA) Policy Settings

You use the Security Console to define a risk-based authentication (RBA) policy for a
security domain. An RBA policy includes the following settings.

Risk-Based Authentication

Policy Setting Description

RBA Policy Name A unique name from 1 to 128 characters.

Default Policy Sets the default RBA policy for the deployment.
Notes A field to record any notes.

Automatic Enablement Determines whether the system automatically enables

users for RBA during the first successful authentication to
an RBA-protected resource.

Minimum Assurance Level The confidence threshold that each authentication attempt
must meet to avoid being challenged for identity
confirmation.

Note: If you increase the minimum assurance level, the
system provides greater identity assurance, but users are
more likely to be prompted for identity confirmation.
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Risk-Based Authentication

Policy Setting Description

Silent Collection Period Allows the system to establish a baseline authentication
history for RBA users during a specified period of time.
During silent collection, the system registers the users
authentication device automatically, and does not require
the user to use an identity confirmation method.

Identity Confirmation Methods  Methods that can be used to provide identity confirmation
during logon.

New Device Registration Determines the system response to unregistered
authentication devices.

Total Registered Devices Maximum number of registered devices preserved in each
user’s device history. If the number of registered devices
exceeds the limit, the nightly cleanup job deletes the least
recently used devices.

Unregister Devices Length of time an inactive authentication device remains
in the user device history.

Add a Risk-Based Authentication Policy

Risk-based authentication (RBA) is a multifactor authentication solution that
strengthens traditional password-based systems by applying knowledge of the client
device and user behavior to assess the potential risk of an authentication request. The
RBA policy determines how RBA works in each security domain.

In a replicated deployment, changes to policies might not be immediately visible on
the replica instance. This delay is due to the cache refresh interval. Changes should
replicate within 10 minutes. To make changes take effect sooner on the replica
instance, see Flush the Cache on page 369.

Before You Begin

Understand the concept of minimum assurance level. For more information, see
Minimum Assurance Level on page 270.

Procedure

1. Inthe Security Console, click Authentication > Policies > Risk-Based
Authentication Policies > Add New.

2. Under RBA Policy Basics, do the following:

a. Inthe RBA Policy Name field, enter a unique policy name. Do not exceed
128 characters.

b. (Optional) If you want to make this the default RBA policy for the
deployment, select Set as default RBA policy.

c. (Optional) Add any notes in the Notes field.
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3. Under Enablement and Assurance Settings, do the following:

a.

(Optional) If you want to automatically enable users for RBA after successful
authentication, select Allow system to enable users for RBA automatically
during authentication in the Automatic Enablement field.

In the Minimum Assurance Level field, select the assurance level that is
required to authenticate without prompting for identity confirmation. The
system determines the assurance level of each authentication attempt based on
the user’s profile, authentication device, and authentication history. The
higher the level, the greater the chance that the user will be prompted for
identity confirmation. The default setting is Medium.

Note: Changing this setting may affect how often users are prompted to
confirm their identity.

4. Under Device Registration and Identity Confirmation Settings, do the
following:

a.

For Silent Collection Period, do one of the following:

* To enable silent collection, select Allow silent collection. Enter the
number of days to enable silent collection for each user.

* To disable silent collection, select Do not allow silent collection. This is
the default setting.

For Identity Confirmation Methods, select the methods to make available to
users if an authentication request does not meet the minimum assurance level.
You must select at least one method. If you select two methods, the user
chooses which method to use.

For New Device Registration, select one of the following to register a user's
device.

» To add a device automatically, select Register the user authentication
device automatically after successful authentication.

e To allow the user to choose whether to add a device to the device history,
select Prompt the user to choose whether the system registers the
device after successful authentication. This is the default setting.

Important: Select this option if users will access RBA-protected resources
from shared or public computers.

5. Under Device Administration Settings, do the following:

a.

In the Total Registered Devices field, enter the maximum number of
registered devices preserved in each user’s device history. If the number of
registered devices exceeds the limit, the nightly cleanup job deletes the least
recently used devices.

In the Unregister Devices field, enter the number of consecutive days that a
device can remain inactive before the system removes it from the user device
history.

6. Click Save.
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Risk-Based Authentication Message Policy

The risk-based authentication (RBA) message policy defines the message that users
see when they are prompted to configure their identity confirmation method. You
might use this message to inform users about why they need to configure an identity
confirmation method. This message displays when all of the following conditions
exist:

«  The user authenticates to a web-based application, such as an SSL-VPN, thin
client, or web portal.

» The user has not configured an identity confirmation method.
e The user attempts to authenticate using a high assurance device.

You can assign an RBA message policy to any security domain. A deployment can
have multiple RBA message policies, which you assign by editing the security
domain. Security domains use the deployment’s default RBA message policy until
you assign a different RBA message policy.

Risk-Based Authentication Message Policy Settings

The following table describes the risk-based authentication (RBA) message policy

settings.

Setting Description

RBA Message Policy Name A unique name from 1 to 128 characters.

Default Policy An optional field that designates the new policy as the
default policy for the deployment. When selected, new
security domains use this RBA message policy.

Notes A field to record any notes.

Message text Customized message for your company policies or

business needs.

Add a Risk-Based Authentication Message Policy

The risk-based authentication (RBA) message policy defines the message that users
see when they are prompted to configure their identity confirmation method. You can
create multiple RBA message policies, for example, one for each security domain.
This policy applies to all users in the security domain.

In a replicated deployment, changes to policies might not be immediately visible on
the replica instance. This delay is due to the cache refresh interval. Changes should
replicate within 10 minutes. To make changes take effect sooner on the replica
instance, see Flush the Cache on page 369.
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Procedure

1. Inthe Security Console, click Authentication > Policies > RBA Message
Policies > Add New.

2. Under RBA Message Policy Basics, do the following:

a. Inthe RBA Message Policy Name field, enter a unigue name that does not
exceed 128 characters.

b. (Optional) To set this policy as the default policy, select Set as the default
RBA Message Policy.

c. (Optional) In the Notes field, enter any notes.

3. Under Message Confirmation, review the message in the Message Text field,
and customize the message if necessary.

4, Click Save.
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Integrating LDAP Directories

Identity Sources

An identity source is a repository that contains user and user group data. Each user and
user group in a deployment is associated with an identity source.

Authentication Manager supports the following as identity sources:

e An LDAP directory
Authentication Manager supports the following directories as identity sources:

Microsoft Active Directory 2008 R2
Microsoft Active Directory 2012
Sun Java System Directory Server 7.0

Oracle Directory Server Enterprise Edition 11G

In Active Directory, you can add a Global Catalog as an identity source, which is
used to look up users and resolve group membership during authentications. You
cannot use a Global Catalog identity source to perform administrative tasks.

e The Authentication Manager internal database

Data from an LDAP Directory

Authentication Manager has read-only access to all LDAP directory identity sources.
After a directory is integrated with Authentication Manager, you can use the Security
Console to do the following:

* View (but not add or modify) user and user group data that resides in the directory.

* Perform Authentication Manager administrative tasks. For example, enable or
disable the use of on-demand authentication (ODA) and risk-based authentication
(RBA), or assign tokens or user aliases to individual users who reside in the
directory.

You must use the LDAP directory native user interface to modify data in a directory.

Data from the Internal Database

Authentication Manager provides an internal database where you can create users and
user groups. For users and user groups in the internal database, administrators can use
the Security Console to do the following:

e Add, modify, and view user and user group data.

« Enable or disable Authentication Manager functions, such as ODA and RBA, for
individual users, including users whose accounts are in an LDAP directory.
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The following information is stored only in the internal database:

« Data that is specific to Authentication Manager, such as policies for
administrative roles, and records for authentication agents and SecurlD
authenticators

« Data that links Authentication Manager with LDAP directory user and user group
records

Identity Source Data Flow

The following figure shows how data elements (LDAP attributes and Authentication
Manager attributes) may be distributed across external identity sources and the
internal database. The figure also shows connections between Authentication
Manager and LDAP external identity sources.

RSA Authentication
Manager
LDAP < LDAP Directory AdminName Password >
Directory (Administration and authentication operations)
Server  ||BE=
—/
—
= = _ |
— email address
password
mobile number |
employeelD

User Record

uid=ssmith,ou=newyork, dc=cs,dc=org
uniqueldentifier =employeelD

SecurlD Token, User Data
On-demand PIN,
Registered RBA devices

Policies, Application Data

Reports,

1. Authentication Manager communicates with the LDAP directory by using the
LDAP administrator user name and password.

If the administrator account is set to read/write access, end users may update their
own passwords, responding directly to password renewal prompts received
through Authentication Manager. If access is read-only, the users must contact
their administrator for password updates.
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2. The internal database contains a reference to every user’s distinguished name and
unique identifier to locate user records in the LDAP directory. It also contains user
attributes defining properties that are specific to Authentication Manager, such as
an on-demand PIN, security questions, and a user account enabled or disabled
parameter.

3. Your directory servers may already contain typical LDAP user records and
attributes. Authentication Manager can work with more than one directory server.
Identity Source Properties

You specify identity source properties when you add or edit an identity source. The
Operations Console organizes the identity source properties in categories.

« |dentity Source Basics

« Directory Connection - Primary and Replica

« Directory Settings

« Active Directory Options

« Directory Configuration - User Tracking Attributes

« Directory Configuration - Users

« Directory Configuration - User Groups

Identity Source Basics

Identity Source Name. Unique name for the identity source. This name is displayed
in the Security Console to identify the identity source.

Type. The type of identity source. For example, an LDAP identity source type can be
Microsoft Active Directory, Sun Java System Directory Server, or Oracle Directory
Server. After an identity source is added to the deployment, you cannot change the
identity source type. For the supported list of identity sources, see the Operations
Console Help topic “View the Identity Sources in Your Deployment.”

Notes. You can use up to 255 characters of text to add a note about the identity source.

Directory Connection - Primary and Replica

Directory URL. The URL of the new identity source. If you use the standard
SSL-LDAP port 636, specify the value as Idaps://hostname/. For all other ports, you
must specify the port number, for example, ldaps://hostname:port/. An SSL
connection is required for password management.

For Active Directory, the Global Catalog can have the same directory URL as a
another identity source that is not a Global Catalog.

Directory Failover URL. (Optional) The failover directory server is used if the
connection with the primary directory server fails. The failover directory server must
be a mirror of the primary directory server.

If you want to permit users to change their passwords during authentication, the
LDAP directory administrator account must have write privilege for user records in
the identity source. If you do not permit password changes, the directory administrator
account does not need write privileges.
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Directory User ID. The LDAP directory administrator's User ID.

For example, you might enter cn=Administrator,cn=Users,dc=domain,dc=com or
Administrator@domain.com.

Directory Password. The LDAP directory administrator's password.

Make sure that this password is kept up-to-date. If this password expires, the
connection fails.

Directory Settings

Use directory settings to narrow the scope of an identity source so that only a subset of
the identity source is used. For more information, see Identity Source Scope Change

Requirements on page 106.
If you narrow the scope of an identity source, you must schedule a cleanup job to

remove references to unresolvable users and user groups from the internal database.
For more information, see Schedule a Cleanup Job on page 149.

User Base DN. The base DN for directory user definitions. For example, for Active
Directory, you might enter cn=Users, dc=domainName, dc=com.

User Group Base DN. The base DN for directory user group definitions. For
example, for Active Directory, you might enter ou=Groups, dc=domain, dc=com.

It is important to follow these practices:

« Do not configure multiple identity sources with overlapping scope. If you have
multiple identity sources that point to the same User Base DN or User Group Base
DN, ensure that the User Search Filter and User Group Search Filter are
configured so that each user and user group appears only in one identity source.
Improper configuration may result in unresolvable users and authentication
problems.

« If an attribute value contains a comma or an equal sign, you must escape these
characters with a backslash. For example, if the attribute ou has the value of A=B,
Inc, you must write this out as ou=A\=B), Inc. If you do not escape these
characters in an attribute value, the connection to the identity source fails. This
only applies to commas or equal signs used in an attribute value. Do not escape
commas separating elements of a distinguished name, for example, cn=Joe Smith,
ou=Sales, or equal signs between a moniker and its attribute value, for example,
ou=Sales.

» The default organizational unit “Groups” does not exist in the default Active
Directory installation. Make sure you specify a valid container for the User
Group Base DN.

Search Results Time-out. Limits how long a search will continue. If searches for
users or groups are timing out on the directory server, either extend this time, or
narrow individual search results. For example, instead of Last Name = *, use Last
Name = G*.

User Account Enabled State. Specify where Authentication Manager looks for the
enabled/disabled state of user accounts.
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« Select Directory to look in the external identity source only.

If the user account is disabled in the external identity source, the user cannot
authenticate. The ability of the user to authenticate is based solely on the User
Account Enabled State in the external identity source.

« Select Directory and Internal Database to look in the internal database in
addition to the external identity source.

The user account must be enabled in both the internal database and the external
identity source for the user to authenticate. If the user account is disabled in either
the internal database or the external identity source, the user cannot authenticate.

Validate Map Against Schema. Validates identity attribute definition mappings to
the directory schema when identity attribute definitions are created or modified.

Active Directory Options

Global Catalog. Select this if the identity source is an Active Directory Global
Catalog.

User Authentication. Select one of the following as the source for user
authentication:

« Authenticate users to this identity source. Select this option if the identity
source is not associated with a Global Catalog. If no Global Catalogs are
configured as identity sources, this option is selected automatically.

« Authenticate users to a global catalog. Select this option if the identity source is
associated with a Global Catalog, and select a Global Catalog from the drop-down
menu.

Directory Configuration - User Tracking Attributes
User ID. Select one of the following to map the User ID:
« Maps to. Select this option to map the User ID to a specified attribute.

» Uses the same mapping as E-mail. Select this option to map the User ID to the
e-mail attribute. If you choose this option, the User ID and e-mail fields have the
same value. The e-mail attribute must already be defined in the directory.

When you change the User ID mapping, make sure that the new field is unique for all
users and does not overlap with the old field. This prevents administrative data from
being associated with the wrong user records for some users. For example, if the old
mapping has the User ID “jdoe,” the new mapping should not contain the User ID
“jdoe.” To ensure a smooth transition from the old User ID mapping to the new, you
need to clean up unresolvable users to update the internal user records with the new
User IDs. Perform this task immediately after you change the mapping. For
instructions, see the Administrator's Guide.

Unique Identifier. A unique identifier to help the Security Console find users whose
DNs have changed. For Active Directory, the default is ObjectGUID. For Oracle
Directory Server (or Sun Java Directory Server), the default value is nsUniquelD.

You must specify the Unique Identifier before you move or rename LDAP directory
users who are viewed or managed through the Security Console. Otherwise, the
system creates a duplicate record for the users that you move or rename, and
disassociates them from data the system has stored for them.
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Enter an attribute from your directory that meets these requirements:

¢ The attribute must contain unique data for each user. For example, an employee
ID number or badge number that is unique for each user in the deployment.

e The attribute must contain data for each user. The value cannot be empty.

e The attribute value cannot change. If the value for a user changes, Authentication
Manager cannot track the user. You cannot map any other fields to the attribute
that you map to the Unique Identifier.

e The attribute name can contain up to 64 characters.
e The attribute value can contain up to 42 characters.

Note: RSA does not recommend using the default value if you are using third-party
directory management tools that handle moving users from one DN to another by
deleting the users and adding them back to the directory.

Directory Configuration - Users

First Name. The directory attribute that maps to the first name attribute. By default,
First Name maps to “givenName.”

Middle Name. The directory attribute that maps to the middle name attribute. By
default, Middle Name maps to “initials.”

Last Name. The directory attribute that maps to the last name attribute. By default,
Last Name maps to “sn.”

E-mail. The directory attribute that maps to the e-mail attribute. By default, E-mail
maps to “mail.”

Certificate DN. Reserved for future use. By default, it is mapped to “comment.” Do
not map certificate to critical fields, such as “cn” or “sAMAccountName.”

Password. The directory attribute that maps to the password attribute. By default,
Password maps to “unicodePwd.”

Search Filter. The filter that specifies how user entries are distinguished in the LDAP
directory, such as a filter on the user object class. Any valid LDAP filter for user
entries is allowed, for example, (objectclass=inetOrgPerson).

Search Scope. The scope of user searches in the LDAP tree.

Object Classes. The object class of users in the identity source that are managed using
the Security Console, for example, user,organizationalPerson,person.

Directory Configuration - User Groups

User Group Name. The directory attribute that maps to the user group name attribute.
For example, the User Group Name might map to cn.

Search Filter. An LDAP filter that returns only group entries, such as a filter on the
user group object class, for example, (objectclass=group).

Search Scope. The scope of user group searches in the LDAP tree.
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Object Classes. The object class of user groups that are created or updated using the
Security Console.

Membership Attribute. The attribute that contains the DNs of all the users and user
groups that are members of a user group.

User MemberOf Attribute. Enables the system to resolve membership queries by
using the value specified for the MemberOf attribute.

MemberOf Attribute. The attribute of users and user groups that contains the DNs of
the user groups to which they belong.

Identity Source Scope
Identity source scope determines the subset of users and user groups in your LDAP
directory that can be managed within the identity source.
Identity Source Scope Settings

When you add an identity source, you determine its scope, including the base DNs, the
search filters, and the search scope (single level vs. all levels).

Setting Description

User Base DN Directory location where Authentication
Manager searches for users.

User Group Base DN Location in your LDAP directory where
Authentication Manager searches for
groups.

User Search Filter and User Group Search Filter An LDAP filter that returns only user or
group entries, such as a filter on the user
group object class, for example,
(objectclass=groupOfUniqueNames).

User Search Scope and Group Search Scope Scope of user and user group searches in
the LDAP tree.

User Object Classes and Group Object Classes  Object class of users and user groups that
are accessed by Authentication Manager.
Any custom attributes that are used in the
mapping fields must be part of one of the
object classes. For more information, see
Custom Attribute Mapping on page 116.

Important: Do not configure multiple identity sources with overlapping scope. If you
have multiple identity sources that point to the same User Base DN or User Group
Base DN, verify that you correctly configured the User Search Filter and User Group
Search Filter to include each user in only one identity source. Improper configuration
may result in unresolvable users and authentication problems.
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Identity Source Scope Change Requirements

You can make the scope of an identity source broader or narrower. If you narrow the
scope of an identity source, some users and user groups may become unresolvable and
unable to authenticate. Unresolvable users are users that Authentication Manager can
no longer find in the LDAP directory that was designated as their identity source.

After you narrow the scope you need to run the scheduled cleanup job to delete
references to unresolvable users and user groups from the internal database. For
instructions, see Scheduling Cleanup for Unresolvable Users and User Groups on
page 148.

When you run the scheduled cleanup job, you need to disable the Grace Period, the
Cleanup Limit, or both if they are set, and re-enable those settings after this single
cleanup runs.

Note: You do not need to perform a scheduled cleanup after broadening the scope of
the identity source.

Active Directory Identity Sources that are Not Global Catalogs

In Active Directory, identity sources that are not Global Catalogs are used for
administrative operations, such as enabling users for on-demand authentication and
risk-based authentication. If you are not using a Global Catalog, this type of identity
source is also used for finding and authenticating users. This type of identity source
also maps to a domain controller.

If you want to administer Active Directory domain users in Authentication Manager,
you must add an identity source for each domain that contains users who will
authenticate with Authentication Manager.

For example, if an Active Directory forest has three domains and one Global Catalog,
and you want to authenticate users in two of the domains, you must add an identity
source for each of the two domains.

Important: Authentication Manager supports up to 30 identity sources that are not
Global Catalogs per deployment. This limit does not include using the internal
database as an identity source.

An identity source that is not a Global Catalog can use group membership data from
all three types of Active Directory security groups: Universal Security, Global, and
Domain Local. Authentication Manager does not support distribution groups of any
kind for restricted agent access.

Support for Group-to-Group Membership in Active Directory

To support group-to-group membership in Active Directory, you must set the domain
functional level to Windows 2003 or 2008. For more information about how to raise
the domain functional level, go to http://support.microsoft.com/kb/322692.

Note: The default organizational unit “Groups” does not exist in the default Active
Directory installation. Make sure you specify a valid container for the User Group
Base DN when adding the identity source.
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Active Directory Global Catalog Identity Sources

If you have an Active Directory forest, and you configure multiple identity sources
within it, you can optionally configure an Active Directory Global Catalog as an
identity source that the other Active Directory identity sources can use for finding and
authenticating users, and resolving group membership within the forest. You need to:

* Add each Global Catalog to Authentication Manager as a separate identity source.

* Map the identity source to the Global Catalog port on the domain controller that
hosts the Global Catalog.

RSA Authentication Manager does not use Global Catalogs for administrative
operations, such as changing users’ passwords. Administrative actions are only
performed against non-Global Catalog identity sources.

Deployment Requirements for Global Catalogs

These requirements apply only to deployments that use restricted authentication
agents.

To use a Global Catalog as an identity source, your deployment must meet all of the
following requirements:

» All groups granted access to a restricted authentication agent must be Windows
Universal Security groups.

*  When you view the Active Directory groups from the Security Console, all types
of groups (Universal Security, Domain Local, and Global) are displayed, but only
Universal Security groups may be successfully used with restricted agents through
a Global Catalog.

» All domains in the forest must run Windows 2008 R2.
Only the Windows administrator can change the group type in Active Directory.

Important: If you select a group from the list of Active Directory groups in order to
activate users on restricted agents, make sure you select a Universal Security group. If
you use any other type of group, the user cannot authenticate.

Data Replication for Global Catalogs

When you use the Active Directory Global Catalog as an identity source, individual
Active Directory domain controllers replicate domain changes to the Global Catalog.
For this type of deployment, you must integrate the following with Authentication
Manager:

» The Global Catalog. If your forest has more than one Global Catalog, you can use
one for failover. You do not need to create an identity source for the second Global
Catalog. Instead, you can specify it as a failover URL when you create the identity
source for the first Global Catalog.

e All domain controllers that contain users and user groups that you want to
reference from Authentication Manager. Add each domain as an identity source.
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For example, suppose that GC1 is the Global Catalog identity source for user
authentication, and AD1, AD2, and AD3 replicate a subset of their data to GC1. You
must map each Active Directory to an identity source. After integration is complete,
Authentication Manager accesses GCL1 for authentication requests and AD1, AD2, and

AD3 for administration, such as updating the user password.

Global Catalog Deployment Example with Four Identity Sources

The following figure shows a forest composed of three domains, each consisting of
one domain controller, and a single Global Catalog. In this example, you must enable
at least four identity sources in Authentication Manager.

Three identity sources for domain controllers, possibly with failover domain

controllers
One identity source for a Global Catalog, possibly with a failover Global Catalog

Server

Active Directory Forest

—

RSA Authentication Manager

JUODM

Domain= cs.org<

Domain Controller 1
\_ Global Catalog 1

—
Identity Source A

Identity Source B (GC)
Identity Source C
Identity Source D

Domain = <

newyork.cs.org

Ul

Internal Database

(- Domain Controller 2

LK

Domain = <

hr.newyork.cs.org

\__ Domain Controller 3
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Configure the Active Directory Connection Time-Out

In some situations, the default LDAP connection time-out is not long enough for
Authentication Manager to establish a connection to the LDAP directory. If you need
to adjust the length of time that Authentication Manager waits to establish the
connection, use the Operations Console to edit the identity source and change the
value in the Search Results Time-out field.

Integrating an LDAP Directory as an Identity Source

You can integrate LDAP directory servers as identity sources in Authentication
Manager without modifying the directory schema. You perform the integration by
adding identity sources, linking the identity source to Authentication Manager, and
mapping identity attribute definitions to attribute names in the LDAP directory.

Follow these guidelines:

* You must have LDAP connection information and detailed knowledge of your
LDAP schema.

* You must configure an identity source for each directory that contains users who
will authenticate with Authentication Manager.

e The primary and replica instances should not use the same directory server for
regular use, but they may share the same failover directory server. If both
instances use the same directory server, a system or network outage for those
systems may cause authentication to fail.

« If you have not configured a replica instance, but plan to in the future, you need to
update the replica instance identity source connection information after you
configure the replica instance.

The following high-level steps describe how to integrate an LDAP directory server as
an identity source:

1. Setup SSL connections using the Operations Console. See Identity Source SSL
Certificates on page 114. This step is required if you allow users to change their
passwords from Authentication Manager.

2. (Optional) Review your password policy, and make adjustments if necessary. See
Password Policy for Active Directory on page 116. This step is required only if
you allow users to change their passwords from Authentication Manager.

3. If the directory server is Active Directory, verify if your domain functional level
supports group-to-group membership. Check the System control panel on the
domain controller, and see Support for Group-to-Group Membership in Active

Directory on page 106.
4. Verify that the directory server hostname is a valid DNS name. Make sure:

e The hostname is resolvable for both forward and reverse lookups.
e The directory server can be reached from the Authentication Manager server.
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5. Add the identity source, using the Operations Console. Make sure you configure
the following:

e The identity source name

e The LDAP connection, including the directory URL, backup directory URL,
directory User ID, and directory password

e Attribute mapping
e (Optional) Global Catalog (Active Directory only)

6. (Optional) You can define custom user attributes that are specific to your
organization. For instructions, see the Security Console Help topic “Add Identity
Attribute Definitions.”

(Optional) Map the custom attributes that you previously defined from the LDAP
directory to the identity source. If you choose to map custom attributes to the
external identity source, Authentication Manager can read the attribute values
from your directory.

For instructions, see Custom Attribute Mapping on page 116.

7. Use the Security Console to link the identity source to the system. See Link an
Identity Source to the System on page 112.

8. Verify that the identity source was added successfully. See “\erify the LDAP
Directory Identity Source” on page 112.

Note: To disable or delete an identity source, it must be unlinked from the system. For
instructions, see the Security Console Help topic “Unlink Identity Sources from the
System.” For instructions about deleting the identity source, see the Operations
Console Help topic “Remove an Identity Source.”

Add an Identity Source

To use an existing LDAP directory with RSA Authentication Manager, use the
Operations Console to add the directory as a new identity source.

A deployment can have up to thirty identity sources. If you are using Active Directory,
Global Catalogs configured as identity sources do not count against this limit.

Before You Begin
e You must be a Super Admin.

e For full functionality, establish an SSL connection between Authentication
Manager and the identity source.

Note: Depending on the network or firewall configuration, you might not be able to
validate the connection information from the primary server.

Procedure
1. Log on to the Operations Console on the primary instance.
2. Click Deployment Configuration > Identity Sources > Add New.
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When prompted, enter your Super Admin User ID and password.
In the Identity Source Basics section, specify:

« ldentity Source Name. The name of the identity source that is displayed in
the Security Console.

e Type. The type of the identity source that you are adding.
* Notes. Information about the identity source.
5. Inthe Directory Connection - Primary section, do the following:

« Enter the requested information in the following fields. For detailed
information, see ldentity Source Properties on page 101.

— Directory URL
— Directory Failover URL

— Directory User ID
— Directory Password

e Click Test Connection to ensure that the primary instance can connect to the
specified directory. If the test fails, make sure that you have correctly
imported the certificate for this identity source.

6. If you have a replica instance, complete the fields in the Directory Connection -
Replica section, and click Validate Connection Information to verify that the
primary instance can connect to the identity source. If the attempt fails, do the
following:

a. Verify that you entered the correct settings.

b. If the settings are correct, make sure the primary instance is able to connect to
the identity source.

c. If the primary instance is able to connect to the identity source, make sure no
other network issues are causing the connection failure.

d. After you make any necessary changes, click Validate Connection
Information again.

Click Next.

8. Provide the requested information for each of the following sections on the Add
Identity Source - Map page. For detailed information, see Identity Source

Properties on page 101.
« Directory Settings

e (Optional) Active Directory Options
e Directory Configuration - User Tracking Attributes
» Directory Configuration - Users
« Directory Configuration - Users Groups
9. Click Save.
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Link an Identity Source to the System

You must link all LDAP directory identity sources to the system. After linking, all
users in the identity source can be viewed and managed through the Security Console.
Users are visible in the top-level security domain by default, but you can move them
to other security domains as necessary. Additionally, you can configure the system to
place users from the identity source into a specific security domain automatically. For
more information, see Default Security Domain Mappings on page 43.

Before You Begin
* You must be a Super Admin.

* If you link an Active Directory Global Catalog, you must also link each identity
source that replicates user data to that Global Catalog. For example, if identity
sources I1S1 and 1S2 replicate information to Global Catalog GC1, and you link
GC1 as an identity source, you must also link 1S1 and I1S2 to the system.

Procedure

1. Log on to the Security Console as Super Admin.

2. Click Setup > Identity Sources > Link Identity Source to System.

3. From the list of available identity sources, select the identity sources that you want
to link, and click the right arrow.

4, Click Save.

Verify the LDAP Directory Identity Source

To verify that you have successfully added and linked an identity source, you can view
the users and groups from that identity source through the Security Console.
Procedure

1. Inthe Security Console, click Identity > Users > Manage Existing.

2. Use the search fields to find the appropriate identity source, and click Search.

3. View the list of users from the LDAP directory identity source.

Failover Servers

You can specify failover directory servers when you use the Operations Console to
add an identity source. If the primary directory server stops responding, the
deployment automatically connects to the failover server.

Follow these guidelines when configuring a failover directory server:

*  Provide the failover URL in the Directory Failover URL field when you add an
identity source. For instructions, see Custom Attribute Mapping on page 116.

e The failover directory server must be a replica of the primary directory server.

e The primary and replica instances should not use the same physical server. If no
failover is provided and both servers use the same domain server, users cannot
authenticate if that domain server becomes unavailable.

« Each failover URL should point to a different physical directory server.
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Failover Active Directory Servers

For an Active Directory identity source, the failover server should not be a Global
Catalog.

Deployment Example with Failover Directory Servers

The following example configuration eliminates any single-point-of-failure if one of
the two available directory servers become unavailable. In this case, each directory
server is in the same domain and provides a replicated copy of the same LDAP data.

RSA Authentication
Manager

Directory URL
(main connection)

LDAP Failover Primary Instance

Directory RSA
LDAP S 1 URL Authentication
Directory “€rver Manager
Replication C
Failover Replication

URL

Directory URL
(main connection)

|
LDAP .
Directory Replica Instance
Server 2
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Securing the Communications Path

RSA recommends that you use Secure Sockets Layer (SSL) to encrypt data in transit
between Authentication Manager and the directory.

You must configure SSL for each directory server you plan to use with Authentication
Manager. For more information, see Identity Source SSL Certificates on page 114.

For Active Directory there are additional considerations for password policies and
group membership support. For more information, see Password Policy for Active
Directory on page 116 and Support for Group-to-Group Membership in Active
Directory on page 106.

Identity Source SSL Certificates

When you integrate an LDAP directory server as an identity source, use an identity
source secure sockets layer (SSL) certificate to establish secure communication
between the deployment and the external identity sources. Set up SSL connections
using the Operations Console. Setting up an SSL connection also enables you to allow
users to change their passwords from Authentication Manager.

When establishing an SSL connection, the identity source presents a certificate that
identifies the server (for example, using the hostname). To accept the server
certificate, either the certificate itself or its root certificate must be trusted by the
deployment. For an SSL certificate to be trusted, you must add it to the deployment.

Add an Identity Source SSL Certificate

A secure sockets layer (SSL) certificate establishes secure communication between
the deployment and the identity sources. You must add the identity source SSL
certificate to the deployment as a trusted certificate.

Use the following procedure to add the identity source SSL certificate as a trusted
certificate.
Before You Begin

You must be a Super Admin.

Procedure

1. Import the SSL server certificate or the CA root certificate to the primary
appliance. The certificate must be in Distinguished Encoding Rules (.der) encoded
format. Make sure you have access to these certificates.

Log on to the Operations Console on the primary instance.

3. Click Deployment Configuration > Identity Sources > Identity Source
Certificates > Add New.

If prompted, enter your Super Admin User ID and password.
Enter a name for the new identity source certificate.
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6. Browse to the directory where the SSL certificate is located. Certificates typically
have .cer, .pem, or .der file extensions.

7. Click Save.

Access to User Passwords in an LDAP Directory

For users who are stored in an LDAP directory, you can configure your system to
allow both Authentication Manager administrator’s and the users themselves to
modify the user password.

An administrator can modify the password of users whose accounts are stored in an
LDAP directory if the identity source administration account has permission to write
to user records in the LDAP directory. This account is specified in the Directory User
ID and Directory Password account fields on the Identity Source Connections page in
the Operations Console.

Users can change their passwords when prompted during authentication if the
following conditions are met:

» The identity source administration account has permission to write to user records
in the LDAP directory.

» The directory is configured to permit the users to change their passwords.

Note: If you do not permit users to change their passwords during authentication,
the identity source administration account does not need permission to write to the
LDAP directory.

« An LDAPS connection is configured between Authentication Manager and the
LDAP directory. For instructions on setting up an SSL connection, see Identity
Source SSL Certificates on page 114.

e One of the following conditions applies:
— The user’s password has expired.

— An Authentication Manager administrator has edited the user’s user record to
force a password change by checking the Require the user to change
password at next logon box.

— The LDAP directory is configured to require the user to reset the password the
next time the user authenticates.

If these conditions are not met, users’ attempts to change passwords will fail.
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Password Policy for Active Directory

Active Directory has a default password policy that is more strict than the default
Authentication Manager password policy. This can lead to errors such as “Will Not
Perform” when adding and updating users.

To manage password policies with Active Directory identity sources, do one of the
following:

* Make your Authentication Manager password policy password requirements more
strict. See Chapter 4, Configuring Authentication Policies.

* Relax the complexity requirements in the Windows 2003, 2008, or 2008 R2
Group Policy Object Editor. For more information, see your Active Directory
documentation.

Note: The Authentication Manager default password policy is already stricter than the
default password policy of the Oracle Directory Server.

Custom Attribute Mapping

If you are using custom attributes, after adding the identity source, you need to
explicitly map identity attribute definitions to physical attribute names in an LDAP
directory identity source schema.

All user fields must map to non-null fields. However, the User ID can be mapped to
any unique attribute for a user.

For complete mapping instructions, see the following Help topics in the Security

Console.

Security Console Help Topic Description

“User Attributes” Overview of internal and default user attributes.

“Add ldentity Attribute Categories” Instructions for grouping related identity attributes
together in categories. When you add identity
attribute definitions, you assign each attribute to a
category.
For example, Address can be an attribute category
used to group together the fields for Street, City,
State, and Country.
The default category is Attributes.

“Add Identity Attribute Definitions” Instructions for mapping custom user attributes.
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Identity Source User Attributes

To view LDAP data in the Security Console, you must map the Authentication
Manager fields to corresponding fields in the LDAP directory. These fields are called
attributes. There are two types of user attributes:

* Core attributes
e Custom attributes

Core Attributes

Core attributes include basic user attributes such as User ID, first name, and last name.
You map these when you use the Operations Console to create an identity source.

Mapping the fields in the directory to the fields in Authentication Manager allows you
to use the Security Console to view user and user group data stored in the directory.
For example, when you create an identity source, you map the Authentication
Manager User ID field to the appropriate field in the LDAP directory. You map core
attributes when creating an identity source in the Operations Console.

All user fields must map to non-empty fields. For example, with Active Directory,
User ID is mapped to SAMAccountName by default, but it can be mapped to any
unique non-empty attribute for a user.

If you have multiple identity sources, try to map your attributes consistently. For
example, if you map User ID to SAMAccountName in one identity source, do the
same for your other identity sources.

Custom Attributes

In addition to the core attributes, you can define custom attributes, called identity
attribute definitions, that contain information tailored to your organization. You can
map these custom attributes to fields in the LDAP directory, allowing Authentication
Manager to display these attribute values from the directory. You can use custom
attributes to provide support information to your Help Desk personnel.

The attribute definition indicates whether the value should be stored in the directory or
in the internal database. If stored in the directory, the field must already exist in the
directory.

Use the Security Console to create and map custom attributes.

Unique Identifier Attribute

When you create an identity source and map the core attributes, you must map the
Unique ldentifier field. This field helps Authentication Manager map internal
database records to their corresponding LDAP Directory records. Authentication
Manager uses this field to find users whose distinguished name (DN) has changed.
The default Unique Identifier is one of the following:

» For Active Directory, the default attribute is ObjectGUID.

» For Oracle Directory Server (and Sun Java Directory Server), the default attribute
is nsUniquelD.

Map the Unique Identifier field on the Add New Identity Source page in the
Operations Console. For more information, see Add an Identity Source on page 110.
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The Unique Identifier attribute must meet these requirements:

« The attribute must contain unique data for each user. For example, an employee
ID number or badge number that is unique for each user in your deployment.

e The attribute must contain data for each user. The value cannot be empty.

« The attribute value cannot change. If the value for a user changes, Authentication
Manager cannot track the user. You cannot map any other fields to the attribute
that you map to the Unique Identifier.

* The attribute name must not exceed 64 characters.
* The attribute value must not exceed 42 characters.
Follow these guidelines when mapping unique identifiers:

¢ You must specify the Unique Identifier before you move or rename directory users
who are viewed or managed through the Security Console. Otherwise, the system
creates a duplicate record for the users that you move or rename, and disassociates
them from data the system has stored for them.

e After you have mapped the Unique Identifier field, you cannot change it.

User Account Enabled State Attribute

Each identity source contains an attribute, called the User Account Enabled State, that
indicates where Authentication Manager looks to determine whether a user account is
enabled or disabled. Authentication Manager always checks the external directory of
an LDAP identity source, but you can configure it to check the setting in the internal

database as well.

The Enabled attribute reports the enabled or disabled state of a user’s account in
Authentication Manager, as controlled in the Security Console. Unlike many other
user attributes, you cannot alter the mapping of the Enabled attribute.

When you use the Operations Console to create an LDAP identity source, you can
control how Authentication Manager determines whether a user is enabled for remote
access. You can set the User Account Enabled State in either of two ways:

*  When set to Directory, Authentication Manager consults the user’s enabled state
in the LDAP directory only.

Use the Directory setting if you want LDAP alone to control whether a user is
enabled in Authentication Manager. Disabling a user account in Authentication
Manager requires disabling the user account in the directory.

* When set to Directory and Internal Database, Authentication Manager consults
both the LDAP directory and the Authentication Manager internal database to
determine a user’s enabled state.

Use the Internal Database setting if you want to disable the user in Authentication
Manager, but allow the user to remain enabled in the LDAP. In this case, the user
is not permitted to authenticate with Authentication Manager for remote access,
but the state of the user’s LDAP account does not change. For example, the user
can still log on to Windows because the Windows Domain account remains
enabled.

For both settings, the user’s LDAP account must be enabled for the user to
authenticate with Authentication Manager.
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Administering Users

Common User Administration Tasks

You use the Security Console to provide and maintain authentication service for users.
The Security Console enables you to perform the following common tasks:

e Manage user data

» Restrict access to specific resources
»  Specify user access privileges

* Resolve user access problems

* Respond to user security issues

* Maintain user data

The administrative tasks that you can perform are defined by the scope of your
administrative role.

Add a User to the Internal Database

You can use the Security Console to add users to the internal database even if an
LDAP directory is the primary identity source. Adding users directly to the internal
database allows you to create a group of users different from those in identity source.
For example, you might store a group of temporary contractors or a specific group of
administrators in the internal database. You might also use the internal database to
store a small number of users for a pilot project.

User data in an LDAP directory is read-only. You must add users to the LDAP
directory using the directory tools. However, you can use the Security Console to
perform certain administrative functions, such as assigning tokens or enabling a user
for risk-based authentication.

Procedure

1. Inthe Security Console, click Identity > Users > Add New.

2. Inthe Administrative Control section, from the Security Domain drop-down list,
select the security domain where you want the user to be managed. The user is
managed by administrators whose administrative scope includes the security
domain you select.
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3.

5.

In the User Basics section, do the following:

a.

(Optional) In the First Name field, enter the user's first name. Do not exceed
255 characters.

(Optional) In the Middle Name field, enter the user's middle name. Do not
exceed 255 characters.

In the Last Name field, enter the last name of the user. Do not exceed 255
characters.

In the User ID field, enter the User ID for the user. The User ID cannot
exceed 48 characters. Make sure the User ID is unique to the identity source
where you save the user. Do not use multi-byte characters, for example:

3l

Note: If you are creating an account for an administrator who requires access
to the Security Console, the User ID must be unique within the deployment.

(Optional) In the Email field, enter the user's e-mail address. Do not exceed
255 characters.

(Optional) In the Certificate DN field, enter the user's certificate DN. The
certificate DN must match the subject line of the certificate issued to the user
for authentication. Do not exceed 255 characters.

In the Password section, do the following:

Note: This password is not used for authenticating through authentication
agents.

a.

In the Password field, enter a password for the user. Password requirements
are determined by the password policy assigned to the security domain where
the user is managed. This is the user’s identity source password, which may
be different from alternate passwords provided by applications. For more
information, see the Security Console Help topic “View a Password Policy.”

In the Confirm Password field, enter the same password that you entered in
the Password field.

(Optional) Select Force Password Change if you want to force the user to
change his or her password the next time the user logs on. You might select
this checkbox, for example, if you assign a standard password to all new
users, which you want them to change when they start using the system.

In the Account Information section, do the following:

a.

From the Account Starts drop-down lists, select the date and time you want
the user’s account to become active. The time zone is determined by local
system time.

From the Account Expires drop-down lists, select the date and time you want
the user’s account to expire, or configure the account with no expiration date.
The time zone is determined by local system time.
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c. (Optional) Select Disabled if you want to disable the new account.

d. If a Locked Status option is selected, you can unlock the user by clearing all
selected options.

6. (Optional) Under Attributes, enter the user’s mobile phone number in the Mobile
Number (String) field.

7. Click Save.

User Status

To increase security, you can disable users who take an extended absence, and enable
these users when they return to work.

Before enabling or disabling users, know the following:
« Disabling a user does not delete that user from the identity source.

« When a user account is disabled, any tokens belonging to the user remain
assigned. Disabling a user account does not unassign the user’s assigned tokens.

» Authentication Manager verifies whether a user is enabled or disabled each time a
user authenticates. If a user in a linked identity source is disabled, that user cannot
authenticate.

Disable a User Account

When you disable a user account, you suspend the user's permission to authenticate,
which prohibits access to protected resources. Disabling a user does not delete the user
from the identity source. To delete a user, see the Security Console Help topic “Delete
a User.”

If you want to disable a user in an LDAP directory that is linked to RSA
Authentication Manager, you must use the native LDAP directory interface.
Procedure

1. Inthe Security Console, click Identity > Users > Manage Existing.

2. Use the search fields to find the user that you want to disable. Some fields are case
sensitive.

Click the user that you want to disable, and select Edit.
Under Account Information, select Account is disabled.
Click Save.

Enable a User Account

When you enable a user account, the user can authenticate and access protected
resources.

To authenticate users to a directory server, you must enable the user in both the
directory server and in the Security Console. Only users who are enabled in the
directory server can authenticate to the directory server.
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Procedure
1. Inthe Security Console, click Identity > Users > Manage Existing.

2. Use the search fields to find the user that you want to enable. Some fields are case
sensitive.

Click the user that you want to enable, and select Edit.
Under Account Information, clear Account is disabled.
Click Save.

Security Domains to Organize Users

After you create the security domain hierarchy and link the identity source to the
system, all users are added to the top-level security domain. To help you organize
users, manage the deployment, and limit administrative scope, you may want to move
users to another security domain in the hierarchy.

Just as you have likely created security domains to match either your organization’s
structure or geographic locations, you can use the Security Console to transfer users
from each department or location to their respective security domains.

For example, if the top-level security domain is named SystemDomain, and you have
lower-level security domains named Boston, New York, and San Jose, you would
likely move users from SystemDomain to their respective security domains.

For more information about security domains, see Security Domain Overview on
page 39.

Move Users Between Security Domains

You can manually move users whose accounts are stored in the internal database to
other security domains. You can also move user groups.

When you move users to another security domain, the policies for the new security
domain take effect immediately. Also, after you move users, only administrators with
permissions to manage users in that security domain can manage the users you moved.

When you move users, consider that users who are enabled for risk-based
authentication (RBA) before the move retain their RBA user settings after the move. If
users are disabled for RBA before the move, the users remain disabled for RBA after
the move.

You can automatically move LDAP directory users to other security domains by
mapping directory objects, such as organizational units, to the security domain of your
choice. Authentication Manager uses security domain mappings to add users to the
appropriate security domain when new user records are added to the database.

Procedure
1. Inthe Security Console, click Identity > Users > Manage Existing.

2. Use the search fields to find the users that you want to move. Some fields are case
sensitive.
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Select the users that you want to move.
From the Action menu, select Move to Security Domain, and click Go.

From the Move to Security Domain drop-down list, select the security domain
where you want to move the user.

6. Click Move.

Duplicate User IDs

If two users with the same user name attempt to access the same protected resource,
authentication will fail. This may occur if you link multiple identity sources to the
same deployment and users with the same User ID exist in each identity source. In
these cases, you have the following options:

* Map the User ID to another field where there are no duplicate values. For
example, for an Active Directory identity source, you might be able to map to the
UPN field or to a user’s email address.

* Change one of the User IDs in the identity source so that both User IDs become
unique. This option may not be practical if the User ID is used for other
applications.

» Assign authenticators to only one of the users with the duplicate User ID. This
option is not practical if authenticators must be assigned to more than one user
with the duplicate User ID.

* You can allow one user to authenticate with a logon alias, and you can prevent this
user from authenticating with the default User ID.

User Authentication

You use the Security Console to manage user authentication. You can:
« Modify user authentication settings
* Resolve user access problems

The user authentication tasks that you can perform are defined by the scope of the
administrative role.

Manage User Authentication Settings

User authentication settings allow you to create exceptions to authentication policies
for individual users. These settings also allow you to troubleshoot user authentication
issues.

Before You Begin

You must have a restricted or unrestricted agent. If you plan to configure a logon alias,
the user must belong to a user group that has access to a restricted agent or has been
enabled on an unrestricted agent.
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Procedure

1. Inthe Security Console, click Identity > Users > Manage Existing.

2. Use the search fields to find the user that you want to manage.

3. From the search results, click the user that you want to manage.

4. From the context menu, click Authentication Settings.

5. If you want to assign a fixed passcode to the user, select the Fixed Passcode
checkbox.

RSA recommends that you do not use fixed passcodes because they eliminate all

the advantages of two-factor authentication.

6. Select the Clear Incorrect Passcodes checkbox to clear any incorrect passcodes.
The count of incorrect passcodes is reset, and the user is not prompted for the next
tokencode. However, if the user continues to enter incorrect passcodes and
exceeds the number of failed logon attempts allowed by the lockout policy, the
user is locked out of the system.

7. Select Clear cached copy of selected user's Windows credential to clear a
cached version of a user's password.

If your deployment uses RSA SecurlD for Windows, Authentication Manager

saves a cached version of the user’s Windows logon password. This information

may need to be cleared, if the Windows password has been changed in Active

Directory.

8. If you want to assign a default shell to the user, enter it in the Default Shell field.
To configure a logon alias for the user:

a. Select whether you want to allow users to use their own User IDs and the
alias.

You can use this option to prevent a conflict between users who share the
same default User IDs.

b. Select the user group to which you want to assign the alias.

c. Inthe User ID field, enter the User ID that you want to assign to the alias. In
the Shell field, enter the shell that you want assigned to the alias. If you are
using RADIUS, from the RADIUS Profile drop-down menu, select the
RADIUS profile to assign to the alias. Click Add.

10. If you use RADIUS, select the RADIUS profile and RADIUS user attributes to

assign to the user:

a. From the User RADIUS Profile drop-down menu, select a RADIUS profile
to assign to the user.

If you set up logon aliases for the user and you do not specify a RADIUS
profile for each alias in step 9, Authentication Manager assigns the user
RADIUS profile to each alias.

b. In RADIUS User Attributes, select the attribute that you want to assign to
the user, enter the value for the attribute in the Value field, and click Add.
RADIUS user attributes take precedence over attributes in a RADIUS profile.
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A RADIUS user attribute can be mapped to an identity source attribute. For
more information, see Map a RADIUS User Attribute Definition to an
Identity Source Attribute on page 313.

11. Click Save.

Logon Alias

A logon alias allows users to log on with a user group ID. The user group ID is
associated with a user group that has access to a restricted agent or that has been
enabled on an unrestricted agent.

For example, users can have a User ID based on their first initial and last name, such
as, “kmiller,” as well as an administrative User ID with a specific name, for example
“root.” If a logon alias is established, Authentication Manager verifies the
authentication using the user’s passcode, regardless of the User ID that the user
entered to log on to the operating system. For backward compatibility, a shell value is
also maintained by the system.

A logon alias can also be used in deployments where there are users with the same
User ID. An alias that further identifies the user may prevent conflicts when these
users attempt to authenticate. In the authentication settings for a user, you can also
prevent a user from authenticating with the default User ID and instead require that the
user authenticate with an alias.

To allow a user to authenticate with a logon alias on a restricted agent, you must grant
the user group that is associated with the alias access to the agent. Although all users
within a deployment can access an unrestricted agent, a user cannot authenticate with
a logon alias until you enable the user group that is associated with the alias on the
unrestricted agent.

You can assign logon aliases on the Authentication Settings page in the Security
Console. This page is accessed through the user Context menu.

For instructions, see Manage User Authentication Settings on page 123.

Unlock a User

RSA Authentication Manager locks out users who violate the lockout policy. Locked
out users cannot authenticate until they are unlocked.

The lockout policy specifies the number of failed authentication attempts allowed
before the system locks the account. A lockout policy can unlock users after a specific
time period, or you can require an administrator to manually unlock the user.
Procedure

1. Inthe Security Console, click Identity > Users > Manage Existing.

2. Use the search fields to find the user that you want to unlock. Some fields are case
sensitive.

Click the user that you want to unlock, and select Edit.

Under Account Information, go to Locked Status, and clear all options that are
selected.

5. Click Save.
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Incorrect Passcode Count

The system counts each time the assigned user enters an incorrect passcode, clearing
this count automatically with each correct passcode. If a user enters more incorrect
passcodes than are allowed by the SecurlID token policy and then enters a correct
passcode, the user is prompted for the next tokencode. If you do not want a user to be
prompted for the next tokencode, you can use the Security Console to clear the
number of incorrect passcodes entered.

This operation only clears the existing count. To clear future counts, you must perform
the procedure again.

For instructions, see Manage User Authentication Settings on page 123.

Managing Security Questions

Security questions is an authentication method that requires users to answer questions
in order to authenticate. During enrollment or when users access the Self-Service
Console for the first time, users are presented with several questions, which they must
answer. Later when users authenticate, the users must answer a subset of these
questions with the same answers that they provided during enroliment.

Security questions are used under the following conditions:
« when the primary authentication method results in a failed authentication
» to confirm identity for risk-based authentication (RBA)

If you want to allow users to change their answers, you must clear their existing
answers. For example, you might need to do this when users forget their answers, or
when users believe that their answers are compromised. After you clear a user’s
answers, the user is prompted to provide new answers at the next logon. For
instructions, see the Security Console Help topic “Clear Security Question Answers.”

A file of questions is provided for English-speaking users, which you can modify to
create a new question file. You can also create a file of non-English questions in any
supported language. When you create a new set of questions or modify just one
question, the new file replaces the existing file.

You specify the number of questions that users must answer during enrollment or
when accessing the Self-Service Console for the first time. You also specify the
number of questions that users must answer during authentication. The number of
questions that you specify for enrollment should be greater than the number of
questions that you specify for authentication. If you specify fewer questions for
authentication than you specify for enrollment, users can choose which questions to
answer for authentication.

For self-service troubleshooting, the number of available questions must exceed the
number of questions required for authentication.
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Set Requirements for Security Questions

You specify the number of security questions that users must answer during
enrollment or when they access the Self-Service Console for the first time, and the
number of questions that users must answer correctly during authentication. If the
total number of security questions specified for enrollment exceeds the number of
questions specified for authentication, the user can choose which questions to answer
for authentication.

Procedure
1. Inthe Security Console, click Setup > System Settings.
2. Click Security Questions Requirements.

3. Inthe Enrollment field, specify the number of questions users must answer
during enrollment. Modifying this setting does not affect users who are currently
enrolled.

4. In the Authentication field, specify the number of questions users must answer
correctly during authentication.

5. Click Save.

Custom Security Questions

You can customize the text and language of security questions by creating and
importing a customized XML file into the database. When you create a new security
questions file, you can make the following modifications:

» Change the existing English text. Edit the existing XML file to change the
wording of the existing questions or add new questions of your own.

» Change the language. Create a new XML file using the provided template.
Specify the language ID, and enter the security questions written in the selected
language.

The RSA Authentication Manager 8.1 download kit includes a security questions
sample file (SecurityQuestionsSample.xml) that you can use as a template. The file
looks similar to the following example:

<?xml version="1.0"” encoding="UTF-8"?>
<SECURITY_ QUESTIONS>
<LANGUAGE id=" en US">
<QUESTION>first question</QUESTIONS>
<QUESTION>second question</QUESTION>
<QUESTION>third question</QUESTIONS>
</LANGUAGE>
</SECURITY_QUESTIONS>

The Security Questions Sample folder on the RSA Authentication Manager 8.1
download kit also includes a security questions file schema (SecurityQuestions.xsd)
for validating a modified or new security questions file.

A deployment can have only one active security questions file. If you modify the
existing security questions and import the modified file, users must complete security
questions enrollment again.
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Follow these guidelines when customizing security questions:

« Create a separate XML file for each LANGUAGE. For example, if you need
questions in three languages, you must create three language files.

e Each XML file must include the XML language attribute that identifies the
language used to write the questions. For a list of supported language ID codes,
see the Security Console Help topic “Language Codes for Security Questions.”

* You must type the text in the actual language. Authentication Manager does not
translate languages.

e A security guestion can contain up to 255 characters.

« The security questions file must contain at least as many security questions as you
have specified for enrollment. For more information, see the Security Console
Help topic “Set Requirements for Security Questions.”

* You cannot delete a security questions file.

Modify the Security Questions File

Security questions are contained in an XML file that is saved in the database. A set of
default questions is provided for English speaking users. You can modify the default
questions by changing them or adding additional questions. Once your work is
finished, you import the modified XML file into the database. When you import the
new file, the language set in the new file replaces the corresponding set in the system.
For example, all of the English questions in the new file replace all of the previous
English questions. Therefore, if you modify even one question in the existing file, you
must reimport the entire file.

Decide carefully whether to modify an existing security questions file. Each time you
import a file to modify existing questions, all of the user answers to the previous
questions are deleted. Users must reenter their answers. RSA recommends that you
customize the security questions before any users answer the security questions.

Procedure

1. View the example in the security questions sample file
(SecurityQuestionSample.xml) in the RSA Authentication Manager 8.1
download kit.

2. Create a separate security questions XML file for each LANGUAGE element. For
example, if you need questions in three languages, create a file for each language.

3. Type the security questions in each file using the actual language. Authentication
Manager does not translate languages. A security question can contain up to 255
characters. Add at least as many security questions as are required by your
security questions enrollment setting.

4. Make sure that each XML file includes a language 1D code that matches the
language of the text. For a list of supported language ID codes, see the Security
Console Help topic “Language Codes for Security Questions.”

5. Validate each file using the security questions file schema
(SecurityQuestions.xsd) in the RSA Authentication Manager 8.1 download kit.
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Next Step

Import each new security questions file. For instructions, see the Security Console
Help topic “Import Security Questions.”

Emergency Online Authentication

Online authentication provides emergency access for users with missing or damaged
tokens. Even with a missing token, users can continue to have two-factor
authentication using an online emergency access tokencode, an 8-character
alphanumeric code generated by Authentication Manager.

The format of the online emergency access tokencode is determined by the token
policy of the associated security domain. For example, if the security domain’s token
policy allows special characters, the online emergency access tokencode can include
special characters.

If a user has an expired token, assign a new token, and then provide temporary access.
An online emergency access tokencode cannot be assigned to a user with an expired
token. For instructions, see Provide an Offline Emergency Passcode on page 133.

The following table lists the types of online emergency access tokencodes. Both
tokencode types replace the tokencode generated by the user’s token.

Tokencode Type Description

Temporary fixed tokencode e Can be used more than once.

¢ Must be combined with the user’s RSA SecurlD
PIN to create a passcode.

 Is displayed on the Self-Service Console.

One-time tokencode ¢ Issued in sets. You can determine the number of
tokencodes in a set.

¢ Must be combined with the user’s RSA SecurlD
PIN to create a passcode.

 Is displayed on the Self-Service Console.

« Users can download the set of one-time
tokencodes in a file.

< Each tokencode in the set can only be used once.

Users can also use the Self-Service Console to request temporary access to
Authentication Manager without the assistance of an administrator. For more
information, see RSA Self-Service on page 233.

Assign a Set of One-Time Tokencodes

You can provide temporary access for a user whose token has been permanently lost
or destroyed by assigning a set of one-time tokencodes. A one-time tokencode
replaces the tokencode generated by the user's missing token. Users must enter their
PIN and a one-time tokencode to perform two-factor authentication.
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Each one-time tokencode in a set can be used once. A set of tokencodes allows a user
to authenticate multiple times without contacting an administrator each time.

Procedure

1.

a M oD

10.

11.

12.

In the Security Console, click Authentication > SecurlD Tokens > Manage
Existing.

Use the search fields to find the appropriate token.
From the search results, click the token with which you want to work.
From the context menu, click Emergency Access Tokencodes.

On the Manage Emergency Access Tokencodes page, select the Online
Emergency Access checkbox to enable authentication with an online emergency
access tokencode.

Select Set of One-Time Tokencodes.
Enter the number of tokencodes that you want to generate.

Click Generate Codes. The set of tokencodes displays below the Generate Codes
button.

Record the set of one-time tokencodes so you can communicate them to the user.

Select one of the following options for the Emergency Access Tokencode
Lifetime:

« No expiration.
e Set an expiration date for the tokencode.

In the If Token Becomes Available field, configure how Authentication Manager
handles lost or unavailable tokens that become available.

e Deny authentication with the recovered token.

If a token is permanently lost or stolen, deny authentication with the
recovered token so that it cannot be used for authentication if recovered by an
unauthorized individual. This is essential if the lost token does not require a
PIN.

« Allow authentication with the recovered token while simultaneously disabling
the emergency access tokencode.

« Allow authentication with the recovered token only after the emergency
access tokencode has expired.

Click Save.

Assign a Temporary Fixed Tokencode

Occasionally, it is necessary to give a user temporary access to resources protected by
RSA SecurlD. For example, you can give temporary access to a user whose existing
token has been lost or destroyed. Temporary access allows a user to access protected
resources while waiting for a replacement token.

This procedure provides a user with temporary emergency access using a temporary
fixed tokencode.
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A temporary fixed tokencode replaces the tokencode generated by the user's token.
Similar to the regular tokencode, the temporary fixed tokencode is entered with the
user's PIN to create a passcode. By using a PIN with the temporary fixed tokencode,
the user can still achieve two-factor authentication.

Procedure

1. Inthe Security Console, click Authentication > SecurlD Tokens > Manage
Existing.

On the Assigned tab, use the search fields to find the lost or destroyed token.

3. From the search results, click the lost or destroyed token, and from the context
menu, select Emergency Access Tokencodes.

4. On the Manage Emergency Access Tokencodes page, select Online Emergency
Access.

5. For Type of Emergency Access Tokencode(s), select Temporary Fixed
Tokencode.

6. Click Generate New Code. The tokencode displays next to the Generate New
Code button.

7. Record the emergency access tokencode so that you can communicate it to the
user.

8. For Emergency Access Tokencode Lifetime, select either No expiration or
select Expire on and specify an expiration date.

You may want to limit the length of time the one time tokencode can be used.
Because the one-time tokencode is a fixed code, it is not as secure as the
pseudorandom number generated by a token.

9. For If Token Becomes Available, select one of the following options:

e Deny authentication with token.

Select this option if the token is permanently lost or stolen. This option

prevents the token from being used for authentication if recovered. This
safeguards the protected resources in the event the token is found by an
unauthorized individual who attempts to authenticate.

« Allow authentication with token at any time and disable online
emergency tokencode.

Select this option if the token is temporarily unavailable (for example, the
user left the token at home). When the user recovers the token, he or she can
immediately resume using the token for authentication. The online emergency
access tokencode is disabled as soon as the recovered token is used.

« Allow authentication with token only after the emergency code lifetime
has expired and disable online emergency tokencode.

You can choose this option for misplaced tokens. When the missing token is
recovered, it cannot be used for authentication until the online emergency
access tokencode expires.

10. Click Save.
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Emergency Offline Authentication

Offline authentication provides emergency access for RSA SecurlD for Windows
users who require emergency access while authenticating offline. These are users with
lost or stolen tokens, or users who have forgotten their PIN. Temporary emergency
access can be provided in two ways:

» Offline emergency access tokencode. Use this option if the user’s token is
unavailable. The Offline Emergency Access Tokencode is used with the user’s
PIN.

» Offline emergency passcode. Use this option if a user has forgotten his or her
PIN. The offline emergency passcode is used in place of the user’s PIN and
tokencode.

RSA SecurlID for Windows users may need temporary emergency access so that they
can authenticate while working offline. Temporary emergency access is necessary for
users with misplaced, lost, or stolen tokens, or users who have forgotten their PIN.

For offline authentication, the system generates and downloads an offline passcode or
tokencode before the user needs it. Providing emergency offline authentication codes
must be done in advance. Authentication codes cannot be sent to a user who is offline.

Provide an Offline Emergency Access Tokencode

An offline emergency access tokencode replaces the tokencode generated by the user's
token. Similar to the tokencode used in non-emergency circumstances, the user enters
the offline emergency access tokencode with a PIN to create a passcode, thus
achieving two-factor authentication.

You can configure the following:

«  Specify that a new offline emergency access tokencode is downloaded the next
time the user authenticates online.

« Allow the offline emergency access tokencode to be used for online and offline
authentication.
Before You Begin

e The user’s security domain must allow offline authentication and permit the user
to download offline emergency access tokencodes.

« The user must have authenticated to an agent that supports offline authentication
and the agent has downloaded days of offline authentication data.

Procedure

1. Inthe Security Console, click Authentication > SecurlD Tokens > Manage
Existing.

2. Use the search fields to find the token for the user who needs an offline emergency
access tokencode.

From the search results, click the token.
From the context menu, click Emergency Access Tokencodes.

132

6: Administering Users



RSA Authentication Manager 8.1 Administrator’s Guide

5. On the Manage Emergency Access Tokencodes page, note the Offline Emergency
Access Tokencode and its expiration date.

6. Select Reset Offline Emergency Access Tokencode, if you want the user to
download a new offline emergency access tokencode the next time he or she
authenticates online. If selected, the new tokencode downloads automatically.

7. Click Use offline code for online access, if you want the offline emergency
access tokencode used for online authentication.

8. Click Save.

Provide an Offline Emergency Passcode

An offline emergency passcode takes the place of the passcode (PIN + tokencode) that
the user normally enters. The user does not need to possess the token or know the PIN
to authenticate offline.

Before You Begin

Confirm the following:

e The user’s security domain allows offline authentication and permits the user to
download offline emergency access tokencodes.

» The user has authenticated to an agent that supports offline authentication and the
agent has downloaded days of offline authentication data.

Procedure

1. Inthe Security Console, click Identity > Users > Manage Existing.

Use the search fields to find the user who needs an offline emergency passcode.

From the search results, click the user.

From the context menu, click Manage Emergency Offline Access.

o M LD

On the Manage Emergency Access Passcodes page, note the Offline Emergency
Passcode and its expiration date.

6. Select Reset Offline Emergency Access Passcode, if you want the user to
download a new offline emergency passcode the next time he or she authenticates
online. If selected, the new passcode downloads automatically.

7. Click Update.

RSA SecurlD PINs

A personal identification number (PIN) is a numeric password used to authenticate a
user.

To increase security, you can set the token policy to require users to create PINs
containing both letters and numbers and to change their PINs at regular intervals. See

Token Policy on page 76.

Misplaced or stolen PINs puts protected resources at risk. For this reason, you should
instruct users to report compromised PINs as soon as possible.
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When a user reports a compromised PIN, you can require the user to change his or her
PIN after the next successful authentication.

When a user is required to change a PIN, the user must know his or her current PIN.
To change a PIN, the user authenticates using the existing PIN and tokencode. After
successfully authenticating, the user is prompted to create and confirm a new PIN, and
the PIN is associated with the user’s token.

For example, suppose a user reports that she used her computer at a local coffee shop,
and now she is worried that someone may have seen her type her PIN. After you

receive the report, you use the Security Console to require the user to change her PIN.
For instructions, see Require Users to Change Their RSA SecurlD PINs on page 135.

The token policy may require the user to use a system-generated PIN instead of
creating one. After the next authentication, the system provides the user with a new,
system-generated PIN. The user then authenticates again using the new,
system-generated PIN.

If users forget their PINSs, you cannot require them to change their PINS in order to
obtain a new one because users need to know their PINs in order to change them.
When a user forgets his or her PIN, you must clear the PIN before the user can create
a new one. For instructions, see, Clear an RSA SecurlD PIN on page 135.

Users can also use Self-Service to reset their PINSs.

Set an Initial On-Demand Authentication PIN for a User

On-demand authentication (ODA) always requires a PIN to request a tokencode. You
can set the initial PIN for the user. The following procedure is for a user who is not yet
enabled for ODA.

Procedure

1. Inthe Security Console, click Identity > Users > Manage Existing.

2. Use the search fields to find the user for whom you want to enable ODA and set
an initial PIN.

Click the user.
Select SecurlD Tokens.
Under On-Demand Authentication, select Enable User.

o v M w

For Expiration Date, specify No expiration or the date when on-demand
authentication expires.

~

For Send On-Demand Tokencodes to, specify the delivery method.

For Associated PIN, do one of the following:

» Select Require user to setup the PIN through RSA Self-Service Console.
¢ Select Set initial PIN to, and enter the initial PIN.

9. Click Save.

10. If you have set the initial PIN, securely communicate the initial PIN to the user.
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Clear a User's On-Demand Authentication PIN

You might clear a user's on-demand authentication (ODA) PIN when the PIN is
compromised, forgotten, or when your company policy requires the PIN change. You
must always set a temporary PIN when you clear a user's PIN because ODA requires a
PIN.

The user must change a temporary PIN the first time it is used.

Procedure

1. Inthe Security Console, click Identity > Users > Manage Existing.

Use the search fields to find the user for whom you want to set a temporary PIN.
Click the user.

From the context menu, select SecurlID Tokens.

o M LD

Under On-Demand Authentication, for Associated Pin, select Clear existing
PIN and set a temporary PIN for the user.

Enter a temporary PIN.
Click Save.
Securely communicate the temporary PIN to the user.

Require Users to Change Their RSA SecurlD PINs

When you require a user to change a SecurlD PIN, the user is prompted to create a
new PIN after successfully authenticating with the token.

You can require a PIN change only when a user knows the existing PIN. For example,
you might require a user to change a SecurlD PIN if the current PIN has been
compromised. If a user has forgotten the PIN, clear the PIN.

Procedure

1. Inthe Security Console, click Authentication > SecurID Tokens > Manage
Existing.
Click the Assigned tab.
Use the search fields to find the token that you want to edit.

From the search results, click the token with the PIN that you want the user to
change.

5. Select Require SecurID PIN Change.

Clear an RSA SecurID PIN

When a user forgets a SecurlD PIN, you can clear the PIN so that the user can create a
new one. When you clear a user’s PIN, the user can create a new PIN the next time the
user authenticates.

For example, suppose a user has forgotten a PIN and calls for help. You verify the
user’s identity and clear the PIN. You tell the user to enter just the tokencode when
prompted for the passcode the next time user authenticates. After entering the
tokencode, the user is prompted to create a new PIN for the user’s token.
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Procedure

In the Security Console, click Identity > Users > Manage Existing.
Use the search fields to find the user for whom you want to clear a PIN.
Click the user.

From the context menu, select SecurlID Tokens.

Click the serial number for the user’s assigned token.

From the context menu, select Clear SecurlID PIN.

Tell the user to enter only a tokencode at the next authentication. After the user
enters the tokencode, the user is prompted to create a new PIN.
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Obtain the PIN Unlocking Key for an RSA SecurlD 800 Authenticator

Users with SecurlD 800 authenticators need a PIN unlocking key to access their token
if they have forgotten their PIN. Use the Security Console to view the smartcard
details and obtain the PIN unlocking key.

Before You Begin

You must load the SecurlD 800 authenticator data into RSA Authentication Manager
before you can view it. For instructions, see Import PIN Unlocking Keys on page 136.

Procedure

1. Inthe Security Console, click Authentication > SecurlD Tokens > Manage
Existing.

Click the Assigned tab.

Use the search fields to find the smartcard that you want to view.

From the search results, click the smartcard that you want to view.

From the context menu, click Edit.

View the SID800 Smart Card Details section to obtain the PIN unlocking key.

© 0o~ D

Import PIN Unlocking Keys

Use the Import PIN Unlocking Key utility, import-puk, to import the PIN Unlocking
Keys for the RSA SecurlD 800 Hybrid Authenticator into Authentication Manager.
After importing the XML data, you can view the PIN Unlocking Key on the Token
Properties page in the Security Console.

Before You Begin

e You must have an administrator role with SecurlD 800 Smart Card Details
permission to perform this procedure. For more information, see the Security
Console Help topic “Edit an Administrative Role.”

«  Secure shell (SSH) must be enabled on the appliance. For instructions, see Enable
SSH on the Appliance on page 403.
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Procedure

1. Log on to the appliance using an SSH client. For instructions, see Log On to the
Appliance Operating System with SSH on page 404.

2. Change directories to /opt/rsa/am/utils. Type:
cd /opt/rsa/am/utils/
and press ENTER.
3. Run import-puk to import the PIN unlocking keys. Type:
./rsautil import-puk -f filename

where filename is the path to the PUK.xml file, for example:
-f Jopt/rsa/am/PUK.xml

When prompted, enter your administrator User ID, and press ENTER.
When prompted, enter your password, and press ENTER.
When the import process is complete, the following message displays:

Status: IMPORTED <number> PIN UNLOCK KEY (PUK) RECORDS
SUCCESSFULLY.

7. Close the SSH client. Type:
exit

and press ENTER.

User Groups

Grouping users makes it easy to manage access to protected resources. A user group is
a collection of users, other user groups, or both. Users and user groups that belong to a
user group are called member users and member user groups.
User Group Organization
You can organize groups according to your organizational needs:
« Geographic location. Groups can be created according to geography.
— A city, state, or country
— Arregion that includes several cities, states, or countries

e Company divisions. Groups can be created according to functional areas in a
company.

— Department
— Project
— Job
« Resources. Groups can be created according to particular resources.
— Research and development files
— Medical records
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User Group Characteristics

User groups have the following characteristics:

Each user group is stored in an identity source, either an LDAP directory or the
internal database.

Each user group is associated with a security domain.

A user group can contain multiple users and user groups.

User groups stored in an external identity source can contain only users and user
groups contained in that identity source.

A user group can include users and user groups that are managed in different
security domains.

For example, users in security domain A and users in security domain B can both
be members of the same user group and thus access the same protected resources.
User group names must be unique within a single identity source.

Authentication Manager can have two user groups with the same name if they are
stored in two different identity sources.

Administrators can move user groups between security domains to transfer
administrative responsibility for the group to a different administrator. For
instructions, see the Security Console Help topic “Move User Groups Between
Security Domains.”

A user or user group can be a member of more than one user group.

You can add and remove a user from user group using the User Dashboard page.
For instructions, see the Security Console Help topic “User Dashboard.”

Creating User Groups

You can create user groups in the following ways:

To create a user group in the internal database, use the Security Console. For
instructions, see Add a User Group on page 140 and Add a User to a User Group
on page 140.

To create a user group in an external identity source, use the LDAP directory
native interface.

Internal User Groups

You can add users and user groups from external identity sources to a user group in the
internal database. This offers the following benefits:

Improved authentication performance for users in an external identity source.

Including these users directly in a group in the internal database reduces the need
to access the external identity source when these users authenticate, which reduces
network traffic to the directory server. Users in member groups within a user
group do not benefit from this improved performance.

Greater control over organizing users, especially users in an LDAP directory,
where you cannot use the Security Console to control the group structure of the
directory.
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* Reduces administrative burden for the following reasons:

— You can create a single user group for a restricted agent, and include all the
users you want to grant access to the agent, rather than create separate groups
for each identity source.

— When an LDAP administrator modifies a group in the LDAP directory, you
can minimize or eliminate the need to reconfigure restricted agents because
access is granted through user groups residing in the internal database, and is
unaffected by modifications to groups in the directory.

Membership in user groups residing in external identity sources is still restricted to
member users and member users groups residing in the same external identity source
as the user group.

Nested User Groups

When you configure user groups for restricted agents, you may want to add or “nest”
multiple user groups within a single user group. This allows you to enable several
groups on a restricted agent. Using nested groups eases the administrative burden of
restricting access to authentication agents, but can affect authentication performance
when groups are deeply nested or contain large numbers of users.

Nested user groups have the following characteristics:

» Auser group in the internal database can contain user groups that reside in the
internal database or an external identity source. A user group in an external
identity source cannot contain user groups from any other identity source.

e You can nest user groups using one of the following means:

— Using the Security Console to nest two or more user groups stored in the
internal database.

— Using the LDAP directory user interface to nest two or more user groups
stored in the same external identity source.

— Using the Security Console to nest a user group stored in an external identity
source within a user group stored in the internal database.

«  Members of nested groups inherit access to restricted agents from the parent user
group that is granted access to the restricted agent. If a nested group is also
granted access to the same agent, its members may have additional access
permissions.

A user who is a member of a nested group can be granted access to a restricted agent
for two reasons:

» Because the user is a member of a nested user group that has access to the
restricted agent

» Because the user is a member of a user group that is nested in another user group
that has access to a restricted agent

In general, members of nested user groups have the same access privileges as the
parent user group. Members of the nested user group can access an agent when the
group is nested inside another user group that can access the agent.
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Add a User Group
You can add user groups to the internal database. You do not need to add a user group
that already exists in an external identity source. Groups in external identity sources
are added when the identity source is linked.
Procedure
1. Inthe Security Console, click Identity > User Groups > Add New.

2. From the Security Domain drop-down list, select the security domain to which
you want to assign the new user group. The new user group is managed by
administrators whose administrative scope includes this security domain.

3. Inthe User Group Name field, enter a unique name for the user group. Do not
exceed 64 characters. The characters & % > < * are not allowed.

4. Click Save.

Add a User to a User Group

You can add users from any identity source to a user group in the internal database
only. To change the membership of a group in an external LDAP identity source you
must use native tools.

You can add users to a single user group or to multiple user groups.

Procedure
1. Inthe Security Console, click Identity > Users > Manage Existing.

2. Use the search fields to find the user that you want to add to a user group. Some
search fields are case sensitive.

Select the checkbox next to the user that you want to add to a user group.
From the Action menu, select Add to User Groups, and click Go.

Use the search fields to find the user group to which you want to add the user.
Some search fields are case sensitive.

6. Select the checkbox next to the user group to which you want to add the user. You
can select multiple checkboxes to add the user to more than one group.

7. Click Add to Group.
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Controlling User Access With Authentication Agents

After installing an agent, you configure the agent to control user access to protected
resources. The following table describes how each agent configuration controls user

access.

Agent Configuration Who Can Authenticate

Benefits

Unrestricted All users in the same
deployment as the agent.

Restricted Members of any group
directly granted access to the
restricted agent.

Members of a group nested
within a group granted access
to the restricted agent.

Restricted with group access Members of a group or

time restrictions nested group who
authenticate during a
specified time.

Less administrative burden
because there is no need to
configure an agent as a
restricted agent, associate
user groups with agents, or
manage user membership of
the user groups associated
with the agent. However, you
can grant a user group that is
associated with a logon alias
access to an unrestricted
agent.

Increases security because
only a subset of users is
allowed to authenticate to the
agent, which allows you to
limit access to specific
network resources.

Further restricts access to the
agent by prohibiting
authentication outside of a
specified time period.

Configuring a Restricted Agent to Control User Access

A restricted agent allows only members of one or more specified groups to access
protected resources. For example, if you create a restricted agent to provide access to
personnel data and allow only members of the human resources group to authenticate
on this agent, only members of the human resources group can access personnel data.
You can further restrict access by limiting authentication to a specified a time span.

This procedure lists the high-level tasks required to configure a restricted agent.

Procedure

1. Add an authentication agent, and configure the agent to be a restricted agent.
For instructions, see Add an Authentication Agent on page 66.

2. Generate the Authentication Manager configuration file.
For instructions, see Generate the Authentication Manager Configuration File on

page 65.
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3. Set up user groups.
For instructions, see User Groups on page 137.

4. Allow a user group access to the restricted agent.

For instructions, see Allow a User Group to Authenticate on an Agent on
page 142.

5. (Optional) Set restricted access times for user groups.
For instructions, see the Security Console Help topic “Set Restricted Access

Times for User Groups.”
Allow a User Group to Authenticate on an Agent

Use the following procedure to allow a user group to authenticate on a restricted agent
or to enable the use of logon aliases on a restricted or unrestricted agent.

Restricted agents process authentication requests only from users who are members of
user groups that have been granted access to the restricted agent. Users who are not
members of an associated user group cannot use the restricted agent to authenticate.

Using restricted agents increases your control over who can authenticate to a resource.
However, using restricted agents also increases your administrative overhead because
administrators must explicitly associate user groups with the agents.

To authenticate on a restricted or unrestricted agent with a logon alias, a user must
belong to a user group that is associated with the logon alias and that is enabled for
authentication on the agent.

Procedure

1. Inthe Security Console, click Access > Authentication Agents > Manage
Existing.

Click the Restricted or Unrestricted tab.

3. Use the search fields to find the agents to which you want to grant access or
enable logon aliases.

4. Select the checkbox next to the agents to which you want to grant access or enable
logon aliases.

5. Do one of the following:

« For restricted agents, select Grant Access to User Groups from the Action
menu, and click Go.

« For unrestricted agents, select Enable Logon Aliases from the Action menu,
and click Go.

6. Use the search fields to find the user groups to which you want to grant access or
enable logon aliases.

7. Select the checkbox next to the user groups to which you want to grant agent
access or enable logon aliases.

8. Do one of the following:
«  For restricted agents, click Grant Access to User Groups.
e For unrestricted agents, click Enable Aliases Associated with User Groups.
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Restricted Access Times for User Groups

You can assign restricted access times to user groups. Restricted access times allow
you to control which days and hours members of a user group can access a restricted
agent.

For example, suppose you have users in Boston who access company resources and
you want to limit access to regular business hours. You can add the Boston users to a
group and restrict access times from 8:00 a.m. to 5:00 p.m. To ease the burden of
configuring time restrictions, Authentication Manager provides Access Time
templates that reflect typical times you may want to restrict access to agents. In this
example, you might choose to use the “8am - 5pm Weekdays” template for the group
instead of configuring these times manually.

Be aware of the following behaviors and limitations of restricted access times:

e All times are relative to the time zone that you select when you configure
restricted access times.

Be aware of this behavior when applying restricted access times in a deployment
containing users in geographically diverse locations. For more information, see
Restricted Access Times for Users in Different Geographic Locations on

page 143.

« Authentication Manager does not support fractional time zones. You must use an
available time zone closest to the desired fractional time zone.

« Authentication Manager does not make automatic adjustments for Daylight
Saving Time changes.

Restricted Access Times for Users in Different Geographic Locations

The times that you specify for restricted access are relative to the time zone of the
primary instance. If you restrict access times for users in different geographic
locations, you must account for the time differences between the locations. To
accommodate the time differences, you can configure group membership and access
time restrictions in two ways:

e Configure two or more user groups based on geographic location and set a
different access time for each group. When you configure user groups according
to the location of the members, you must compensate for the time difference
between the primary instance and the location of the users by configuring different
restricted access times for each group.

For example, if the deployment has users in Boston and London, create a user
group for Boston and another for London. Specify different restricted access times
for each group. On the primary instance located in Boston, you restrict the Boston
group from 8:00 a.m. to 5:00 p.m., and restrict the London group from 3:00 a.m.
to 12:00 p.m. (which is 8:00 a.m. to 5:00 p.m. in London).

Alternatively, you can select the local time zone when configuring restricted
access times. In the previous example, you could specify the local time zone for
each user group before configuring the restricted access times.

RSA recommends using this method because it offers more administrative control
over access times and over a user’s ability to access the restricted agent.
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e Configure a single user group for users in multiple geographic locations and
set the same access time for both groups. When you configure a single group
that contains members from different locations, you must make sure that the
restricted access times include the entire work day for all members of the user
group.

For example, suppose your group contains users in Boston and London. On the
primary instance located in Boston, which is set to Eastern Standard Time, you
restrict the Boston access times to the hours of 8:00 a.m. to 5:00 p.m. Because
users in London will only be able to access the agent from 1 p.m. to 10 p.m.
London time, you must expand the access time for the group from 3:00 a.m. to
5:00 p.m. Eastern Standard Time. This allows users both in Boston and London to
access the agent during the work day.

For more information, see Restricted Access Times for User Groups on page 143.

Restricted Access Times for Users in Multiple User Groups

When a user is a member of multiple user groups, more than one of the groups can be
granted access to the same restricted agent. In such cases, the time restrictions of the
groups are combined, which can expand the time that a user is allowed to access the
agent.

For example, suppose that a user is a member of two user groups: Marketing and
Sales. Both groups have access to the same restricted agent. If the restricted access
time for the members of Marketing is from 8:00 a.m. to 5:00 p.m. and the restricted
access time for members of Sales is from 9:00 a.m. to 7:00 p.m., the user can access
the agent from 8:00 a.m. to 7:00 p.m.

For more information, see the Security Console Help topic “Set Restricted Access
Times for User Groups.”

Restricted Access Times for Users in Nested User Groups

In general, user groups nested in a parent group share the same restricted access times
with the parent user group. However, when both the parent and the nested user groups
are granted access to the same agent, time restrictions are combined in the same way
that times are combined for users in multiple user groups.

For example, suppose that a user is a member of two user groups: Marketing and
Sales. Marketing is nested within Sales, and both groups have access to the same
restricted agent. If the restricted access time for members of Marketing is from
8:00 a.m. to 5:00 p.m. and the restricted access time for members of Sales is from
9:00 a.m. to 7:00 p.m., a member of Marketing can access the restricted agent from
8:00 a.m. to 7:00 p.m.
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Access to Restricted Agents by Active Directory Groups

Active Directory supports multiple types of groups. When configured to use Active
Directory as an identity source, Authentication Manager supports only Universal
groups.

When you select an Active Directory group for access on a restricted agent, make sure
that you select a Universal group. If you use any other type of Active Directory group,
the user may not be able to authenticate. When you view the Active Directory groups
from the Security Console, the Security Console displays all groups, regardless of

type.

The Security Console cannot display a user’s primary Active Directory user group,

such as Domain Users. The group appears empty even though it has members.
View User Groups Allowed to Authenticate on a Restricted Agent

Use the Security Console to view user groups that are allowed to authenticate on a
restricted agent. User groups directly granted access to the restricted agent are only
displayed in the search results. Nested user groups are not displayed.

Procedure

1. Inthe Security Console, click Access > Authentication Agents > Manage
Existing.

Click the Restricted tab.
Use the search fields to find the agent whose user groups you want to view.
Click the agent, and select User Groups with Access.

o b~ D

Click the user group that you want to view, and select View.

User Data in an LDAP Directory

Changes made to user data in an LDAP directory can affect authentication and
administration of the user when the change in the directory modifies the user’s
distinguished name (DN), the user’s User ID, or both. If a user’s DN or User ID is
changed, Authentication Manager can no longer find the user in the LDAP directory
that was designated as his or her identity source. A user (or a user group) in this state
is known as “unresolvable.” RSA recommends removing references to unresolvable
users and user groups because unresolvable users count against the license user limit if
they have assigned authenticators.

How a User Becomes Unresolvable

Unresolvable users are users that can no longer be found in the LDAP directory that
was designated as their identity source.

A user becomes unresolvable for any of the following reasons:

e The user is deleted from the LDAP directory.

e The user is moved outside the scope of the base DN of the identity source.
e The user is moved outside the scope of all identity sources.
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* The scope of the identity source is narrowed so that it no longer includes the user.

e The Search Filter of the identity source is modified so that it no longer contains
the user.

e The user is moved to an identity source in the same physical directory using the
delete and add method, and the Unique Identifier is configured to use the default
value.

« The user is moved to an identity source in a different physical directory.
Users who become unresolvable are reported as missing from the identity source.

After cleaning up users who have been moved to a different identity source, you
re-establish these users in Authentication Manager by enabling them for
authentication, or assigning them administrative roles.

Some directory management tools move users by deleting and re-adding them to the
directory. In these cases, Authentication Manager cannot find the users after the move
when the default Unique Identifier is used. Deleting and adding the user back to the
directory creates a new value for ObjectGUID, the default Unique Identifier. To
maintain the same value for your users, configure a customized attribute as the Unique
Identifier.

How a User Group Becomes Unresolvable

Unresolvable user groups are user groups that can no longer be found in the LDAP
directory that was designated as their identity source.

A user group becomes unresolvable for any of the following reasons:
e The user group is deleted from an LDAP directory.
e The user group is moved.

* The scope of the identity source is narrowed so that it no longer includes the user
group.

e The Search Filter of the identity source is modified so that it no longer contains
the user group.

Manual Cleanup for Unresolvable Users

RSA recommends cleaning up unresolvable users for the following reasons:

» Unresolvable users count against the license user limit. After cleaning up
unresolvable users, the count is reduced, and you can register more users in your
deployment.

» Tokens assigned to unresolvable users remain assigned to them. After cleaning up
unresolvable users, you can assign their tokens to other users.

If users are moved to an identity source in a different physical directory, reassign
the tokens to the same users. You also need to reassign any fixed passcodes,
on-demand tokencode settings, and administrative roles that users had prior to
being moved.

The manual cleanup process removes the association between the users in an LDAP
directory and RSA-specific data in the internal database. For instructions, see Clean
Up Unresolvable Users Manually on page 147.
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During a manual cleanup, RSA Authentication Manager generates a list of
unresolvable users from linked identity sources. You can preview the users affected by
the cleanup before removing all references to the users. By default, all unresolvable
users in linked identity sources are cleaned up. A manual cleanup does not clean up
user groups.

The manual cleanup process applies only to LDAP directory identity sources that are
linked to the system. If an identity source is not linked, no users are unresolvable, and
no manual cleanup is necessary.

Clean Up Unresolvable Users Manually

You can clean up unresolvable users manually on an as-needed basis. The cleanup
process removes the association between the users in an LDAP directory and
RSA-specific data in the internal database.

Before You Begin

You must be a Super Admin.

Procedure

1. Inthe Security Console, click Setup > Identity Sources > Clean Up
Unresolvable Users.

Select the name of the identity source that you want to clean up, or select All.
In the Grace Period field, do one of the following:

e If you want to clean up users who have been unresolvable for more than the
specified number of days, select the checkbox.

e If you want to clean up users immediately when they are found to be
unresolvable, clear the checkbox.

The Grace Period is used to prevent cleanup for any users and user groups that
may have been mistakenly removed from the directory or moved to an OU out of
scope of the identity source. You can specify how many days the users must be
unresolvable before they are cleaned up, and take corrective action beforehand.
By default, this field is enabled to clean unresolvable users after seven days.

4. Click Next.

The list of unresolvable users builds and displays in the Preview panel when
complete. The Preview displays up to 500 results at a time. If you see exactly 500
results, you may need to clean up additional users. In this case, RSA recommends
running a report based on the Users and User Groups Missing From ldentity
Source report template to view a complete list of unresolvable users. For more
information, see Add a Report on page 332.

5. In the Preview pane, review the list of users. Click the column names to sort the
list. If the list is empty, there are no unresolvable users.

6. Click Clean Up Now.
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Important: You cannot cancel the cleanup. When you click Clean Up Now,
all associations between the users and objects in the internal database are
removed.

When the clean up process completes, the Configure Settings pane displays a
success message.

Scheduling Cleanup for Unresolvable Users and User Groups

The scheduled cleanup job deletes references to unresolvable users and user groups
from the internal database.

The scheduled cleanup job runs against linked and unlinked identity sources and can
be configured to run on a daily, weekly or monthly basis. The job is canceled if the
number of unresolvable users exceeds the specified Cleanup Limit. The limit helps
avoid accidentally disassociating a large number of users from their authentication
data if changes are made to these users directly in an LDAP directory. The default
limit is 50 users.

RSA recommends cleaning up unresolvable users for the following reasons:

« Unresolvable users count against the license user limit. After cleaning up
unresolvable users, the count is reduced, and you can register more users in your
deployment.

» Tokens assigned to unresolvable users remain assigned to them. After cleaning up
unresolvable users, you can assign their tokens to other users.

If users are moved to an identity source in a different physical directory, reassign
the tokens to the same users. You also need to reassign any fixed passcodes,
on-demand tokencode settings, and administrative roles that users had prior to
being moved.

RSA recommends scheduling a cleanup for the following reasons:

» Before deleting an identity source

To delete an identity source you must first unlink the identity source from the
system, run the scheduled cleanup, and use the Operations Console to delete the
identity source. The scheduled cleanup deletes all references to users and groups
from the internal database that were associated with the unlinked identity source.
For more information, see the Security Console Help topic “Unlink Identity
Sources from the System.”

If you need to temporarily unlink an identity source (for example to add an
associated Global Catalog) do not run a cleanup job. When you relink the identity
source, all users from that identity source will be resolvable again. Authentication
Manager will be able to locate those users as it did before the unlink operation.

e After narrowing the identity source scope

After you narrow the scope of an identity source, some users and user groups may
become unresolvable and unable to authenticate. You must run the scheduled
cleanup job after editing the identity source. When you run the job, make sure that
you disable the Grace Period and Cleanup Limit if they are set, and re-enable
those settings after this single cleanup runs.
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You can use the following options to modify the cleanup process:

Cleanup Limit. The Cleanup Limit cancels the automated cleanup when more
than the specified number of unresolvable users are found in the database. This
limit helps prevent accidentally disassociating a large number of users from their
authentication data if changes are made to these users directly in the identity
source.

When the cleanup is canceled, you can run the “Users and User Groups Missing
From the Identity Source” report to see a list of unresolvable users. The list may
contain users that you do not want to clean up. For example, these may be users
who are mistakenly deleted from the directory or moved from location to another
in the same directory.

Grace Period. The Grace Period restricts the cleanup to users who have been
unresolvable for more than a specified number of days. Specifying a Grace Period
gives you time to correct any unintended changes to users in the directory. For
example, some users may have been deleted or moved accidentally.

Use the Grace Period to avoid cleaning up users when any of the following actions
occur accidentally in linked identity sources:

e A user is deleted.

e A user is moved to an organizational unit (OU) outside of any identity source
in your deployment.

e Auser’s name is changed.

Schedule a Cleanup Job

The schedule cleanup job repairs or deletes references to unresolvable users and user
groups from the internal database. Unresolvable users are users whose designated
identity source no longer contains any record of the user. When a user is moved to
another identity within the same LDAP directory, the cleanup job repairs the
references.

Procedure
1. Inthe Security Console, click Setup > Identity Sources > Schedule Cleanup.

2. To schedule the cleanup job to run, under Cleanup Status, select Enable
scheduled cleanup of unresolvable users and user groups from linked identity
sources, and all users and user groups from unlinked identity sources. By
default, this checkbox is cleared, and the field is disabled.

If you disable a cleanup that you have configured, the next time that you access
this page, all of the fields are reset to the default values and all of the
configuration changes that you made previously are lost.
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In the Cleanup Limit field, do one of the following:

¢ Leave the default.

By default, this field is enabled and the limit is 50 users. The limit must be a
positive number greater than zero. The cleanup is canceled when more than a
specified number of unresolvable or unlinked user references are found. The
limit helps avoid accidentally disassociating a large number of users from
their authentication and authorization data if changes are made to these users
directly in their identity source.

e If you want to clean up all unresolvable users and user groups, clear the
Cleanup Limit checkbox.

Important: Before you delete an identity source that is unlinked, clear this
checkbox when you run the cleanup.

In the Grace Period field, do one of the following:

e Leave the default.

By default this field is enabled and set to seven days. This value must be a
positive number greater than zero. This field is ignored for unlinked identity
sources. Only users who have been unresolvable for more than the specified
number of days are cleaned. This field helps prevent the cleanup of users that
may have been mistakenly removed from the directory or moved to an OU out
of scope of the identity source. You have an opportunity to take corrective
action before the cleanup.

e If you want to clean users immediately when they are found to be
unresolvable, clear the Grace Period checkbox.

Note: The Grace Period does not apply to user groups. User groups are
deleted immediately after they are found to be unresolvable.

If the Cleanup Limit is exceeded and the cleanup is canceled, run the Users and
User Groups Missing From Identity Source report to determine which users you
need to clean up. After viewing the report, you can specify a limit that allows the
cleanup to run successfully or perform a manual cleanup. For more information,
the Security Console Help topic “View a Report Template” and Scheduling
Cleanup for Unresolvable Users and User Groups on page 148.

Note: When you use Schedule Cleanup before deleting an unlinked identity
source, make sure you clear the Cleanup Limit checkbox so that no limit
applies. Also clear this checkbox when you run this job after narrowing the
scope of an identity source.

Under Schedule, use the Start field to select the date you want the cleanup to run
for the first time.

Use the Frequency fields to select how often, and on which days, you want the
cleanup to take place.

Use the Run Time field to specify what time you want the cleanup to run.
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9. Use the Expire fields if you want the settings to expire on a specific date. If you
do not select a date, the settings do not expire.

10. When you are done scheduling cleanup, click Save.

Moving Users in an LDAP Directory

When a user is moved within an LDAP directory that is a linked identity source,
Authentication Manager can detect the move and update the user when any of the
following events occur:

e A scheduled cleanup is run.

e An administrator runs a manual cleanup of all identity sources or of the identity
source containing the user.

e An administrator modifies a user’s record in the Security Console.
e The user attempts to authenticate.

Next Steps

After cleaning up users who have been moved to a different identity source, you need
to reestablish these users in Authentication Manager by assigning administrative roles
and enabling them for authentication.

Moving Users within an Identity Source

If a user is moved within an LDAP directory and remains within the same identity
source, the user can still authenticate and be administered unless the user’s Unique
Identifier changes. Some directory management tools change the Unique Identifier
because the move is performed by deleting and re-adding the user to the directory.

In these cases, Authentication Manager cannot find the users after the move because
deleting and adding the user back to the directory creates a new value for the attribute
designated as the default Unique Identifier (ObjectGUID in Active Directory or
nsUniquelD in Oracle Directory Server). To avoid this situation, configure a
customized attribute as the Unique Identifier.

Moving Users Outside the Scope of the Original Identity Source

If a user is moved within an LDAP directory and is outside the scope of the original
identity source, the user can still authenticate and be administered as long as the
following criteria are met:

e The user still resides in the same physical directory.

e Anidentity source is configured in Authentication Manager that meets the
following criteria:

— The identity source exists in the same physical directory as the original
identity source.

— The identity source encompasses the user’s new DN.
— Both identity sources use the same attribute for the User ID.
— Both identity sources use the same attribute for the Unique Identifier.
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While you can configure the identity source after the user is moved, a user who
attempts to authenticate before the identity source is configured is denied access for an
hour after the authentication attempt.

* The method used to move the user must not delete and re-add the user when the
identity source is configured to use the default Unique Identifier.

If these criteria are not met, the move causes the user to become unresolvable. For
information about how to manage an unresolvable user, see Manual Cleanup for
Unresolvable Users on page 146.

Impact of Moving a User Within an LDAP Directory

Moving a user in the directory affects Authentication Manager in the following ways:

e The user’s first authentication attempt might fail. This failed attempt does not
count against the user lockout policy.

To minimize the number of users who experience this initial authentication
failure, schedule a periodic cleanup. For instructions, see Schedule a Cleanup Job
on page 149.

« When replication is out of sync, or a replica instance is unavailable, there can be a
delay in updating the system with the user’s new identity source. In these cases,
the user is denied access until replication is restored.

< For users who authenticate with aliases, group associations are not retained when
the user is moved to a different identity source.

The user alias, shell, and any RADIUS profile assigned to the alias are retained
from the old identity source.

You must reassociate the alias, shell, and any RADIUS profile to a group in the
new identity source. To do this, edit the alias in the user’s authentication settings,
and select a group in the new identity source to associate the alias with the group.

For more information on updating authentication settings, see Manage User
Authentication Settings on page 123.

« The ability to authenticate through restricted agents can be lost when the user is
moved to a different identity source.

If a user’s distinguished name (DN) changes on the Oracle Directory Server/Sun
Java System Directory Server, the user is removed from all LDAP group
memberships. If this user belonged to a group with permission to authenticate on a
restricted agent, the user can no longer authenticate through the restricted agent.

If the user is a member of a group in the new identity source with permission to
authenticate on a restricted agent, you do not need to take any action. If the user is
not a member of a group in the new identity source with permission to
authenticate on a restricted agent, you must add the user to the group in the
directory location that is specified as the new identity source, and associate the
group with the restricted agent.

When group membership is changed directly in an LDAP directory,
Authentication Manager may not immediately recognize these changes because
group membership is cached. As a result, Authentication Manager sees the user as
a member of the group in the original identity source until the cached value
expires, typically after 10 minutes.
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Users can authenticate through a restricted agent for a short time after they move,
even though they are removed from all groups associated with the restricted agent.
To ensure that the change in group membership is recognized immediately, flush
the cache after making the changes in the directory. For more information, see
Flush the Cache on page 369.

e The user can be modified by a different administrator.

If the original administrator does not have privileges on the new identity source,
he or she will no longer have the ability to administer the user. However, an
administrator with privileges on the new identity source is able to administer the
user.

*  When a user is moved to a different identity source, the Security Console
recognizes the user in the new identity source immediately.

If administrators need to address any issues arising from the move, instruct them
to search for the user in the new identity source, not the old identity source.

Modifying a User in an LDAP Directory

When a user’s User ID is changed in an LDAP directory, Authentication Manager
automatically detects the change and updates the user when any of the following
events occur:

e A scheduled cleanup is run.

e An administrator runs a manual cleanup of all identity sources or of the identity
source containing the user.

e An administrator modifies a user’s record in the Security Console.

e The user attempts to authenticate using the old User ID.

Changing the User ID in the directory affects Authentication Manager in the following
ways:

e The first authentication attempt made by the user can fail.

If a user attempts to authenticate before another event has updated the User 1D, he
or she may experience an authentication failure. If users are denied access,
instruct them to use the old User ID for the first authentication attempt after the
change, and then use the new User ID for all subsequent authentication attempts.

If User ID is mapped to a user’s email, the initial authentication failure may not
occur.

e The Security Console recognizes the new User ID immediately.
If administrators need to deal with any issues arising from the User ID changing,
instruct them to search for the user by the new User ID, not the old User ID.

The User ID is updated and the user can authenticate using the new User ID after
an administrator manages the user, for example, the administrator views the user
record.
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e The ability to authenticate through restricted authentication agents can be lost
when default settings are used in Sun Java System Directory Server/Oracle
Directory Server Enterprise Edition identity sources.

The default settings in Sun Java System Directory Server/Oracle Directory Server
Enterprise Edition use the uid attribute as the Naming Attribute. The default
settings in Authentication Manager map User ID to the uid attribute. With these
settings configured for Sun Java System Directory Server/Oracle Directory Server
Enterprise Edition identity sources, any modification to the User ID (uid) changes
the user’s distinguished name, which removes all LDAP group memberships for
the user.

If a user whose DN changed belonged to a group with permission to authenticate on a
restricted agent, the user can no longer authenticate through the restricted agent. To
enable this user to authenticate through the restricted agent, you must re-add the user
to the group associated with the restricted agent.

Modifying Group Membership in an LDAP Directory

In order to optimize performance and minimize traffic between Authentication
Manager and an LDAP directory, Authentication Manager caches information about
user group memberships. When a user’s group membership is changed in an LDAP
directory, Authentication Manager cannot acknowledge the change until the cache is
refreshed. As a result, these changes take effect after the cache refresh interval has
elapsed. In the time between the change and the refresh, you may see the following
behaviors:

e Auser added to a group that has access to a restricted agent cannot authenticate to
the restricted agent.

e A user who has been removed from a group that has access to a restricted agent
can still authenticate to the agent.

You can flush the cache immediately using the Operations Console. For more
information, see Flush the Cache on page 369.

For more information on configuring the cache, see the Security Console Help topic
“Configure the Cache.”
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Administering RSA Authentication Manager

Delegated System Administration

The Super Admin and the Operations Console administrators are responsible for
maintaining the components of the Authentication Manager system.

Super Admin

The Super Admin is the only role with full administrative permission in all security
domains in the deployment. The Super Admin creates other administrators, the
security domain hierarchy, and links identity sources to the deployment.

Operations Console Administrators

An Operations Console administrator is an administrative account that grants access to
the Operations Console. Operations Console administrators can perform important
command line utility procedures, including recovering a Super Admin account in the
event that no Super Admin is able to access the system.

Like the Super Admin administrative role, an Operations Console administrator
account should only be granted to the most trusted administrators. Many Operations
Console tasks require both Super Admin and Operations Console administrator
credentials.

You create an initial Operations Console administrator account during Quick Setup,
and you can create and manage Operations Console administrators in the Security
Console. Only a Super Admin can view or manage an Operations Console
administrator account. Likewise, only a user with Operations Console administrator
credentials can restore a Super Admin.

Authentication Manager stores Operations Console administrator accounts separately
from the user database. User password policies do not apply to Operations Console
administrators.
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System Administrator Accounts

The following accounts provide permission to modify, maintain, and repair the
Authentication Manager deployment. Quick Setup creates these accounts with
information that you enter.

+ Authentication Manager Administrator Accounts

» Appliance Operating System Account

If you plan to record the logon credentials for these accounts, be sure that the storage
method and location are secure.

Authentication Manager Administrator Accounts

The following table lists the administrator accounts for Authentication Manager. The
administrator who deploys the primary instance creates these accounts during Quick

Setup.

Name

Permissions

Management

Super Admin

Operations
Console
administrator

Super Admins can perform all
administrative tasks in the Security
Console with full administrative
permission in all security domains
in the deployment.

Operations Console administrators
can perform administrative tasks
in the Operations Console.
Operations Console administrators
also use command line utilities to
perform some procedures, such as
recovering the Super Admin
account. Command line utilities
require the appliance operating
system account password.

Note: Some tasks in the Operations
Console also require Super Admin
credentials. Only Super Admins
whose records are stored in the
internal database are accepted by
the Operations Console.

Any Super Admin can create other
Super Admin users in the Security
Console.

An Operations Console
administrator can recover a Super
Admin account if no Super Admin
can access the system.

Any Super Admin can create and
manage Operations Console
administrators in the Security
Console. For example, you cannot
recover a lost Operations Console
administrator password, but a
Super Admin can create a new
one.

Operations Console administrator
accounts are stored outside of the
Authentication Manager internal
database. This ensures that if the
database becomes unreachable, an
Operations Console administrator
can still access the Operations
Console and command line
utilities.

User IDs for a Super Admin and a non-administrative user are validated in the same
way. A valid User ID must be a unique identifier that uses 1 to 255 ASCII characters.
The characters & % > < " are not allowed.
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A valid User ID for an Operations Console administrator must be a unique identifier
that uses 1 to 255 ASCII characters. The characters @ ~ are not allowed, and spaces
are not allowed.

Note: Create an Operations Console administrator account for each Operations
Console user. Do not share account information, especially passwords, among
multiple administrators.

Appliance Operating System Account

The appliance operating system account User ID is rsaadmin. This User ID cannot be
changed. You specify the operating system account password during Quick Setup.
You use this account to access the operating system when you perform advanced
maintenance or troubleshooting tasks. The rsaadmin account is a privileged account to
which access should be strictly limited and audited. Individuals who know the
rsaadmin password and who are logged on as rsaadmin have sudo privileges and shell
access.

Every appliance also has a root user account. This account is not needed for normal
tasks. You cannot use this account to log on to the appliance.

You can access the operating system with Secure Shell (SSH) on a hardware appliance
or a virtual appliance, or you can use the VMware vSphere Client on a virtual
appliance. Before you can access the appliance operating system through SSH, you
must use the Operations Console to enable SSH on the appliance. For instructions, see
Enable SSH on the Appliance on page 403.

An Operations Console administrator can change the rsaadmin password. For
instructions, see the Operations Console Help topic “Change the Operating System
Account Password.” RSA does not provide a utility to recover the operating system
password.

Add a Super Admin

Each deployment must have at least one Super Admin. You can assign another user as
a Super Admin to share administrative responsibilities. You add a Super Admin in the
Security Console.

Before You Begin

You must be a Super Admin to perform this procedure.

Procedure

1. Inthe Security Console, click Identity > Users > Manage Existing.

2. Use the search fields to find the user that you want to assign a Super Admin role.
3. Click the user, and select Administrative Roles.

4. Click Assign Role, click SuperAdminRole, and click Assign Role.
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Add an Operations Console Administrator

An Operations Console administrator is a user with permissions to perform
administrative tasks in the Operations Console and to run some command line
utilities. You create an Operations Console administrator in the Security Console.

Before You Begin

You must be a Super Admin.

Procedure
1. Inthe Security Console, click Administration > Manage OC Administrators.
2. Click Add New.

3. Inthe Create User ID field, enter the Operations Console administrator’s User
ID. The User ID must be between 1 and 255 characters and may only contain
characters in the basic ASCII character set, excluding space, @, and ~.

4. Inthe Create Password field, enter the Operations Console administrator’s
password. The password must be between 8 and 32 characters, contain at least 1
alphabetic character, at least 1 special character, and may only contain characters
in the basic ASCII character set, excluding space, @, and ~. The password can not
match the corresponding user ID.

In the Confirm Password field, reenter the password.
Click Save.

Note: It can take from fifteen to thirty minutes for a new Operations Console
administrator’s account to replicate to a replica instance.

Change an Operations Console Administrator's Password

Any Super Admin can change an Operations Console administrator password in the
Security Console. You cannot recover a lost Operations Console administrator
password, but a Super Admin can create a new one.

Before You Begin

You must be a Super Admin.

Procedure
1. Inthe Security Console, click Administration > Manage OC Administrators.

2. Next to the Operations Console administrator whose password you wish to
modify, click Change Password.
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3. Inthe Create New Password field, enter the Operations Console administrator’s
new password.

The password must be between 8 and 32 characters, contain at least 1 alphabetic
character, at least 1 special character, and may only contain characters in the basic
ASCII character set, excluding space, @, and ~. The password may not match the
corresponding user ID.

4. Inthe Confirm New Password field, reenter the new password.
5. Click Save.

Note: It can take from fifteen to thirty minutes for changes to an Operations Console
administrator’s account to replicate to a replica instance.

Operations Console

You use the Operations Console to add or manage the following Authentication
Manager components:

* Identity sources
* Instances
» Certificates
*  Web tiers
*  Network settings
You also use t_he Operations Console to back up and restore deployment data to fix an
unresponsive instance.
Log On to the Operations Console

Operations Console administrator credentials are required to log onto the Operations
Console. An initial Operations Console administrator account is created during Quick
Setup, and additional Operations Console accounts can be created by a Super Admin.

Navigation works best if you use the Operations Console menus and buttons instead of
using the browser’s navigation controls.
Before You Begin

You must have Operations Console administrator credentials.

Procedure
1. Open the browser.
2. Go to the following URL:

https://fully qualified host
name:7072/operations-console/

where fully qualified host name is the FQHN of the appliance.
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Session Lifetime Limits

A session lifetime defines a session duration. Session lifetime is an important security
feature because it prevents administrators from keeping sessions open indefinitely,
leaving them vulnerable to unauthorized access. When you edit a session lifetime, you
can change settings such as the maximum session lifetime, and how long a session can
be idle before the system closes it.

Each time an administrator logs on to the Security Console, Operations Console, or
Self-Service Console, the following sessions are created:

e Logon Session
e EAP32 Session Lifetime

* Console and Command API Session

Up to ten administrators can be logged on at the same time.

You can create different sets of session attributes for the primary instance and the
replica instance.

Logon Session

Logon Session settings control the lifetime for sessions that are abandoned or have not
completed the authentication process. These sessions affect the following types of
logon sessions:

e Security Console (administrators)
e Operations Console (administrators)
»  Self-Service Console (non-administrative)

» Users who are authenticating through risk-based authentication
(non-administrative)

The defaults for these settings are three minutes idle time-out and eight minutes of
total lifetime.

EAP32 Session Lifetime

Extensible Authentication Protocol (EAP) Session settings control the initial session
lifetime for EAP32 Sessions.

Console and Command API Session

The Console and Command API Session settings control the authenticated or active
sessions for administrators in the web-based consoles or the command application
programming interface (API). The default settings are 30 minutes idle time-out and 8
hours of total lifetime.

The Authentication Manager web-based administrative consoles are the Security
Console and the Operations Console. The command API is used by programmers, web
developers, or systems engineers responsible for developing custom software
applications that interact with the Authentication Manager system. For information on
the command API, see the RSA Authentication Manager 8.1 Developer’s Guide.
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Types of Session Lifetime Limits

Session settings apply to the logon pages for the web-based administrative consoles,
the command API interface described in the RSA Authentication Manager 8.1
Developer’s Guide, and the risk-based authentication (RBA) logon attempts by end
users. When a session times out or reaches the maximum lifetime, the logon page is
redisplayed, and the user must log on again.

You can configure the following settings for sessions:

Time-out. The length of time that a session can be inactive before being
terminated. The default setting is 30 minutes.

Maximum Lifetime. The maximum length of an session. When the console
session reaches its session lifetime, the session is terminated and the administrator
is logged off, regardless of whether the session is active. The default setting is
eight hours.

These settings are independent of session inactivity. For example, if a console and
command API session lifetime is eight hours, an administrator is automatically logged
off after eight hours, even if there have been no periods of inactivity during the
session.

Only a Super Admin can modify the console and command API session settings.

Edit Session Lifetime Settings

When you edit a session lifetime, you can change settings such as the maximum
session lifetime, and the amount of time a session can be idle before the system closes
it.

Before You Begin

You must be a Super Admin.

Procedure
1. Inthe Security Console, click Setup > System Settings.
2. Under Console & Session Settings, click Session Lifetime.

3. Click the session type that you want to edit, and select Edit, from the context
menu.

4. Under Session Lifetime Settings, do the following:

a. Select Time out idle sessions, and enter the time-out duration, if you want to
time out sessions after a period of inactivity.

b. Select Limit session lifetime, and enter the maximum lifetime of a session.
5. Click Save.
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Updating ldentity Source Properties

Occasionally it is necessary to update the identity source properties after the identity
source has been linked to Authentication Manager. The directory configuration
mapping section of the identity source properties makes it possible for fields in the
identity source to be used by the internal database. Use the Operations Console to edit
directory configuration mapping.

You can also create custom user attributes with the Security Console. Use the Security
Console to edit identity attribute definitions for custom user attributes. For
information, see the Security Console Help topic “Edit Identity Source Attribute
Mappings.”

Procedure

1. If you plan to change the User ID mapping, unlink the identity source from
Authentication Manager. For instructions, see Unlink Identity Sources from the
System on page 162.

2. Edit the identity source properties. For instructions, see Edit an Identity Source on
page 163.

3. If you unlinked the identity source to change the User ID mapping, re-link the
identity source to Authentication Manager after you have finished editing. For
instructions, see Link an Identity Source to the System on page 164.

Unlink Identity Sources from the System

When you link an identity source to the system, all users and user groups in the
identity source can be viewed and managed through the Security Console. When you
unlink an identity source, those users and user groups can no longer be managed
through the Security Console.

When you re-link the identity source, all users from that identity source will be
resolvable again. Authentication Manager will be able to locate those users as it did
before the unlink operation.

Before You Begin

You must be a Super Admin.

Note: You cannot unlink the internal database and the identity source to which you
belong.

Procedure

1. Inthe Security Console, click Setup > Identity Sources > Link Identity Source
to System.

2. From the list of linked identity sources under Link Identity Source, select the
identity source that you want to unlink, and click the left arrow to unlink it.

3. Click Save.
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4. On the Unlink Identity Source Confirmation screen, select Yes, unlink the
identity source(s).

5. Click Unlink.

Next Steps
Edit the identity source user attribute mappings. For instructions, see Edit an Identity
Source on page 163.

Edit an Identity Source

You can edit identity source properties before or after the identity source is linked to
the system. You must unlink the identity source from Authentication Manager before
you edit User ID mapping.

Important: Use extreme caution when editing identity source properties. If you need
to narrow the scope of an identity source or remap the User 1D, see Identity Source

Properties on page 101.

Before You Begin

You must be a Super Admin.

Procedure

1. Inthe primary instance Operations Console, click Deployment Configuration >
Identity Sources > Manage Existing.

When prompted, enter your Super Admin User ID and password.
Click the identity source that you want to edit, and select Edit.

Click the Connection(s) tab or the Map tab to view the properties. Make any
necessary changes to the fields. For a description of each field, see Identity Source

Properties on page 101.
5. Click one of the following:

* Reset. If you have not saved your edits, you can click Reset to reset the
identity source as it was before you began editing.

e Save. Saves your changes, and displays a confirmation message.
« Save and Finish. Saves your choices, returns you to the list of identity
sources, and displays a confirmation message.
Next Steps

If your changes cause a change in the set of users or groups, you may need to unlink
the identity source, perform a manual cleanup, and relink the identity source. For more
information, see User Data in an LDAP Directory on page 145.
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Link an Identity Source to the System

You must link all LDAP directory identity sources to the system. After linking, all
users in the identity source can be viewed and managed through the Security Console.
Users are visible in the top-level security domain by default, but you can move them
to other security domains as necessary. Additionally, you can configure the system to
place users from the identity source into a specific security domain automatically. For
more information, see Default Security Domain Mappings on page 43.

Before You Begin
* You must be a Super Admin.

* If you link an Active Directory Global Catalog, you must also link each identity
source that replicates user data to that Global Catalog. For example, if identity
sources I1S1 and 1S2 replicate information to Global Catalog GC1, and you link
GC1 as an identity source, you must also link 1S1 and I1S2 to the system.

Procedure

1. Log on to the Security Console as Super Admin.

2. Click Setup > Identity Sources > Link Identity Source to System.

3. From the list of available identity sources, select the identity sources that you want
to link, and click the right arrow.

4, Click Save.

Verify the LDAP Directory Identity Source

To verify that you have successfully added and linked an identity source, you can view
the users and groups from that identity source through the Security Console.
Procedure

1. Inthe Security Console, click Identity > Users > Manage Existing.

2. Use the search fields to find the appropriate identity source, and click Search.

3. View the list of users from the LDAP directory identity source.

Certificate Management for Secure Sockets Layer

Secure Sockets Layer (SSL) is enabled by default for communication ports that are
used for RSA Authentication Manager administration and replication. When you
deploy an instance of Authentication Manager, communication is secured by a
long-lived SSL certificate. This certificate is unique to your deployment, and it is
signed by an internal RSA certificate authority (CA).

Because this SSL certificate is signed by an internal RSA CA, your browser may
present a warning message that the default certificate cannot be verified. If an Online
Certificate Status Protocol (OCSP) client is deployed, you may receive a message that
revocation list information is not available. This is expected behavior.
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To continue, click the option that your browser presents that allows you to proceed or
to connect to an untrusted site. For example, your browser might ask you to click a
link that reads “I Understand the Risks.”

To prevent this warning message from displaying, you must add the internal RSA CA
to your browser’s trusted root certificate list, or replace the RSA certificate with one
that is signed by a certificate authority that is trusted by your browser.

See your browser documentation for instructions about adding the internal RSA CA to
your browser’s list of trusted root certification authorities.

Console Certificate

When you deploy an instance of RSA Authentication Manager, communication
between the browser and the Security Console, Operations Console, and Self-Service
Console is secured by a long-lived secure socket layer (SSL) certificate. This
certificate is signed by an internal RSA certificate authority (CA). Because this CA is
self-signed, your browser may present a warning message that the default certificate
cannot be verified.

Replacing the console certificate with a certificate issued by a third-party CA is
optional. However, you might need to replace the console certificate for the following
reasons:

* Your network policy requires that you use certificates issued by another CA.
* Your existing certificate is expired.

In the certificate chain you obtain from a third-party CA, each X.509 version 3 CA
certificate must have the Basic Constraints extension CA field set to TRUE. If any
X.509 version 3 CA certificate in the chain does not have the Basic Constraints
extension properly set, Authentication Manager rejects the certificate. If this happens,
contact the certificate authority to resolve the issue.

A certificate issued by a third-party CA may be valid for only 1 to 2 years. You must
ensure that a third-party certificate is replaced before it expires.When the console
certificate expires, you cannot start the Authentication Manager services after they are
stopped.

If you stop the services on an instance with an expired certificate, you must replace the
expired certificate with the default certificate that was installed when the instance was
deployed. For instructions, see Replace an Expired Console Certificate on page 169.

For an overview of the replacement process, see Replacing the Console Certificate on
page 165.

Replacing the Console Certificate

Complete this procedure to replace the existing secure socket layer (SSL) certificate
that secures communication between the browser and the Security Console,
Operations Console, and Self-Service Console.

Perform these tasks on any instance where you want to replace the existing SSL
certificate.
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Before You Begin

e You must be an Operations Console administrator.

e Consult your certificate authority (CA) to ensure that you have all of the required
information for your certificate signing request (CSR).

Procedure

1. Generate a CSR by doing one of the following:

Use the Operations Console to have RSA Authentication Manager generate a
key pair and a CSR.For instructions, see Generate a Certificate Signing
Request Using the Operations Console on page 166.

Use a third-party tool of your choice to generate a key pair and a CSR.

2. Submit the CSR to your CA, and request an SSL server certificate.

If your CA does not provide an option for an SSL server certificate, make sure
that your certificate includes the key-usage extension with Key Encipherment
selected.

The key algorithm must be RSA Public Key.

3. Download the certificate file (either .cer or .p7b) from your CA. The certificate
file typically contains the full signing chain of the certificate.

The issued certificate’s subject must contain a common name (CN) whose
value is the fully qualified hostname (FQHN) of the instance where you want
to replace the current SSL certificate.

If the certificate file does not contain all the certificates in the signing chain,
you must download the full signing chain of the certificate, either in a single
file or individually.

4. If you generated a CSR using a third-party tool, create a PKCS#12 file (either .pfx
or .p12) that includes the certificate file from your CA and the private key for the
new certificate.

Import a Console Certificate on page 167 .

Activate a New SSL Console Certificate on page 168.

Generate a Certificate Signing Request Using the Operations Console

To replace a console certificate with a certificate by a third-party certificate authority
(CA), you must generate a certificate signing request (CSR) and submit it to the CA.
You may need to replace the console certificate for any of the following reasons:

* Your network policy requires that you use certificates issues by another CA.

* Your existing certificate is expired.

You submit a CSR to a CA to obtain a signed certificate. Use the Operations Console
to generate a CSR.
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Before You Begin

e You must be an Operations Console administrator.

e Consult your CA to ensure that you have all of the required information for the
CSR.

Procedure

1. Inthe Operations Console, click Deployment Configuration > Certificates >
Console Certificate Management.

In the Console Certificate Management page, click Generate CSR.

3. Inthe Generate Certificate Signing Request page, under Certificate Basics, enter
the requested information.

Depending on your CA, you are asked to supply some or all of the following
information:

* (Required) Alias. The name of this certificate. This name appears under
Alias on the Console Management page. Only a-z, A-Z, space, and comma
characters are allowed.

e Country Name. The country where your organization is located. The value
supplied to your CA is the two-letter country code.

»  State or Province Name. The state or province where your organization is
located.

» City or Locality Name. The city or town where your organization is located.
* Organization Name. The legal name of your organization.

* Organizational Unit Name. The division of your organization that is
ordering the certificate, for example, engineering, accounting, marketing, and
SO on.

« E-mail Address. An official e-mail address for verification, for example,
administrator@mycompany.com.

Click Generate File.
In the Download File page, click Download.
Follow the browser prompts to save the CSR file.

N o o &

In the Download File page, click Done.

Import a Console Certificate

After you import all of the certificates in the signing chain from your certificate
authority (CA), you can replace the existing secure socket layer (SSL) certificate with
a new certificate.

Before You Begin

e You must be an Operations Console administrator.

» Generate a certificate signing request (CSR), and submit the CSR to your CA.

» Download the CA root certificate.
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« Download any other certificates that are part of the signing chain if the SSL
certificate does not contain the complete chain.

+ Download the new SSL certificate.

Procedure

1. Inthe Operations Console, click Deployment Configuration > Certificates >
Console Certificate Management.
Beginning with the root certificate, perform the following steps for each
certificate in the signing chain.
In the Console Certificate Management page, click Import Certificate.

3. Inthe Import Certificate page under Certificate Basics, do one of the following:
For a console certificate made in response to a CSR from the Operations Console:

¢ Inthe Import Certificate field, browse to the location where the certificate is
stored. This file contains either a CA root certificate or the SSL certificate
from the CA.

e For Type of Certificate to Import, select PKCS #7 (*.cer or *.p7b).

For a console certificate made in response to a CSR from a certificate tool of your
choice:

* Inthe Import Certificate field, browse to the location where the certificate is
stored. This file contains one or more certificates and the private key for the
new certificate. Do one of the following:

— If the SSL certificate file contains the complete certificate chain up to the
CA root certificate, then import the PKCS #12 file. In the Password field,
enter the password for the PKCS#12 file.

— If the SSL certificate file does not contain the complete certificate chain
up to the CA root certificate, then import each of the CA certificates in the
certificate chain in a PKCS #7 file before importing the SSL certificate in
a PKCS #12 file. In the Password field, enter the password for the
PKCS#12 file.

4. Click Import.

Next Steps

Activate the new certificate to replace the existing SSL certificate. For instructions,
see Activate a New SSL Console Certificate on page 168.

Activate a New SSL Console Certificate

When you deploy an instance of RSA Authentication Manager, communication
between the browser, and the Security Console, Operations Console, and Self-Service
Console is secured by a long-lived secure socket layer (SSL) certificate. If you replace
the console certificate, and in turn, import a new certificate, you must activate the
certificate to make it available for use.

To activate a secure socket layer (SSL) certificate, the certificate must have a subject
field that contains a common name (CN) with a value equal to the fully qualified
hostname (FQHN) of the instance you are administering.

168
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Before You Begin
e You must be a Super Admin and an Operations Console administrator.

« Import the SSL certificate that you want to activate. See Import a Console
Certificate on page 167.

Procedure

1. Inthe Operations Console, click Deployment Configuration > Certificates >
Console Certificate Management.

2. Inthe Console Certificate Management page, under Alias, click the name of the
new SSL certificate.

From the context menu, select Activate.

In the Activate Certificate Confirmation page, review the Certificate Details to
ensure that this is the certificate that you want to activate.

5. Select Yes, make this the active certificate, and click Activate Certificate.

After the certificate is activated, the appliance services automatically restart to
complete the activation process. This can take several minutes.

6. After all the services start, log on to the Operations Console.

In the Operations Console, click Deployment Configuration > Certificates >
Console Certificate Management, and make sure that the new certificate status
is Active.

Replace an Expired Console Certificate

If you replace the original console certificate with a certificate issued by a third-party
certificate authority (CA), you must make sure that this third-party certificate is
replaced before it expires. When the console certificate expires, you cannot start the
Authentication Manager services after they are stopped.

If you stop Authentication Manager services on a deployment with an expired
certificate, perform the following procedure. and then start the services.
Procedure

1. Use an SSH client (or the VMware vSphere client on a virtual appliance) to log on
to the appliance with the User ID rsaadmin and the current operating system
password.

2. Change the directory to utils. Type:
cd /opt/rsa/am/utils
and press ENTER.
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3. Run the following command to change the console certificate from the third-party
certificate to the original certificate. Type the following, and press ENTER:

./rsautil reset-server-cert -u oc_admin UserID
-p oc_admin password

where:
e oc_admin_UserID is the user name for an Operations Console administrator
e oc_admin_password is the Operations Console administrator’s password

Next Step

Start the Authentication Manager Services. For instructions, see Manage RSA
Authentication Manager Services Manually on page 406.

Licenses

Each Authentication Manager deployment must have a license installed. The license
grants permission to use the Authentication Manager appliance. RSA Authentication
Manager 8.1 supports the use of an existing version 8.0 license, a new version 8.1
license, or a combination of version 8.0 and 8.1 licenses.

These are the license types:

Base Server. A permanent license allowing 1 primary instance and 1 replica
instance of Authentication Manager.

Enterprise Server. A permanent license allowing 1 primary instance and up to 15
replica instances of Authentication Manager. The Enterprise Server license also
includes the Authenticator Provisioning feature.

Each license type limits the number of instances of Authentication Manager that can
be installed. User limits are based on the customer’s usage requirements.

For example, a customer with 10,000 employees may purchase a license for 11,000
users in order to accommodate current employees and to allow for future hiring.

It is important to know:
* You can install multiple licenses.
e The Account ID must be the same for all licenses.

e The License ID, sometimes referred to as the Stack 1D, must be unique for each
license. You cannot install the same license twice.

* Only users with assigned authenticators count against the license limit. Users with
multiple authenticators only count once.

» The Security Console displays warning messages as you approach your user limit.
A message is displayed when you exceed 85, 95, and 100 percent of the user limit.

e The system updates the user counts every hour and each time that a user views the
license status in the Security Console.
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The following table shows the attributes for each license type.

License Feature Base Server Enterprise Server

Users with Assigned Authenticators Specified by customer Specified by customer
at time of purchase at time of purchase

Number of instances ol 16 (1 primary and 15
replica instances)

RBA/ODA Optional Optional
Business Continuity Optional Optional
RADIUS Yes Yes
Offline Authentication Yes Yes
Tokens Yes Yes
Self-Service Yes Yes
Authenticator Provisioning No Yes

ILicenses with a two-instance limit allow a third instance for disaster recovery situations.

The business continuity option allows you to temporarily enable more users to use
RSA SecurlD authentication than your license normally allows. RSA recommends
that you enable the users created with the business continuity option to receive
on-demand tokencodes so that you do not have to assign and deliver tokens to them.
However, if you want, you can assign them RSA SecurID tokens.

If you need more users enabled for a specific feature, you must obtain an additional
license from RSA.

For instructions, see Install a License and View Installed Licenses on page 172.

Install a License
You must install a new license when you want to do either of the following tasks:
« Upgrade from an evaluation license to a base or enterprise license.
» Upgrade the limits and features of an existing license.

When you purchase a license, you receive a .zip file containing the XML license file.
You must install the XML license file through the Security Console.

When you install a new license, the License Status page displays the combined limits
and features of all installed licenses.
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Before You Begin
e You must be a Super Admin.

*  When you upgrade from an evaluation license, you must uninstall the evaluation
license before installing the new license. For more information, see the Security
Console Help topic “Uninstall a License.”

e The license version must be compatible with the current RSA Authentication
Manager version.

« The license serial number must be the same as all other existing licenses in the
deployment.

e The License ID, or Stack 1D, must be unique among all licenses.

Procedure

1. Extract the license XML file from the .zip file.

2. Inthe Security Console, click Setup > Licenses > Add New.
3. Browse to the XML license file that you want to install, and select it.
4. Click Next.
5. Click Install.
;E?:nlgégense Status page displays the combined limits and features of all installed

View Installed Licenses

Viewing your license allows you to see the details about the license features, limits,
and status. One important feature is the number of users that your license allows.

Users with assigned authenticators count against the license limit. Users with assigned
authenticators that are disabled or expired also count against the license limit. Users
with multiple authenticators only count once.

RSA Authentication Manager 8.1 supports the use of an existing version 8.0 license, a
new version 8.1 license, or a combination of version 8.0 and 8.1 licenses.
Before You Begin

You must be a Super Admin.

Procedure

1. Inthe Security Console, click Setup > Licenses > Status.
The License Status page in the Security Console provides the following
information about all of the installed licenses:

Status. Indicates the status of the license with respect to user limits and product
features. Valid values are OK, Approaching Limit, or Limit Exceeded.

License Features. Indicates the name of a feature that is enabled by the license.

Limit. Indicates the maximum number of users who can use this feature. This
field is not applicable to features that do not include a licensed limit, such as
Self-Service.
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Actual. For features that include a limit, such as the number of users with
assigned authenticators, this field indicates the actual number of users who are
using this feature and count against the license limit. For features that do not
include a limit, such as Self-Service, this field indicates whether the feature is
available with the license.

Click View Installed Licenses.

3. Onthe Installed Licenses page, click a license 1D, and select View to view the
following information for that license:

License Details. Detailed information on the license, such as serial number,
product, version, and issued and installed dates.

License Features. Detailed information on the license features.
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Administering Web Tier Deployments

Web Tier Deployment Administration

If you need to change the web tier configuration after installation, use the Operations
Console to perform the tasks in this chapter. After you change the web tier
configuration you must update the web tier. For instructions, see Update the Web-Tier
on page 178.

For instructions to uninstall a web tier, see Uninstall a Web Tier on Windows on
page 179 and Uninstall a Web Tier on Linux on page 179.

For instructions to replace the web-tier SSL certificate, see Replace the Default RSA
Virtual Host Certificate on page 181.

Edit a Web-Tier Deployment Configuration

You can use the Operations Console to change the configuration and web tier service
options of an existing web-tier deployment. For example, you can change the
preferred RBA instance and turn on or off the Self-Service Console, risk-based
authentication, and dynamic seed provisioning.

If you want to edit the virtual hostname or virtual host port number, see the Operations

Console Help topic “Configure a Load Balancer and Virtual Host.”

Before You Begin

e You must be a Super Admin.

e Consider the impact that downtime will have on users.

e On Linux systems, verify that the open files hard limit for the local user is at least
4096.

Procedure

1. On the Operations Console on the primary instance, click Deployment
Configuration > Web-Tier Deployments > Manage Existing.

On the Web Tier Name list, click the deployment name.
On the context menu, select Edit.
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4. On the Edit page, in the Details section, you can change the following
information:

« Deployment name. The name you want for the web-tier deployment (0-255
characters. The & % > <’ and ” characters are not allowed).

« Hostname. Fully qualified hostname of the web-tier server where you
installed the web-tier deployment.

* Preferred RBA Instance. The instance connected to this web-tier
deployment to which RBA traffic is directed.

5. Inthe Web-Tier Service Options section, turn any of the following services on or
off.

e Self-Service Console

* Risk-based authentication

« Dynamic seed provisioning
6. Click Save.

Next Steps

If you changed the deployment name, preferred server, or turned services on or off,
allow at least 3 minutes for the changes to take effect.

Changing the IP Address of a Web-Tier Server

You can change the IP address of a web-tier server, for example, when you

reconfigure the network. When you change the IP address, you must reinstall the web

tier. During this procedure, the web-tier server is unavailable.

Before You Begin

e Consider the impact that downtime will have on your users.

e You must be a Super Admin.

e On Linux systems, verify that the open files hard limit for the local user is at least
4096.

Procedure

1. Change the IP address of the web-tier server. For more information, see your
server documentation.

2. Uninstall the web tier. For instructions, see the Uninstall a Web Tier on Windows
on page 179 and Uninstall a Web Tier on Linux on page 179.

3. Reinstall the web tier using the Web-Tier Installer for your platform. For
instructions, see the RSA Authentication Manager 8.1 Setup and Configuration
Guide.
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4. If you replaced the certificates with custom certificates, activate the custom
certificates after reinstalling the web tier.

5. Update the DNS server or local host file with the new web-tier server IP address.
For instructions, see your DNS server and local host documentation.
Update the Load Balancer and Virtual Host

Use the Operations Console to make changes to the virtual hostname, IP address, and
listening port. For example, you might make changes if you want to rename the virtual
host, resolve an IP address conflict, or use a different port.

If your deployment has a load balancer, the virtual hostname must resolve to the
public IP address of the load balancer.

If your deployment does not have a load balancer, the virtual hostname must resolve to
the public IP address of your web tier.

If you change the name of the load balancer or use another load balancer, you must

change the virtual hostname accordingly.

Before You Begin

* You must be a Super Admin.

e The virtual hostname must be configured in the Domain Name System (DNS) to
point to the load balancer.

Procedure

1. Inthe Operations Console on the primary instance, click Deployment
Configuration > Virtual Host & Load Balancing.

If prompted, enter your Super Admin User ID and password.

On the Virtual Host & Load Balancing page, change any of the following:
a. The fully qualified virtual hostname

b. The default port number

c. The load balancer IP addresses. If you are not using a load balancer, leave the
IP address blank.

4. Click Save.
The system saves the virtual hostname and key material in the keystore file.

On the confirmation page, read Mandatory Next Steps.
Click Done.

Next Steps
In the Operations Console, perform the appropriate mandatory next steps.

» If you updated load balancer details, you must reboot the primary and replica
instances. In the Operations Console, click Maintenance > Reboot Appliance
and reboot each instance.
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e If you updated the virtual hostname, generate a new integration script for each

web-based application using RBA, and then redeploy the integration scripts. For
more information, see the Administrator’s Guide.

e If the deployment includes a web tier, update the web tier. In the Operations

Console, click Deployment Configuration > Web-Tier Deployments > Manage
Existing. Click the update link for each web tier.

« If the deployment includes a web tier, replace the certificate on the load balancer
and on the firewall with the virtual host certificate.

e If the deployment uses dynamic seed provisioning, update the hostname and port
for the CT-KIP URL with the hostname and port that you specified for the virtual
host. In the Security Console, go to Setup > System Settings. Click Tokens.

e If the deployment uses the RSA Self-Service Console, update the Self-Service
Console URL with the hostname and port you specified for the virtual host. In the
Security Console, go to Setup > Self-Service Settings. Click E-Mail
Notifications for User Account Changes.

Verify the Web-Tier Version

The web-tier version must be the same as your Authentication Manager version. Make
sure you check the web-tier version after you update Authentication Manager. You can
find the web-tier version in the Operations Console or in the web-tier installation
directory.

Procedure

To see the web tier version, do one of the following:

* In the Operations Console, click go to Deployment Configuration > Web-Tier
Deployments > Manage Existing.

« In the web-tier installation directory, go to webtierBootstrapper//
webtier.properties and look for webtier.version=<VERSION NUMBER>.

Update the Web-Tier

You must update the web tier when you make any changes such as updating your
version of Authentication Manager and customizing the web-tier pages.
Authentication Manager displays an update button in the Operations Console for each
web tier that is not up-to-date. If you have multiple web tiers to update, update one
web tier at a time. Each update may take up to 15 minutes to complete.

Procedure

1. Inthe Operations Console, click Deployment Configuration > Web-Tier
Deployments > Manage Existing.

2. On the Web Tiers page, in the Status column, click Update for the web tier that
you want to update.

When the update is complete, which may take up to 20 minutes, the Status
column for the updated web tier displays Online.

178

8: Administering Web Tier Deployments



RSA Authentication Manager 8.1 Administrator’s Guide

Uninstall a Web Tier on Windows

During uninstallation, run the RSA Authentication Web-Tier Uninstaller for Windows
on the web-tier server. Uninstalling a web tier removes the web tier and all features
and components of RSA Authentication Manager from the web-tier server.

Uninstalling a web tier does not delete the web-tier deployment record.

Before You Begin

Confirm that you have Windows credentials to uninstall a program.

Procedure

1. On the web-tier server, go to Start > Control Panel > Programs and Features >
Uninstall a Program.

Right-click RSA Authentication Web Tier, and select Uninstall.
On the command line, type:
Y
and press ENTER.
When finished, the uninstaller screen displays Uninstall finished.

4. Press ENTER.

The system removes the web tier services and installation folders, except the
top-level folder.

Next Steps

* On the primary instance, use the Operations Console to delete the web-tier
deployment record. For instructions, see the Operations Console Help topic
“Delete a Web-Tier Deployment Record.”

* (Optional) On the DNS server, delete the hostname and IP address for the web tier
that you uninstalled.

Uninstall a Web Tier on Linux

During uninstallation, run the RSA Authentication Web-Tier Uninstaller for Linux on
the web-tier server. Uninstalling a web tier removes the web tier and all features and
components of RSA Authentication Manager from the web-tier server.

Uninstalling a web tier does not delete the web-tier deployment record.

Before You Begin
e Confirm that you have root privileges.
e Verify that the open files hard limit for the local user is at least 4096.
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Procedure
1. Log on to the web tier server.

2. Change directories to
your-authentication-manager-web-tier-installation/uninstall.

3. Onthe command line, type:
./uninstall.sh
Press ENTER.
On the Welcome screen, type:
yes

6. Press ENTER.

The system uninstalls the web tier and displays “Uninstall Complete” when
finished.

Next Steps

* On the primary instance, use the Operations Console to delete the web-tier
deployment record. For instructions, see the Operations Console Help topic
“Delete a Web-Tier Deployment Record.”

* (Optional) On the DNS server, delete the hostname and IP address for the web tier
that you uninstalled.

Managing the Web-Tier Service

The bootstrapper server and web-tier services start and run automatically when you
install a web tier. You must start them manually after promoting a replica instance.

The bootstrapper must be running to report web-tier status and to push updates to the
web tier. Web-tier services must be running to support web-tier functions such as
Self-Service, risk-based authentication (RBA), and dynamic seed provisioning. You
can stop, start, and re-start the bootstrapper and web-tier services manually, for
example, if you want to stop the web-tier server to migrate to another machine.

For instructions, see the following procedures:
e Manage the RSA Web-Tier Bootstrapper Server on Windows on page 180

e Manage the RSA Web-Tier Bootstrapper Server on Linux on page 181

Manage the RSA Web-Tier Bootstrapper Server on Windows

Perform this procedure to stop, start, or restart the RSA Web-Tier Bootstrap Server.
This procedure applies to all supported Windows versions.

Procedure

1. On the web-tier server, click Start > Run.

2. Type:
services.msc
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Press ENTER.
Right-click RSA Webtier Bootstrapper Server.
Click the following, as needed.

e Stop
e« Start
¢ Restart

Manage the RSA Web-Tier Bootstrapper Server on Linux
Perform this procedure to stop, start, or restart the RSA Web-Tier Bootstrap Server.
This procedure applies to all supported Linux versions.
Before You Begin
* Logon as the local user you specified during installation.
»  Verify that the open files hard limit for the local user is at least 4096.

Procedure

1. On the web-tier server, go to RSA_WT_HOME/webtierBootstrapper/server.
where RSA_WT_HOME is the web-tier installation directory.

2. Type the appropriate command:
Jrsaserv start all
Jrsaserv stop all
Jrsaserv restart all
Jrsaserv status all

Replace the Default RSA Virtual Host Certificate

Each web tier has a certificate based on the virtual hostname. Some features, such as
risk-based authentication, use the virtual hostname to allow use of a load balancer.
Other features, such as the Self-Service Console, use the virtual hostname so that the
Console can connect to the web-tier server that is associated with the primary
instance.

Replacing your default RSA virtual host certificate is optional. You might need to
replace this certificate for the following reasons:

* Your network policy requires you to use certificates issued by a trusted root
certificate authority (CA).

e Your current certificate issued by a trusted root CA is expired.

* You want to replace the default RSA certificate because your browser warns you
that the default certificate is not trusted.
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Certificate Authority Certificate Files

A certificate authority may send certificates in one or more files. There are three
possible combinations:

One file. One certificate file that contains the entire chain of certificates from the
parent trusted root certificate, to possible intermediate signing certificates, to the
host certificate. This is the most convenient scenario, because everything is in one
file. You may lose some flexibility because you cannot unbundle the certificates.

When you import the certificate file, the system warns you that it is not trusted
because the imported root certificate is not yet saved in the trusted root store.
After the import, the warning no longer appears.

Two files. A certificate file and a separate root certificate file containing the
signed Virtual Host server certificate. This provides the following benefits:

« Atrusted root certificate against which all future certificates are verified.

e Atrusted root certificate that you can import into the trusted root stores of
web browsers that do not trust the RSA default root certificate by default.

You must import the root certificate first.

Two or more files. Multiple files, each containing a separate certificate. This
allows you to establish a trusted root and gives you the most flexibility. When you
replace both the web-tier and virtual host certificates, and they are signed by the
same trusted certificate authority, you only need to import the trust certificates
once. You must import each certificate in the following order:

« Parent trusted root certificate
* Intermediate signing certificates
* Host certificate

Replacing the Default Virtual Host Certificate
The following is the procedure for replacing the default virtual host certificate.
1. Generate a certificate signing request using one of the following methods.

* RSA Security Console. For instructions, see Generate a Certificate Signing
Request (CSR) for the Web Tier on page 183.

e Third-party tool. Ensure that the third-party tool generates a private key and a
signing request. Ensure that you enter a common name (CN) where the value
is the fully qualified hostname (FQHN) of the virtual host or you will not be
able to activate the virtual host certificate. For instructions, see the third-party
tool documentation.

Send the certificate signing request to the certificate authority (CA).

Import the trusted root and signed virtual host certificates and make it the active
certificate. For instructions, see Import a Signed Virtual Host Certificate on
page 183.

4. Update each web tier after importing the new certificate. For instructions, see
Update the Web-Tier on page 178.
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Generate a Certificate Signing Request (CSR) for the Web Tier

Before you can send a certificate signing request to a CA, you must generate the
certificate signing request file in Authentication Manager. Authentication Manager
generates the private key and certificate signing request.

Before You Begin

* You must be an Operations Console Administrator

*  The virtual host must be defined

Procedure

1. Inthe Operations Console, go to Deployment Configuration > Certificates >
Virtual Host Certificate Management, and click Generate CSR.

2. On the Generate Virtual Host Certificate Signing Request page, do the following:
*  Confirm the Virtual Host name.
» Enter an Alias.
e (Optional) Enter a Country name
* (Optional) Enter a State or Province name.
e (Optional) Enter a City or Locality name.
e (Optional) Enter an Organization name.
e (Optional) Enter an Organizational Unit name.
e (Optional) Enter an E-mail Address
Click Generate File.
On the Download File page, click Download.
Save the certificate request file to your local machine.

Next Steps

» Send the certificate request file to the CA for signing and save the signed
certificate request file on your local machine.

» Import the trusted root and signed certificates to the virtual host and activate them.
For instructions, see Import a Signed Virtual Host Certificate.

Import a Signed Virtual Host Certificate

After you download all of the certificate files in the signing chain from your certificate
authority (CA), you must import the files to replace the existing virtual host certificate
with the new certificate.

Before You Begin

* You must be an Operations Console Administrator.

» Download the CA root certificate, all other certificates that are part of the signing
chain, and the new virtual host certificate.
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Procedure

1. Inthe Operations Console, click Deployment Configuration > Certificates >
Virtual Host Certificate Management.

Beginning with the root certificate, perform the following steps for each
certificate in the signing chain.

In the Virtual Host Certificate Management page, click Import Certificates.

3. Inthe Import Certificate page under Certificate Basics, do one of the following:
For a certificate made in response to a CSR from the Operations Console:

¢ Inthe Import Certificate field, browse to the location where the certificate is
stored. This file contains either a CA root certificate or the SSL certificate
from the CA.

e For Type of Certificate to Import, select PKCS#7 (*.cer or *.p7b).
For a certificate made in response to a CSR from a certificate tool of your choice:

* Inthe Import Certificate field, browse to the location where the certificate is
stored. This file contains one or more certificates and the private key for the
new certificate.

» For Type of Certificate to Import, select PKCS#12 (*.pfx or*.p12).
* Inthe Password field, enter the password for the PKCS#12 file.
4. Click Import.

Next Steps
Activate a Virtual Host Certificate on page 184

Activate a Virtual Host Certificate
Before the virtual host can use a new certificate, you must activate the certificate.
You can only activate a virtual host certificate that has a common name (CN) where
the value is the fully qualified hostname (FQHN) of the virtual host.
Before You Begin
e You must be an Operations Console Administrator.
« Import a Signed Virtual Host Certificate that you want to activate.

Procedure

1. Inthe Operations Console, click Deployment Configuration > Certificates >
Virtual Host Certificate Management.

2. Inthe Virtual Host Certificate Management page, under Alias, click the name of
the new certificate.

Click Activate.

On the Activate Certificate Confirmation page, review the details, and select Yes,
make this the active default certificate.

5. Click Activate Certificate.
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Next Steps

Update the web tier. For instructions, see Update the Web-Tier on page 178.

Logout Error on the Self-Service Console in the Web Tier

If the web-tier server is more than 15 minutes out-of-sync with the associated
instance, the user may see the following error when attempting to log out of the
Self-Service Console:

“Error: Internal Server Error. The server encountered an unexpected condition, which
prevented it from fulfilling your request.”

The system log states the following:

“Caused by: com.rsa. common.SystemException: Logout request exceeds the
configured time window. The web tier time is not in sync with the biz-tier or a
possible replay.”

The possible cause is a logout request that is outside of the allowable time window. To
resolve this issue, do one of the following:

» If the deployment does not have a Network Time Protocol (NTP) server,
synchronize the web-tier server time to the associated instance.

« If the deployment has an NTP server, synchronize the web-tier server to the NTP
server.

The time zones do not need to be the same. For example, the web-tier server time can
be 7:00 am (GMT), and the associated instance time can be 9:00 am (GMT + 2).
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Deploying and Administering RSA SecurlD
Tokens

RSA SecurlD Tokens

RSA SecurlD tokens offer RSA SecurID two-factor authentication. An RSA SecurlD
token generates a 6-digit or 8-digit pseudorandom number, or tokencode, at regular
intervals. When the tokencode is combined with a personal identification number
(PIN), the result is called a passcode. Users enter passcode values, along with other
security information, to verify their identity to resources protected by Authentication
Manager. If Authentication Manager validates the passcode, the user is granted access.
Otherwise, the user is denied access.

There are two kinds of SecurlD tokens, hardware tokens and software tokens.
Hardware tokens generate tokencodes using a built-in clock and the token’s
factory-encoded random key, known as the “seed.” Hardware tokens come in several
models, such as key fobs and PINPads. Software tokens consist of two components
that are installed separately, an application specific to the intended device platform
and a token seed record. Software token applications generate tokencodes on the
device and offer the same passcode functionality as hardware tokens. Devices include
smart phones, computers, and tablets.

Hardware and software tokens require similar administrative tasks. Following
deployment, you can perform many token-related administrative tasks with the User
Dashboard in the Security Console. For more information, see the Security Console
Help topic “User Dashboard.”

By default, RSA provides tokens that require a PIN and strongly recommends that you
use PINSs for all tokens. PINs provide the second factor in RSA SecurlD two-factor
authentication. RSA Authenticati