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1 Introduction

Kerberos V5 is an authentication system developed at MIT. Kerberos is named for the three-
headed watchdog from Greek mythology, who guarded the entrance to the underworld.

Under Kerberos, a client (generally either a user or a service) sends a request for a ticket to the
Key Distribution Center (KDC). The KDC creates a ticket-granting ticket (TGT) for the client,
encrypts it using the client’s password as the key, and sends the encrypted TGT back to the client.
The client then attempts to decrypt the TGT, using its password. If the client successfully decrypts
the TGT (i.e., if the client gave the correct password), it keeps the decrypted TGT, which indicates
proof of the client’s identity.

The TGT, which expires at a specified time, permits the client to obtain additional tickets,
which give permission for specific services. The requesting and granting of these additional tickets
is user-transparent.

Since Kerberos negotiates authenticated, and optionally encrypted, communications between
two points anywhere on the internet, it provides a layer of security that is not dependent on
which side of a firewall either client is on. Since studies have shown that half of the computer
security breaches in industry happen from inside firewalls, MIT’s Kerberos V5 plays a vital role in
maintaining your nework security.

The Kerberos V5 package is designed to be easy to use. Most of the commands are nearly
identical to UNIX network programs you are already used to. Kerberos V) is a single-sign-on
system, which means that you have to type your password only once per session, and Kerberos
does the authenticating and encrypting transparently.

1.1 What is a Ticket?

Your Kerberos credentials, or “tickets”, are a set of electronic information that can be used
to verify your identity. Your Kerberos tickets may be stored in a file, or they may exist only in

meImory.

The first ticket you obtain is a ticket-granting ticket, which permits you to obtain additional
tickets. These additional tickets give you permission for specific services. The requesting and
granting of these additional tickets happens transparently.

A good analogy for the ticket-granting ticket is a three-day ski pass that is good at four different
resorts. You show the pass at whichever resort you decide to go to (until it expires), and you receive
a lift ticket for that resort. Once you have the lift ticket, you can ski all you want at that resort.
If you go to another resort the next day, you once again show your pass, and you get an additional
lift ticket for the new resort. The difference is that the Kerberos V5 programs notice that you have
the weekend ski pass, and get the lift ticket for you, so you don’t have to perform the transactions
yourself.
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1.2 What is a Kerberos Principal?

A Kerberos principal is a unique identity to which Kerberos can assign tickets. By convention,
a principal is divided into three parts: the primary, the instance, and the realm. The format of a
typical Kerberos V5 principal is primary/instance@REALM.

e The primary is the first part of the principal. In the case of a user, it’s the same as your
username. For a host, the primary is the word host.

e The instance is an optional string that qualifies the primary. The instance is separated from the
primary by a slash (/). In the case of a user, the instance is usually null, but a user might also
have an additional principal, with an instance called ‘admin’, which he/she uses to administrate
a database. The principal jennifer@ATHENA.MIT.EDUis completely separate from the principal
jennifer/admin@ATHENA.MIT.EDU, with a separate password, and separate permissions. In
the case of a host, the instance is the fully qualified hostname, e.g., daffodil.mit.edu.

e The realm is your Kerberos realm. In most cases, your Kerberos realm is your domain name,
in upper-case letters. For example, the machine daffodil.mit.edu would be in the realm
ATHENA .MIT.EDU.
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2 Kerberos V5 Tutorial

This tutorial is intended to familiarize you with the Kerberos V5 client programs. We will repre-
sent your prompt as “shell%”. So an instruction to type the “ls” command would be represented
as follows:

shell% 1s

In these examples, we will use sample usernames, such as jennifer and david, sample
hostnames, such as daffodil and trillium, and sample domain names, such as mit.edu and
fubar.org. When you see one of these, substitute your username, hostname, or domain name
accordingly.

2.1 Setting Up to Use Kerberos V5

Your system administrator will have installed the Kerberos V5 programs in whichever directory
makes the most sense for your system. We will use /usr/local throughout this guide to refer
to the top-level directory Kerberos V5 directory. We will therefor use /usr/local/bin to denote
the location of the Kerberos V5 user programs. In your installation, the directory name may be
different, but whatever the directory name is, you should make sure it is included in your path.
You will probably want to put it ahead of the directories /bin and /usr/bin so you will get the
Kerberos V5 network programs, rather than the standard UNIX versions, when you type their
command names.

2.2 Ticket Management

On many systems, Kerberos is built into the login program, and you get tickets automatically
when you log in. Other programs, such as rsh, rcp, telnet, and rlogin, can forward copies of
your tickets to the remote host. Most of these programs also automatically destroy your tickets
when they exit. However, MIT recommends that you explicitly destroy your Kerberos tickets when
you are through with them, just to be sure. One way to help ensure that this happens is to add
the kdestroy command to your .logout file. Additionally, if you are going to be away from your
machine and are concerned about an intruder using your permissions, it is safest to either destroy
all copies of your tickets, or use a screensaver that locks the screen.
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2.2.1 Obtaining Tickets with kinit

If your site is using the Kerberos V5 login program, you will get Kerberos tickets automatically
when you log in. If your site uses a different login program, you may need to explicitly obtain
your Kerberos tickets, using the kinit program. Similarly, if your Kerberos tickets expire, use the
kinit program to obtain new ones.

To use the kinit program, simply type kinit and then type your password at the prompt. For
example, Jennifer (whose username is jennifer) works for Bleep, Inc. (a fictitious company with
the domain name mit.edu and the Kerberos realm ATHENA.MIT.EDU). She would type:

shell% kinit

Password for jennifere ATHENA.MIT.EDU: <— [Type jennifer’s password here.]
shell%

If you type your password incorrectly, kinit will give you the following error message:

shell% kinit
Password for jennifere ATHENA.MIT.EDU: <- [Type the wrong password here.]

kinit: Password incorrect
shell%

and you won’t get Kerberos tickets.

Notice that kinit assumes you want tickets for your own username in your default realm.

Suppose Jennifer’s friend David is visiting, and he wants to borrow a window to check his mail.
David needs to get tickets for himself in his own realm, FUBAR.ORG.! He would type:

shell% kinit david@FUBAR.ORG
Password for davidl@FUBAR.ORG: <— [Type david’s password here.]
shell%

David would then have tickets which he could use to log onto his own machine. Note that he typed

his password locally on Jennifer’s machine, but it never went over the network. Kerberos on the
local host performed the authentication to the KDC in the other realm.

If you want to be able to forward your tickets to another host, you need to request forwardable
tickets. You do this by specifying the -f option:
shell% kinit -f
Password for jennifere ATHENA.MIT.EDU: <— [Type your password here.]
shell%
Note that kinit does not tell you that it obtained forwardable tickets; you can verify this using
the klist command (see Section 2.2.2 [Viewing Your Tickets with klist], page 5).

! Note: the realm FUBAR.ORG must be listed in your computer’s Kerberos configuration file,
/etc/krbb.conf.
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Normally, your tickets are good for your system’s default ticket lifetime, which is ten hours on
7

many systems. You can specify a different ticket lifetime with the ‘-1’ option. Add the letter ‘s
to the value for seconds, ‘m’ for minutes, ‘h’ for hours, or ‘d’ for days.

For example, to obtain forwardable tickets for david@FUBAR.ORG that would be good for three
hours, you would type:

shell% kinit -f -1 3h david@FUBAR.ORG
Password for davidleFUBAR.ORG: <— [Type david’s password here.]
shell%

You cannot mix units; specifying a lifetime of ‘3h30m’ would result in an error. Note also that
most systems specify a maximum ticket lifetime. If you request a longer ticket lifetime, it will be
automatically truncated to the maximum lifetime.

2.2.2 Viewing Your Tickets with klist

The klist command shows your tickets. When you first obtain tickets, you will have only the
ticket-granting ticket. (See Section 1.1 [What is a Ticket?], page 1.) The listing would look like
this:

shell% klist
Ticket cache: /tmp/krbScc_ttypa
Default principal: jennifer@ATHENA.MIT.EDU

Valid starting Expires Service principal
06/07/96 19:49:21 06/08/96 05:49:19 krbtgt/ATHENA.MIT.EDU@ATHENA.MIT.EDU
shell%

The ticket cache is the location of your ticket file. In the above example, this file is named
/tmp/krbbcc_ttypa. The default principal is your kerberos principal. (see Section 1.2 [What
is a Kerberos Principal?], page 2)

The “valid starting” and “expires” fields describe the period of time during which the ticket
is valid. The service principal describes each ticket. The ticket-granting ticket has the primary
krbtgt, and the instance is the realm name.

Now, if jennifer connected to the machine daffodil.mit.edu, and then typed klist again, she
would have gotten the following result:

shell% klist
Ticket cache: /tmp/krbb5cc_ttypa
Default principal: jennifer@ATHENA.MIT.EDU

Valid starting Expires Service principal

06/07/96 19:49:21 06/08/96 05:49:19 krbtgt/ATHENA.MIT.EDUQATHENA.MIT.EDU
06/07/96 20:22:30 06/08/96 05:49:19 host/daffodil.mit.edu@ATHENA.MIT.EDU
shell%
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Here’s what happened: when jennifer used telnet to connect to the host daffodil.mit.edu, the
telnet program presented her ticket-granting ticket to the KDC and requested a host ticket for the
host daffodil.mit.edu. The KDC sent the host ticket, which telnet then presented to the host
daffodil.mit.edu, and she was allowed to log in without typing her password.

Suppose your Kerberos tickets allow you to log into a host in another domain, such as
trillium.fubar.org, which is also in another Kerberos realm, FUBAR.ORG. If you telnet to
this host, you will receive a ticket-granting ticket for the realm FUBAR.ORG, plus the new host
ticket for trillium.fubar.org. klist will now show:

shell% klist
Ticket cache: /tmp/krbbcc_ttypa
Default principal: jennifer@ATHENA.MIT.EDU

Valid starting Expires Service principal

06/07/96 19:49:21 06/08/96 05:49:19 krbtgt/ATHENA.MIT.EDUQATHENA.MIT.EDU
06/07/96 20:22:30 06/08/96 05:49:19 host/daffodil.mit.edu@ATHENA.MIT.EDU
06/07/96 20:24:18 06/08/96 05:49:19 krbtgt/FUBAR.ORGOATHENA.MIT.EDU
06/07/96 20:24:18 06/08/96 05:49:19 host/trillium.fubar.org@ATHENA.MIT.EDU
shell%

You can use the —-f option to view the flags that apply to your tickets. The flags are:

Forwardable
forwarded
Proxiable
proxy
postDateable
postdated
Renewable

- mAagT o

Initial
invalid

-

Here is a sample listing. In this example, the user jennifer obtained her initial tickets (‘I’),
which are forwardable (‘F’) and postdated (‘d’) but not yet validated (‘i’). (See Section 3.1 [kinit
Reference], page 22 for more information about postdated tickets.)

shell% klist -f
Ticket cache: /tmp/krb5cc_320
Default principal: jenniferct ATHENA.MIT.EDU

Valid starting Expires Service principal
31 Jul 96 19:06:25 31 Jul 96 19:16:25 krbtgt/ATHENA.MIT.EDUGATHENA.MIT.EDU
Flags: Fdil

shell%
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In the following example, the user david’s tickets were forwarded (‘£’) to this host from another
host. The tickets are reforwardable (‘F’).

shell% klist -f
Ticket cache: /tmp/krb5cc_p11795
Default principal: davideFUBAR.ORG

Valid starting  Expires Service principal

07/31/96 11:52:29 07/31/96 21:11:23 krbtgt/FUBAR.ORGOFUBAR.ORG
Flags: Ff

07/31/96 12:03:48 07/31/96 21:11:23 host/trillium.fubar.orgeFUBAR.ORG
Flags: Ff

shell%

2.2.3 Destroying Your Tickets with kdestroy

Your Kerberos tickets are proof that you are indeed yourself, and tickets can be stolen. If this
happens, the person who has them can masquerade as you until they expire. For this reason, you
should destroy your Kerberos tickets when you are away from your computer.

Destroying your tickets is easy. Simply type kdestroy.

shell% kdestroy
shell%

If kdestroy fails to destroy your tickets, it will beep and give an error message. For example,
if kdestroy can’t find any tickets to destroy, it will give the following message:

shell% kdestroy

kdestroy: No credentials cache file found while destroying cache
Ticket cache NOT destroyed!

shell%

2.3 Password Management

Your password is the only way Kerberos has of verifying your identity. If someone finds out
your password, that person can masquerade as you—send email that comes from you, read, edit, or
delete your files, or log into other hosts as you—and no one will be able to tell the difference. For
this reason, it is important that you choose a good password (see Section 2.3.2 [Password Advice],
page 8), and keep it secret. If you need to give access to your account to someone else, you can do
so through Kerberos. (See Section 2.3.3 [Granting Access to Your Account], page 9.) You should
never tell your password to anyone, including your system administrator, for any reason. You
should change your password frequently, particularly any time you think someone may have found
out what it is.
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2.3.1 Changing Your Password

To change your Kerberos password, use the kpasswd command. It will ask you for your old
password (to prevent someone else from walking up to your computer when you're not there and
changing your password), and then prompt you for the new one twice. (The reason you have to
type it twice is to make sure you have typed it correctly.) For example, user david would do the
following;:

shell% kpasswd

Old password for david: <- Type your old password.

New Password for david: <- Type your new password.

Verifying, please re-enter New Password for david: <- Type the new password again.
Password changed.

shell%

If david typed the incorrect old password, he would get the following message:

shell% kpasswd
Old password for david: <- Type the incorrect old password.

Incorrect old password.
shell%

If you make a mistake and don’t type the new password the same way twice, kpasswd will ask

you to try again:

shell% kpasswd

0Old password for david: <- Type the old password.

New Password for david: <- Type the new password.

Verifying, please re-enter New Password for david: <- Type a different new password.

Mismatch - try again

New Password for david: <- Type the new password.

Verifying, please re-enter New Password for david: <- Type the same new password.

Password changed.
shell%

Once you change your password, it takes some time for the change to propagate through the
system. Depending on how your system is set up, this might be anywhere from a few minutes to
an hour or more. If you need to get new Kerberos tickets shortly after changing your password, try
the new password. If the new password doesn’t work, try again using the old one.

2.3.2 Password Advice

Your password can include almost any character you can type (except control keys and the
“enter” key). A good password is one you can remember, but that no one else can easily guess.
Examples of bad passwords are words that can be found in a dictionary, any common or popular
name, especially a famous person (or cartoon character), your name or username in any form (e.g.,
forward, backward, repeated twice, etc.), your spouse’s, child’s, or pet’s name, your birth date,
your social security number, and any sample password that appears in this (or any other) manual.
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MIT recommends that your password be at least 6 characters long, and contain UPPER- and
lower-case letters, numbers, and/or punctuation marks. Some passwords that would be good if
they weren’t listed in this manual include:

e some initials, like “GykoR-66.” for “Get your kicks on Route 66.”
e an easy-to-pronounce nonsense word, like “slaRooBey” or “krang-its”

e a misspelled phrase, like “2HotPeetzas!” or “ItzAGurl!!!”

Note: don’t actually use any of the above passwords. They’re only meant to show you how to make
up a good password. Passwords that appear in a manual are the first ones intruders will try.

Kerberos V5 allows your system administrators to automatically reject bad passwords, based on
whatever criteria they choose. For example, if the user jennifer chose a bad password, Kerberos
would give an error message like the following;:

shell% kpasswd
Old password for jennifer: <- Type your old password here.

New Password for jennifer: <- Type an insecure new password.
Verifying, please re-enter New Password for jennifer: <- Type it again.

ERROR: Insecure password not accepted. Please choose another.

kpasswd: Insecure password rejected while attempting to change password.
Please choose another password.

New Password for jennifer: <- Type a good password here.

Verifying, please re-enter New Password for david: <- Type it again.

Password changed.

shell%
Your system administrators can choose the message that is displayed if you choose a bad password,
so the message you see may be different from the above example.

2.3.3 Granting Access to Your Account

If you need to give someone access to log into your account, you can do so through Kerberos,
without telling the person your password. Simply create a file called .k5login in your home
directory. This file should contain the Kerberos principal (See Section 1.2 [What is a Kerberos
Principal?], page 2) of each person to whom you wish to give access. Each principal must be on a
separate line. Here is a sample .k5login file:

jennifer@ATHENA .MIT.EDU

david@FUBAR.ORG
This file would allow the users jennifer and david to use your user ID, provided that they had
Kerberos tickets in their respective realms. If you will be logging into other hosts across a network,
you will want to include your own Kerberos principal in your .k5login file on each of these hosts.
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Using a .k5login file is much safer than giving out your password, because:

e You can take access away any time simply by removing the principal from your .k5login file.

e Although the user has full access to your account on one particular host (or set of hosts if your
.k5login file is shared, e.g., over NFS), that user does not inherit your network privileges.

e Kerberos keeps a log of who obtains tickets, so a system administrator could find out, if
necessary, who was capable of using your user ID at a particular time.

One common application is to have a .k5login file in root’s home directory, giving root access
to that machine to the Kerberos principals listed. This allows system administrators to allow users
to become root locally, or to log in remotely as root, without their having to give out the root
password, and without anyone having to type the root password over the network.

2.4 Kerberos V5 Applications

Kerberos V5 is a single-sign-on system. This means that you only have to type your password
once, and the Kerberos V5 programs do the authenticating (and optionally encrypting) for you.
The way this works is that Kerberos has been built into each of a suite of network programs. For
example, when you use a Kerberos V5 program to connect to a remote host, the program, the KDC,
and the remote host perform a set of rapid negotiations. When these negotiations are completed,
your program has proven your identity on your behalf to the remote host, and the remote host has
granted you access, all in the space of a few seconds.

The Kerberos V5 applications are versions of existing UNIX network programs with the Kerberos
features added.

2.4.1 Overview of Additional Features

The Kerberos Vb network programs are those programs that connect to another host somewhere
on the internet. These programs include rlogin, telnet, ftp, rsh, rcp, and ksu. These programs
have all of the original features of the corresponding non-Kerberos rlogin, telnet, ftp, rsh,
rcp, and su programs, plus additional features that transparently use your Kerberos tickets for
negotiating authentication and optional encryption with the remote host. In most cases, all you’ll
notice is that you no longer have to type your password, because Kerberos has already proven your
identity.

The Kerberos V5 network programs allow you the options of forwarding your tickets to the
remote host (if you obtained forwardable tickets with the kinit program; see Section 2.2.1 [Ob-
taining Tickets with kinit], page 4), and encrypting data transmitted between you and the remote
host.
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This section of the tutorial assumes you are familiar with the non-Kerberos versions of these
programs, and highlights the Kerberos functions added in the Kerberos V5 package.

2.4.2 telnet

The Kerberos V5 telnet command works exactly like the standard UNIX telnet program, with
the following Kerberos options added:

-f, ——forward
forwards a copy of your tickets to the remote host.

--noforward
turns off forwarding of tickets to the remote host. (This option overrides any forwarding
specified in your machine’s configuration files.)

-F, ——forwardable
forwards a copy of your tickets to the remote host, and marks them re-forwardable
from the remote host.

--noforwardable
makes any forwarded tickets nonforwardable. (This option overrides any forwardability
specified in your machine’s configuration files.)

-k realm requests tickets for the remote host in the specified realm, instead of determining the
realm itself.

-K uses your tickets to authenticate to the remote host, but does not log you in.

-a attempt automatic login using your tickets. telnet will assume the same username
unless you explicitly specify another.

-X, ——encrypt
turns on encryption.

—-noencrypt
turns off encryption.
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For example, if david wanted to use the standard UNIX telnet to connect to the machine
daffodil.mit.edu, he would type:

shell% telnet daffodil.mit.edu
Trying 128.0.0.5 ...

Connected to daffodil.mit.edu.
Escape character is *"]".

NetBSD/i386 (daffodil) (ttyp3)

login: david
Password: <- david types his password here
Last login: Fri Jun 21 17:13:11 from trillium.fubar.org
Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994
The Regents of the University of California. All rights reserved.

NetBSD 1.1: Tue May 21 00:31:42 EDT 1996

Welcome to NetBSD!
shell%

Note that the machine daffodil.mit.edu asked for david’s password. When he typed it, his
password was sent over the network unencrypted. If an intruder were watching network traffic at
the time, that intruder would know david’s password.

If, on the other hand, jennifer wanted to use the Kerberos V5 telnet to connect to the machine
trillium.fubar.org, she could forward a copy of her tickets, request an encrypted session, and
log on as herself as follows:

shell% telnet -a -f -x trillium.fubar.org
Trying 128.0.0.5...

Connected to trillium.fubar.org.

Escape character is *~]’.

[ Kerberos V5 accepts you as “jennifer@fubar.org” |
[ Kerberos V5 accepted forwarded credentials |
NetBSD 1.1: Tue May 21 00:31:42 EDT 1996

Welcome to NetBSD!
shell%

Note that jennifer’s machine used Kerberos to authenticate her to trillium.fubar.org, and
logged her in automatically as herself. She had an encrypted session, a copy of her tickets already
waiting for her, and she never typed her password.

If you forwarded your Kerberos tickets, telnet automatically destroys them when it exits. The
full set of options to Kerberos V5 telnet are discussed in the Reference section of this manual.
(see Section 3.5 [telnet Reference|, page 27)
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2.4.3 rlogin

The Kerberos V5 rlogin command works exactly like the standard UNIX rlogin program, with
the following Kerberos options added:

-f, ——forward
forwards a copy of your tickets to the remote host.

--noforward
turns off forwarding of tickets to the remote host. (This option overrides any forwarding
specified in your machine’s configuration files.)

-F, ——forwardable
forwards a copy of your tickets to the remote host, and marks them re-forwardable
from the remote host.

--noforwardable
makes any forwarded tickets nonforwardable. (This option overrides any forwardability
specified in your machine’s configuration files.)

-k realm requests tickets for the remote host in the specified realm, instead of determining the
realm itself.

-X, ——encrypt
turns on encryption.

—--noencrypt
turns off encryption.

For example, if david wanted to use the standard UNIX rlogin to connect to the machine
daffodil.mit.edu, he would type:

shell% rlogin daffodil.mit.edu -1 david
Password: <- david types his password here
Last login: Fri Jun 21 10:36:32 from :0.0
Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994
The Regents of the University of California. All rights reserved.

NetBSD 1.1: Tue May 21 00:31:42 EDT 1996

Welcome to NetBSD!
shell%

Note that the machine daffodil.mit.edu asked for david’s password. When he typed it, his
password was sent over the network unencrypted. If an intruder were watching network traffic at
the time, that intruder would know david’s password.
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If, on the other hand, jennifer wanted to use Kerberos V5 rlogin to connect to the machine
trillium.fubar.org, she could forward a copy of her tickets, mark them as not forwardable from
the remote host, and request an encrypted session as follows:

shell% rlogin trillium.fubar.org -f -x

This rlogin session is using DES encryption for all data transmissions.
Last login: Thu Jun 20 16:20:50 from daffodil

SunOS Release 4.1.4 (GENERIC) #2: Tue Nov 14 18:09:31 EST 1995
Not checking quotas. Try quota.real if you need them.

shell%

Note that jennifer’s machine used Kerberos to authenticate her to trillium.fubar.org, and
logged her in automatically as herself. She had an encrypted session, a copy of her tickets were
waiting for her, and she never typed her password.

If you forwarded your Kerberos tickets, rlogin automatically destroys them when it exits. The
full set of options to Kerberos V5 rlogin are discussed in the Reference section of this manual.
(see Section 3.6 [rlogin Reference|, page 36)

2.4.4 FTP

The Kerberos V5 FTP program works exactly like the standard UNIX FTP program, with the
following Kerberos features added:

-k realm requests tickets for the remote host in the specified realm, instead of determining the
realm itself.

-forward requests that your tickets be forwarded to the remote host. The -forward argument
must be the last argument on the command line.

protect level
(issued at the ftp> prompt) sets the protection level. “Clear” is no protection; “safe”
ensures data integrity by verifying the checksum, and “private” encrypts the data.
Encryption also ensures data integrity.
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For example, suppose jennifer wants to get her RMAIL file from the directory ~jennifer/Mail,
on the host daffodil.mit.edu. She wants to encrypt the file transfer. The exchange would look
like the following:

shell% ftp daffodil.mit.edu

Connected to daffodil.mit.edu.

220 daffodil.mit.edu FTP server (Version 5.60) ready.
334 Using authentication type GSSAPI; ADAT must follow
GSSAPI accepted as authentication type

GSSAPI authentication succeeded

Name (daffodil.mit.edu:jennifer):

232 GSSAPI user jennifer@ATHENA.MIT.EDU is authorized as jennifer
230 User jennifer logged in.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> protect private

200 Protection level set to Private.

ftp> cd “jennifer/MAIL

250 CWD command successful.

ftp> get RMAIL

227 Entering Passive Mode (128,0,0,5,16,49)

150 Opening BINARY mode data connection for RMAIL (361662 bytes).
226 Transfer complete.

361662 bytes received in 2.5 seconds (1.4e+02 Kbytes/s)
ftp> quit

shell%

The full set of options to Kerberos V5 FTP are discussed in the Reference section of this manual.
(see Section 3.7 [FTP Reference], page 38)

2.4.5 rsh

The Kerberos V5 rsh program works exactly like the standard UNIX rlogin program, with the
following Kerberos features added:
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-f, ——forward
forwards a copy of your tickets to the remote host.

--noforward
turns off forwarding of tickets to the remote host. (This option overrides any forwarding
specified in your machine’s configuration files.)

-F, ——forwardable
forwards a copy of your tickets to the remote host, and marks them re-forwardable
from the remote host.

--noforwardable
makes any forwarded tickets nonforwardable. (This option overrides any forwardability
specified in your machine’s configuration files.)

-k realm requests tickets for the remote host in the specified realm, instead of determining the
realm itself.

-x, ——encrypt
turns on encryption.

--noencrypt
turns off encryption.

For example, if your Kerberos tickets allowed you to run programs on the host
trillium@fubar.org as root, you could run the ‘date’ program as follows:

shell% rsh trillium.fubar.org -1 root -x date

This rsh session is using DES encryption for all data transmissions.
Fri Jun 21 17:06:12 EDT 1996

shell%

If you forwarded your Kerberos tickets, rsh automatically destroys them when it exits. The
full set of options to Kerberos V5 rsh are discussed in the Reference section of this manual. (see
Section 3.8 [rsh Reference], page 46)

2.4.6 rcp

The Kerberos V5 rcp program works exactly like the standard UNIX rcp program, with the
following Kerberos features added:

-k realm requests tickets for the remote host in the specified realm, instead of determining the
realm itself.

-X, ——encrypt
turns on encryption.
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For example, if you wanted to copy the file /etc/motd from the host daffodil.mit.edu into
the current directory, via an encrypted connection, you would simply type:

shell% rcp -x daffodil.mit.edu:/etc/motd .

The rcp program negotiates authentication and encryption transparently. The full set of options
to Kerberos V5 rcp are discussed in the Reference section of this manual. (see Section 3.9 [rcp
Reference], page 48)

2.4.7 ksu

The Kerberos V5 ksu program replaces the standard UNIX su program. ksu first authenticates
you to Kerberos. Depending on the configuration of your system, ksu may ask for your Kerberos
password if authentication fails. Note that you should never type your password if you are remotely
logged in using an unencrypted connection.

Once ksu has authenticated you, if your Kerberos principal appears in the target’s .k5login
file (see Section 2.3.3 [Granting Access to Your Account], page 9) or in the target’s .kbusers file
(see below), it switches your user ID to the target user ID.

For example, david has put jennifer’s Kerberos principal in his .k51login file. If jennifer uses
ksu to become david, the exchange would look like this. (To differentiate between the two shells,
jennifer’s prompt is represented as jennifer)% and david’s prompt is represented as david¥.)

jennifer% ksu david

Account david: authorization for jennifert ATHENA.MIT.EDU successful
Changing uid to david (3382)

david%

Note that the new shell has a copy of jennifer’s tickets. The ticket filename contains david’s UID
with ‘.1’ appended to it:

david% klist
Ticket cache: /tmp/krb5cc_3382.1
Default principal: jenniferct ATHENA.MIT.EDU

Valid starting Expires Service principal

31 Jul 96 21:53:01 01 Aug 96 07:52:53 krbtgt/ATHENA.MIT.EDUGATHENA.MIT.EDU
31 Jul 96 21:53:39 01 Aug 96 07:52:53 host/daffodil.mit.eduATHENA.MIT.EDU
david%



18 Kerberos V5 UNIX User’s Guide

If jennifer had not appeared in david’s .k5login file (and the system was configured to ask
for a password), the exchange would have looked like this (assuming david has taken appropriate
precautions in protecting his password):

jennifer% ksu david
WARNING: Your password may be exposed if you enter it here and are logged
in remotely using an unsecure (non-encrypted) channel.

Kerberos password for davidlRATHENA.MIT.EDU: <- jennifer types the wrong pass-

word_here. )
ksu: Password incorrect

Authentication failed.
jennifer%

Now, suppose david did not want to give jennifer full access to his account, but wanted to
give her permission to list his files and use the "more" command to view them. He could create a
.kbusers file giving her permission to run only those specific commands.

The .kbusers file is like the .k5login file, except that each principal is optionally followed by
a list of commands. ksu will let those principals execute only the commands listed, using the -e
option. david’s .kbusers file might look like the following:

jenniferQ@ATHENA.MIT.EDU /bin/ls /usr/bin/more
joeadmin@ATHENA .MIT.EDU /bin/1s
joeadmin/admin@ATHENA.MIT.EDU  *

davidQFUBAR.ORG

The above .kbusers file would let jennifer run only the commands /bin/1s and /usr/bin/more.
It would let joeadmin run only the command /bin/1ls if he had regular tickets, but if he had
tickets for his admin instance, joeadmin/adminQATHENA.MIT.EDU, he would be able to execute
any command. The last line gives david in the realm FUBAR.ORG permission to execute any
command. (Le., having only a Kerberos principal on a line is equivalent to giving that principal
permission to execute *.) This is so that david can allow himself to execute commands when he
logs in, using Kerberos, from a machine in the realm FUBAR.ORG.

Then, when jennifer wanted to list his home directory, she would type:

jennifer% ksu david -e 1s ~david

Authenticated jenniferc ATHENA.MIT.EDU

Account david: authorization for jenniferc ATHENA.MIT.EDU for execution of
/bin/l1s successful

Changing uid to david (3382)

Mail News Personal misc bin

jennifer%

If jennifer had tried to give a different command to ksu, it would have prompted for a password
as with the previous example.

Note that unless the .kb5users file gives the target permission to run any command, the user
must use ksu with the ~e command option.
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The ksu options you are most likely to use are:

-n principal

-1 lifetime

-z

-Z

specifies which Kerberos principal you want to use for ksu. (e.g., the user joeadmin
might want to use his admin instance. See Section 1.1 [What is a Ticket?], page 1.)

specifies the location of your Kerberos credentials cache (ticket file).

specifies the location you want the Kerberos credentials cache (ticket file) to be for the
target user ID.

tells ksu not to destroy your Kerberos tickets when ksu is finished.

requests forwardable tickets. (See Section 2.2.1 [Obtaining Tickets with kinit], page 4.)
This is only applicable if ksu needs to obtain tickets.

sets the ticket lifetime. (See Section 2.2.1 [Obtaining Tickets with kinit], page 4.) This
is only applicable if ksu needs to obtain tickets.

tells ksu to copy your Kerberos tickets only if the UID you are switching is the same
as the Kerberos primary (either yours or the one specified by the -n option).

tells ksu not to copy any Kerberos tickets to the new UID.

-e command

-a text

tells ksu to execute command and then exit. See the description of the .kbusers file
above.

(at the end of the command line) tells ksu to pass everything after ¢

shell.

-a’ to the target

The full set of options to Kerberos V5 ksu are discussed in the Reference section of this manual.

(see Section 3.10 [ksu Reference], page 49)
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3 Kerberos V5 Reference

This section will include copies of the manual pages for the Kerberos V5 client programs. You
can read the manual entry for any command by typing man command, where command is the name
of the command for which you want to read the manual entry. For example, to read the kinit
manual entry, you would type:

shell% man kinit
Note: To be able to view the Kerberos V5 manual pages on line, you may need to add
the directory /usr/local/man to your MANPATH environment variable. (Remember to replace

/usr/local with the top-level directory in which Kerberos V5 is installed.) For example, if you
had the the following line in your .login file':

setenv MANPATH /usr/local/man:/usr/man

and the Kerberos V5 man pages were in the directory /usr/krb5/man, you would change the line
to the following:

setenv MANPATH /usr/krb5/man:/usr/local/man:/usr/man

! The MANPATH variable may be specified in a different initialization file, depending on your
operating system. Some of the files in which you might specify environment variables include
.login, .profile, or .cshrc.
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3.1 kinit Reference

Reference Manual for kinit

KINIT(1) KINIT(1)

NAME
kinit — obtain and cachedtberos tickt-granting ticlkt

SYNOPSIS
kinit [-5] [-4] [-V] [~ lifetimg] [-sstart_timé [-r renewable_lifd [-p | -P] [-f | -F] [-A] [-V] [-R]
[-k [t keytab_fild] [-c cache_namg[-S service_namnig principall

DESCRIPTION
kinit obtains and caches an initial tatkgranting ticlket for principal.Theypicaldefaulbehaioristoac-
quireonly Kerberos 5 tickts. Havever, if kinit was luilt with both Kerberos 4 support and with the alelt
behaior of acquiring both types of tieks, it will try to acquire both &beros 5 and &beros 4 by defilt.
Any documentation particular todfberos 4 does not apply iekberos 4 supportas not kilt into kinit.

OPTIONS
-5 get Kerberos 5 tickts. Thisoverides whateer the defult kuilt-in beharior may be. This option
may be used with4

-4 get Kerberos 4 tickts. Thisoverides whateer the defult kuilt-in beharior may be. This option
is only available if kinit was huilt with Kerberos 4 compatibilityThis option may be used wittb

-V display \erbose output.

- lifetime
requests a tiak with the lifetimdifetime. The walue forlifetime must be folleved immediately by
one of the follwing delimiters:

s seconds
m minutes
h hours
d days

as in "kinit -l 90m". You cannot mix units; aalue of ‘3h30m’ will result in an error

If the —I option is not specified, the @efit ticket lifetime (configured by each site) is us&peci-
fying a ticlet lifetime longer than the maximum tetifetime (configured by each site) results in
a ticket with the maximum lifetime.

-sstart_time
requests a postdated tatk \alid starting atstart_time Postdated tickts are issued with the
invalid flag set, and need to be fed back to the kdc before(Nee.applicaple to Krberos 4.)

—r renewvable_life
requests remeable tickets, with a total lifetime ofenewable_life The duration is in the same for
mat as the-l option, with the same delimiter§Not applicaple to rberos 4.)

—f request fonardable tickts. (Notapplicaple to krberos 4.)

-F do not request forardable tickts. (Notapplicaple to kerberos 4.)
-p request proxiable tieks. (Notapplicaple to Krberos 4.)

-P do not request proxiable tiets. (Notapplicaple to Krberos 4.)
-A request address-less k. (Notapplicaple to Krberos 4.)

-v requests that the tiek granting tickt in the cache (with theavalid flag set) be passed to the kdc
for validation. Ifthe ticket is within its requested time range, the cache is replaced witlalthe v
dated ticlet. (Notapplicaple to Krberos 4.)

-R requests remeal of the ticket-granting ticlet. Notethat an gpired ticlet cannot be remeed, &en
if the ticket is still within its reneable life. When using this option with étberos 4, the kdc must
support kerberos 5 to Krberos 4 tickt coversion.



Chapter 3: Kerberos V5 Reference

Reference Manual for kinit

KINIT(1) KINIT(1)

-k [t keytab_fild
requests a host tiek, obtained from ady in the local hoss keytabfile. Thename and location of
the leytab file may be specified with the keytab_file option; otherwise the dafilt name and
location will be usedWhen using this option with é&tberos 4, the kdc must supporrieros 5 to
Kerberos 4 tickt comversion.

—c cache_name
usecache_nameas the Kerberos 5 credentials (tie) cache name and location; if this option is
not used, the dafilt cache name and location are used.

The deéult credentials cache mawry between systemdf the KRBSCCNAME ervironment
variable is set, its alue is used to name the delt ticket cache.Any existing contents of the
cache are destyed bykinit. (Note: The dedult name for lérberos 4 comes from theéRBTK-
FILE ervironment ariable. Thisoption does not apply toétberos 4.)

—-Sservice_name
specify an alternate service name to use when getting initiaksickApplicableto Kerberos 5 or
if using both kKerberos 5 and &beros 4 with a kdc that supporterkeros 5 to Krberos 4 ticét
corversion.)

ENVIRONMENT
Kinit uses the follwing ervironment \ariables:

KRB5CCNAME Location of the Krberos 5 credentials (tiel cache.
KRBTKFILE Filename of the Krberos 4 credentials (tie} cache.

FILES
/tmp/krb5cc_[uid] dedult location of Kerberos 5 credentials cache ([uid] is the decimal UID of the user).

/tmp/tkt[uid] defult location of Kerberos 4 credentials cache ([uid] is the decimal UID of the user).

letc/krb5.leytab
default location for the local hostkeytab file.

SEE ALSO
klist(1), kdestrg(1), krb5(3)

23



24 Kerberos V5 UNIX User’s Guide

3.2 klist Reference

Reference Manual for klist

KLIST(1) KLIST(1)
NAME
klist — list cached Krberos tickts
SYNOPSIS
klist [-5] [-4] [—€] [[-c] [-f] [-s] [-a [-n]]] [k [-t] [-K]] [cache_namé keytab_namé
DESCRIPTION

Klist lists the Kerberos principal and é¢beros tickts held in a credentials cache, or tlegskheld in a
keytab file. If klist was luilt with Kerberos 4 support, the @eft behaior is to list both Kerberos 5 and
Kerberos 4 credential®Otherwise, klist will dedult to listing only kerberos 5 credentials.

OPTIONS
-5 list Kerberos 5 credentialsThis overrides whateer the deéult uilt-in behavior may be. This
option may be used with4
-4 list Kerberos 4 credentialsThis overrides whateer the deéult uilt-in behavior may be. This
option is only &ailable if kinit was huilt with Kerberos 4 compatibility This option may be used
with =5
-e displays the encryption types of the sessiey é&nd the ticlet for each credential in the credential
cache, or eachely in the leytab file.
-C List tickets held in a credentials cachiEhis is the dedult if neither-c nor -k is specified.
—f shaws the flags present in the credentials, using thewoitpabbreiations:
F Forwardable
f forwarded
P Proxiable
p proxy
D posDateable
d posdated
R Renevable
| I nitial
i invdid
-s causelist to run silently (produce no output)tto still set the at status according to whether
it finds the credentials cach@he «it status is ‘0’ ifklist finds a credentials cache, and ‘1’ if it
does not.
-a display list of addresses in credentials.
-n shav numeric addresses instead ofemse-resolving addresses.
-k List keys held in akeytab file.
-t display the time entry timestamps for eaeltib entry in the &tab file.

-K display the alue of the encryptiondy in each leytab entry in the &ytab file.

If cache_nameor keytab_namas not specified, klist will display the credentials in theadéfcredentials
cache or kytab file as appropriatdf the KRBSCCNAME ervironment ariable is set, itsalue is used to
name the deiult ticket cache.

ENVIRONMENT
Klist uses the follwing ervironment \ariables:

KRB5CCNAME Location of the Krberos 5 credentials (tiel cache.
KRBTKFILE Filename of the Krberos 4 credentials (tie} cache.

FILES
/tmp/krb5cc_[uid] dedult location of Kerberos 5 credentials cache ([uid] is the decimal UID of the user).

/tmp/tkt[uid] defult location of Kerberos 4 credentials cache ([uid] is the decimal UID of the user).
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3.3 kdestroy Reference

Reference Manual for kdestroy

KDESTROY(1) KDESTROY(1)

NAME

kdestry - destroy Kerberos tickts

SYNOPSIS

kdestroy [-5] [-4] [-q] [-c cache_name]

DESCRIPTION

The kdestoy utility destrgys the uses ective Kerberos authorization tieks by writing zeros to the speci-
fied credentials cache that contains thdfrthe credentials cache is not specified, theadkefcredentials
cache is destseed. If kdestry was huilt with Kerberos 4 support, the delt behaior is to destrg both
Kerberos 5 and &rberos 4 credential©Otherwise, kdestgowill default to destrging only Kerberos 5 cre-
dentials.

OPTIONS
-5 destry Kerberos 5 credential&his overrides whateer the deéult kuilt-in behasior may be. This
option may be used with4
-4 destry Kerberos 4 credential&his overrides whateer the deéult kuilt-in behasior may be. This
option is only &ailable if kinit was huilt with Kerberos 4 compatibility This option may be used
with -5

-q Run quietly Normally kdestroy beeps if it &ils to destrp the uses tickets. The—q flag sup-
presses this beh@r.

—c cache_name
usecacthe_nameas the credentials (tiek cache name and location; if this option is not used, the
default cache name and location are used.

The deéult credentials cache magry between systemdf the KRBSCCNAME ernvironment \ari-
able is set, itsalue is used to name the dett ticket cache.

Most installations recommend that you placektiestoy command in yourogoutfile, so that your tickts
are destrged automatically when you log out.

ENVIRONMENT

FILES

Kdestroy uses the folleing ervironment \ariables:
KRB5CCNAME Location of the Krberos 5 credentials (tiel) cache.
KRBTKFILE Filename of the Krberos 4 credentials (tie cache.

/tmp/krb5cc_[uid] dedult location of Kerberos 5 credentials cache ([uid] is the decimal UID of the user).

/tmp/tkt[uid] defult location of Kerberos 4 credentials cache ([uid] is the decimal UID of the user).

SEE ALSO

BUGS

kinit(1), klist(1), krb5(3)

Only the ticlets in the specified credentials cache are de=droSeparatéicket caches are used to hold
root instance and passwd changing tickts. Theseshould probably be destred too, or all of a usex’
tickets lept in a single credentials cache.
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3.4 kpasswd Reference

Reference Manual for kpasswd

KPASSWD(1) KRSSWD(1)
NAME
kpasswd - change a useKerberos passwd
SYNOPSIS
kpasswd[principal]
DESCRIPTION

The kpasswdcommand is used to change arBeros principad passvord. Kpasswdprompts for the cur
rent Kerberos passwvd, which is used to obtaincnangepwticket from theKDC for the uses Kerberos
realm. Ifkpasswdsuccessfully obtains trghangepwticket, the user is prompted twice for thevngass-
word, and the passwd is changed.

If the principal is gwerned by a polig that specifies the length and/or number of character classes required
in the nev passvord, the ne passvord must conform to the polic (The five character classes arenler
case, upper case, numbers, punctuation, and all other characters.)

OPTIONS
principal
change the pas®nd for the kerberos principaprincipal. Otherwise, the principal is desd from
the identity of the userwioking thekpasswccommand.

FILES
/tmpl/tkt_kadm_[pid]
temporary credentials cache for the lifetime of the pes$vechanging operation.
([pid] is the process-ID of the kpasswd process.)

SEE ALSO
kadmin(8), kadmind(8)

BUGS
If kpasswdis suspended, the changepw étskmay not be destred.
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3.5 telnet Reference

Reference Manual for telnet

TELNET(1) TELNET(1)

NAME
telnet — user inteaice to the TELNET protocol

SYNOPSIS
telnet [-8] [-E] [-F] [-K][-L] [-Stog [-X authtypé[—a] [-c] [-d] [-e escapebar] [-f] [~k realm] [-I
useil [-n tracefilg [-r] [-X] [host[port]]

DESCRIPTION
The telnet command is used to communicate with another host usingaheET protocol. Iftelnet is
invoked without thehostargument, it enters command mode, indicated by its prongnét>). In this
mode, it accepts andeeutes the commands listed belolf it is invoked with aguments, it performs an
opencommand with those gmments.

OPTIONS
-8 Specify an 8-bit data pathThis causes an attempt togotiate theTELNET BINARY option on
both input and output.

-E Stop ai character from being recognized as an escape character
-F forward aforwardablecopy of the local credentials to the remote system.
-K Specify no automatic login to the remote system.

-L Specify an 8-bit data path on outpdthis causes the BIARY option to be ngotiated on output.

-Stos Set the IP type-of-service O0S) option for the telnet connection to theuetos, which can be a
numeric TOS \alue (in decimal, or a kevalue preceded by Ox, or an octalue preceded by a
leading 0) aron systems that support it, a symboli©% name found in the /etc/iptos file.

-X atype
Disable theatypetype of authentication.
-a Attempt automatic loginThis sends the user name via U&ERvariable of theENVIRON option,

if supported by the remote systefihe name used is that of the current user as returngelby
gin(2) if it agrees with the current user ID; otherwise it is the name associated with the user ID.

-C Disable the reading of the usertelnetrc file. (Seethe toggle skiprc command on this man
page.)

—-d Set the initial alue of thedebug flag to TRUE

—eescape lar

Set the initiakelnet escape character &scape lear. If escape lsar is omitted, then there will be
no escape character

—f forward a cop of the local credentials to the remote system.

-k realm
If Kerberos authentication is being used, request that telnet obtats tiok the remote host in
realmrealminstead of the remote hostealm, as determined lyb_realmofhos{3).

-l user If the remote system understands En/IRON option, theruserwill be sent to the remote system
as the alue for the ariableUSER. This option implies the-a option. Thisoption may also be
used with thepencommand.

-n tracefile
Opentracefilefor recording trace informationSee theset tracefilecommand belw.

-r Specify a user inteate similar talogin(1). Inthis mode, the escape character is set to the tilde
(") characterunless modified by thee option.

-X Turn on encryption of the data streaitvhen this option is turned otelnet will exit with an error
if authentication cannot be getiated or if encryption cannot be turned on.

host Indicates the name, alias, or Internet address of the remote host.
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port Indicates a port number (address of an applicatitfithe port is not specified, the deiflt telnet
port (23) is used.

When in rlogin mode, ~ is the telnet escape character; a line of the form ~. disconnects from the remote host.
Similarly, the line ™Z suspends the telnet sessibhe line ] escapes to the normal telnet escape prompt.

Once a connection has been openelhet will attempt to enable thEELNET LINEMODE option. If this
fails, thentelnet will revert to one of tvo input modes: eithefcharacter at a timebr “old line by line}
depending on what the remote system supports.

When LINEMODE is enabled, character processing is done on the local system, under the control of the
remote systemWhen input editing or character echoing is to be disabled, the remote system will relay that
information. Theemote system will also relay changes tg special characters that happen on the remote
system, so that tlyecan tale dfect on the local system.

In “character at a timemode, most tet typed is immediately sent to the remote host for processing.

In “old line by line” mode, all tat is echoed locallyand (normally) only completed lines are sent to the
remote host.The ‘local echo charactér(initially ‘"E’") may be used to turn band on the local echo.
(This would mostly be used to enter passts without the passwd being echoed).

If the LINEMODE option is enabled, or if tHecalcharsflag is TRJE (the deéult for “old line by line’;

see belw), the uses quit, intr, and flush characters are trapped localipnd sent aSTELNET protocol
sequences to the remote side LINEMODE has eer been enabled, then the usesuspandeof are also
sent asTELNET protocol sequences, amwgit is sent as ZELNET ABORT instead ofBREAK. There are
options (sedoggle autoflushandtoggle autosynchbelow) which cause this action to flush subsequent
output to the terminal (until the remote host acikiedlges tha@ELNET sequence) and flush preus termi-

nal input (in the case @jfuit andintr).

While connected to a remote hottlnet command mode may be entered by typing téieet “ escape
charactef'(initially *"]""). Whenin command mode, the normal terminal editingventions are wailable.

The following telnet commands arevailable. Onlyenough of each command to uniquely identify it need
be typed (this is also true forgaments to thenode, set toggle, unset slc, erviron, and display com-
mands).

auth argument ...
The auth command manipulates the information sent througrEth¢ET AUTHENTICATE option.
Valid arguments for the auth command are as edlo

disabletype
Disables the specified type of authenticatidio. dbtain a list of sailable types, use the
auth disable ? command.

enabletype
Enables the specified type of authenticatidp. dbtain a list of sailable types, use the
auth enable ? command.

status Lists the current status of thanious types of authentication.
close Close aTELNET session and return to command mode.

display argument ...
Displays some or all of theetandtogglevalues (see beiw).

encrypt argument ...
The encrypt command manipulates the information sent throughethNET ENCRYPT option.

Note: Becaus®f export controls, theTELNET ENCRYPT option is not supported outside of the United
States and Canada.

Valid arguments for the encrypt command are as fasto
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disabletype[inputjoutput]
Disables the specified type of encryptidfi.you omit the input and output, both input
and output are disabledlo dbtain a list of gailable types, use thencrypt disable ?
command.

enabletype]fP [input|output]
Enables the specified type of encryptidh.you omit input and output, both input and
output are enabledTo dbtain a list of @ailable types, use thencrypt enable ? com-
mand.

input  This is the same as teacrypt start input command.
—input This is the same as tle@crypt stop input command.
output This is the same as teacrypt start output command.

—output
This is the same as teacrypt stop outputcommand.

start [input|output]
Attempts to start encryptionlf you omit input and output, both input and output are
enabled. @ obtain a list of gailable types, use thencrypt enable ? command.

status Lists the current status of encryption.

stop [input [output]
Stops encryptionlf you omit input and output, encryption is on both input and output.
type type

Sets the deifult type of encryption to be used with lagcrypt start or encrypt stop
commands.

ernviron arguments ...

Theerviron command is used to manipulate the thaables that my be sent through TELNET

ENVIRON option. Theinitial set of \ariables is ta#n from the users emonment, with only the
DISPLAY andPRINTERvariables beinggorted by dedult. TheUSERvariable is also xported if

the—aor —| options are used.

Valid arguments for thenviron command are:

logout

definevariable value
Define the ariablevariableto have a \alue ofvalue Any variables defined by this com-
mand are automaticallyported. Thevaluemay be enclosed in single or double quotes
so that tabs and spaces may be included.

undefinevariable
Remae variablefrom the list of emironment ariables.

export variable
Mark the \ariablevariableto be eported to the remote side.

unexport variable
Mark the \ariablevariable to not be gported unlessxlicitly asked for by the remote
side.

list List the current set of @ronment \ariables. Thosenarked with a * will be sent auto-
matically; other ariables will only be sent iflicitly requested.

? Prints out help information for thervir on command.

Sends th&ELNET LOGOUT option to the remote sideThis command is similar to @osecom-
mand; havever, if the remote side does not support t@GOUT option, nothing happenslif,
however, the remote side does support H@®GOUT option, this command should cause the remote
side to close th@ELNET connection. Ithe remote side also supports the concept of suspending a
users sssion for later reattachment, the logowgfuanent indicates that you should terminate the
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session immediately

modetype
Typeis one of seeral options, depending on the state of TE&NET session. Theemote host is
asled for permission to go into the requested mdéi¢he remote host is capable of entering that
mode, the requested mode will be entered.

character
Disable theTELNET LINEMODE option, or if the remote side does not understand the
LINEMODE option, then entefcharacter at a timefmode.

line Enable theTELNET LINEMODE option, or if the remote side does not understand the
LINEMODE option, then attempt to entéold-line-by-line” mode.

isig (-isig)
Attempt to enable (disable) tH'RAPSIGmode of theLINEMODE option. Thisrequires
that theLINEMODE option be enabled.

edit (—edit)
Attempt to enable (disable) tfDIT mode of theLINEMODE option. Thisrequires that
the LINEMODE option be enabled.

softtabs (—softtabs)
Attempt to enable (disable) tisOFT_TRB mode of theLlINEMODE option. Thisrequires
that theLINEMODE option be enabled.

litecho (-litecho)
Attempt to enable (disable) théT_ECHO mode of theLINEMODE option. Thisrequires
that theLINEMODE option be enabled.

? Prints out help information for theode command.

openhost[-a] [[-]] usel [—port]
Open a connection to the named hdsho port number is specifietelnet will attempt to contact
a TELNET sener at the defult port. The host specification may be either a host name (see
hostg5) or an Internet address specified in tdet’ notation’ (seeinet(3). After establishing a
connection, the filetelnetrc in the uses home directory is opened.ines bginning with a # are
comment lines.Blank lines are ignoredLines that bgin without white space are the start of a
machine entry The first thing on the line is the name of the machine that is being connected to.
The rest of the line, and successines that bgin with white space are assumed tddieet com-
mands and are processed as i/ thed been typed in manually to tteénet command prompt.

-a Attempt automatic login.This sends the user name via th&ER variable of theENVI-
RON option, if supported by the remote systefihe name used is that of the current user
as returned bygetlogin(2) if it agrees with the current user ID; otherwise it is the name
associated with the user ID.

[-1] user
may be used to specify the user name to be passed to the remote systeBNNAROA!
option.

—port When connecting to a non-standard pinet omits ary automatic initiation ofTELNET

options. Wherthe port number is preceded by a minus sign, the initial optigotiagion
is done.

quit Close ag openTELNET session andxit telnet. An end of file (in command mode) will also close
a ession andt.

sendarguments
Sends one or more special character sequences to the remot&Hesblloving are the au-
ments which may be specified (more than ogerment may be specified at a time):
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abort Sends th@ELNET ABORT (Abort processes) sequence.

ao Sends the'ELNET AO (Abort Output) sequence, which should cause the remote system
to flush all outpufromthe remote systeno the uses terminal.

ayt Sends th&ELNET AYT (Are You There) sequence, to which the remote system may or
may not choose to respond.

brk Sends theTELNET BRK (Break) sequence, which mayveasgnificance to the remote
system.

ec Sends th@ELNET EC(Erase Character) sequence, which should cause the remote system
to erase the last character entered.

el Sends theELNET EL (Erase Line) sequence, which should cause the remote system to
erase the line currently being entered.

eof Sends th@ELNET EOF(End Of File) sequence.

eor Sends th&ELNET EOR(End of Record) sequence.

escape Sends the current escape character (initidlly *

ga Sends theTELNET GA (Go Ahead) sequence, whichdlly has no significance to the
remote system.

getstatus
If the remote side supports thELNET STATUS commandgetstatuswill send the subne-
gotiation to request that the sensend its current option status.

ip Sends theELNET IP (Interrupt Process) sequence, which should cause the remote sys-
tem to abort the currently running process.

nop Sends th@ELNET NOP(No OPeration) sequence.

susp  Sends th&@ELNET SUSP(SUSPend process) sequence.

synch Sends th@ELNET SYNCHsequence. Thisequence causes the remote system to discard
all previously typed (it not yet read) inputThis sequence is sent &SP urgent data
(and may not wrk if the remote system is a 4.2BSD system -- if it ddesoik, a laver
case't’”’ may be echoed on the terminal).

docmd

dontcmd

will cmd

wont cmd
Sends the’ELNET DO cmdsequence.Cmdcan be either a decimal number between 0
and 255, or a symbolic name for a specifiit NET command.Cmdcan also be either
help or ? to print out help information, including a list of kmo symbolic names.

? Prints out help information for treendcommand.

setargument value

unsetargument value
The setcommand will set anone of a number dielnet variables to a specificalue or toTRUE.
The special &lueoff turns of the function associated with thanable; this is equéalent to using
theunsetcommand. Theinsetcommand will disable or set ®ALSE ary of the specified func-
tions. Thevalues of \ariables may be interraged with thedisplay command. Thevariables
which may be set or unseyttnot toggled, are listed hertn addition, ag of the \ariables for the
togglecommand may bexelicitly set or unset using treetandunsetcommands.

ayt

If telnet is in localchars mode, drINEMODE is enabled, and the status character is
typed, aTELNET AYT sequence (sesend aytpreceding) is sent to the remote hoEhe
initial value for the "Are ¥u There" character is the termirsafatus character
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echo This is the walue (initially “’E’’) which, when in ‘line by line” mode, toggles between
doing local echoing of entered characters (for normal processing), and suppressing echo-
ing of entered characters (for entering, sagassvord).

eof If telnetis operating irLINEMODE or “old line by line’ mode, entering this character as
the first character on a line will cause this character to be sent to the remote Sjrstem.
initial value of the eof character is &akto be the terminaleof character

erase If telnetis in mode (se&oggle localcharsbelon), andif telnetis operating in‘tharacter
at a time” mode, then when this character is typedEaANET ECsequence (sesend ec
above) is ®nt to the remote systeriThe initial value for the erase character isemako be
the terminaks erasecharacter

escape This is thetelnet escape character (initially[ ') which causes entry inttelnet com-
mand mode (when connected to a remote system).

flushoutput
If telnet is in localchars mode (seaoggle localcharsbelon) and theflushoutput char
acter is typed, ZELNET AO sequence (sesend aoabore) is ®nt to the remote host.
The initial value for the flush character is éakto be the terminalflush character

forwl

forw2 If telnetis operating irLINEMODE, these are the characters that, when typed, cause par
tial lines to be fonarded to the remote systerfihe initial \alue for the fonarding char
acters are tadn from the terminad’ eol and eol2 characters.

interrupt
If telnetis inlocalcharsmode (se¢oggle localcharsbelow) and thanterrupt character
is typed, aELNET IPsequence (seeend ipabove) is ®nt to the remote hostThe initial
value for the interrupt character is &akto be the terminalintr character

kill If telnet is in localchars mode (sedoggle localcharsbelow), andif telnet is operating
in “character at a timeimode, then when this character is type@EaANET EL sequence
(seesend elaborve) is nt to the remote systerthe initial value for the kill character is
taken to be the terminalkill character

Inext If telnet is operating iNLINEMODE or “old line by line’ mode, then this character is
taken to be the terminalinext character The initial value for the Ingt character is tadn
to be the terminad’'inext character

quit If telnet is in localchars mode (sedoggle localcharsbelon) and thequit character is
typed, aTELNET BRK sequence (seeend brk above) is ®nt to the remote hostThe ini-
tial value for the quit character is &kto be the terminalfuit character

reprint If telnet is operating iNLINEMODE or “old line by line’ mode, then this character is
taken to be the terminalreprint character The initial value for the reprint character is
taken to be the terminalteprint character

rlogin  This is the rlogin escape charactdf set, the normalTELNET escape character is
ignored unless it is preceded by this character at thiafiag of a line. This character

at the bginning of a line folleved by a "." closes the connection; when falled by a "Z
it suspends the telnet commanthe initial state is to disable the rlogin escape character

start  If the TELNET TOGGLE-FLON-CONTROL option has been enabled, then this character is
taken to be the terminal'start character The initial \value for the kill character is tak
to be the terminad’start character

stop  If the TELNET TOGGLE-FLON-CONTROL option has been enabled, then this character is
taken to be the terminal’stop character The initial value for the kill character is tak
to be the terminad’'stop character
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susp If telnetis in localchars mode, orLINEMODE is enabled, and theuspendcharacter is
typed, aTELNET SUSPsequence (sesend suspabove) is €nt to the remote hosiThe
initial value for the suspend character isetako be the terminalsuspendcharacter

tracefile
This is the file to which the output, causednigydata or option tracing beingrRUE, will
be written. If it is set to ‘=", then tracing information will be written to standard output
(the deéult).

worderase

If telnet is operating inLINEMODE or “old line by line’ mode, then this character is
taken to be the terminalorderase character The initial value for the wrderase char
acter is takn to be the terminalivorderase character

? Displays the lgd set(unsef) commands.

Theslc command (Set Local Characters) is used to set or change the state of the the special char
acters when th@ ELNET LINEMODE option has been enable®@pecial characters are characters

that get mapped ttelnet commands sequences @ilp or quit ) or line editing characters (kk
eraseandkill ). By default, the local special characters axparted.

check Verify the current settings for the current special characfeng. remote side is requested
to send all the current special character settings, and if thereyadisarepancies with
the local side, the local side will switch to the rematieie.

export Switch to the local delilts for the special characterShe local dedult characters are
those of the local terminal at the time whelmet was darted.

import Switch to the remote daidits for the special characterfhe remote deiult characters
are those of the remote system at the time wheMEbRET connection s established.

? Prints out help information for tredc command.

Shaow the current status ¢élnet. This includes the peer one is connected to, as well as the current
mode.

togglearguments ...

Toggle (betweelMRUE andFALSE) various flags that control lotelnet responds tovents. These
flags may be setxplicitly to TRUE or FALSE using theset and unset commands listed abe.
More than one gument may be specifiedhe state of these flags may be inteated with the
display command. ¥lid aguments are:

authdebug
Turns on debgging information for the authentication code.

autoflush
If autoflush andlocalcharsare bothTRUE , then when th&o, or quit characters are rec-
ognized (and transformed InfEELNET sequences; seset above for details), telnet
refuses to display gndata on the uses'terminal until the remote system aclkviedges
(via aTELNET TIMING MARK option) that it has processed thoRELNET sequences.
The initial value for this toggle iI$RUE if the terminal user had not done an "stty noflsh",
otherwiseFALSE (seestty(1).

autodecrypt
When the TELNET ENCRYPT option is negotiated, by defult the actual encryption
(decryption) of the data stream does not start automaticalig autoencrypt (autode-
crypt) command states that encryption of the output (input) stream should be enabled as
soon as possible.

Note: Becausef export controls, theTELNET ENCRYPT option is not supported outside the
United States and Canada.
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autologin
If the remote side supports tMELNET AUTHENTICATION optiontelnet attempts to use
it to perform automatic authenticatiotf.the AUTHENTICATION option is not supported,
the users login name are propated through th@ELNET ENVIRON option. Thiscom-
mand is the same as specifying tzeoption on theopencommand.

autosynch
If autosynchandlocalcharsare bothTRUE, then when either thiatr or quit characters
is typed (sesetabove for descriptions of theatr andquit characters), the resultingeL-
NET sequence sent is folleed by theTELNET SYNCHsequence. Thiprocedureshould
cause the remote system taimethraving avay al previously typed input until both of
the TELNET sequences ka keen read and acted uponhe initial value of this toggle is
FALSE.

binary Enable or disable thEELNET BINARY option on both input and output.

inbinary
Enable or disable thEELNET BINARY option on input.

outbinary
Enable or disable tHEELNET BINARY option on output.

crif If this is TRUE, then carriage returns will be sent as <CR><LFthis is FALSE, then
carriage returns will be send as <CR><NULFhe initial \alue for this toggle iSALSE.

crmod Toggle carriage return modé&Vhen this mode is enabled, most carriage return characters
receved from the remote host will be mapped into a carriage returnwfeticby a line
feed. Thismode does not fct those characters typed by the peely those receed
from the remote hosfThis mode is notery useful unless the remote host only sends car
riage return, bt never line feed. The initial value for this toggle iSALSE .

debug Toggles sockt level debugging (useful only to theuper use). Theinitial value for this
toggle isFALSE .

encdehug
Turns on debgging information for the encryption code.

localchars

If this is TRUE , then theflush, interrupt , quit, erase and kill characters (sesetabove)
are recognized locallyand transformed into (hopefully) appropria&LNET control
sequences (respeay ao, ip, brk, ec andel; seesendabove). Theinitial value for this
toggle iISTRUE in “old line by line” mode, andFALSE in “character at a timemode.
When theLINEMODE option is enabled, thealue oflocalcharsis ignored, and assumed
to alays beTRUE. If LINEMODE has eer been enabled, theguit is sent agbort, and
eofandsuspendare sent asofandsusp seesendabove).

netdata
Toggles the display of all netwk data (in headecimal format).The initial \alue for this
toggle iSFALSE.

options
Toggles the display of some interrtalnet protocol processing (lang to do withTEL-
NET options). Thenitial value for this flag iFALSE .

prettydump
When thenetdataflag is enabled, iprettydump is enabled the output from tinetdata
command will be formatted in a more useadable formatSpaces are put between each
character in the output, and theglmning of aly TELNET escape sequence is preceded by
a’* to aid in locating them.

skiprc When the skiprc flag iSRUE, TELNET skips the reading of the .telnetrc file in the user’
home directory when connections are operEuk initial \alue for this flag ISALSE.
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Toggles the display of all terminal data (inxadecimal format).The initial \alue for this
flag iISFALSE.

verbose_encrypt
When theverbose_encrypt flag is TRUE, TELNET prints out a message each time
encryption is enabled or disabledhe initial \alue for this toggle iFALSE. Note:
Because of ort controls, data encryption is not supported outside of the United States

and Canada.
? Displays the lgd togglecommands.
z Suspendelnet. This command only erks when the uses’ell iscsh(1).

! [commandl
Execute a single command in a subshell on the local systiecommand is omitted, then an
interactive sibshell is inoked.
? command
Get help. With no aguments, prints a help summarf a command is specified, will print the
help information for just that command.
ENVIRONMENT
Telnet uses at least thdOME, SHELL, DISPLA, and TERM ervironment \ariables. Otheervironment
variables may be propated to the other side via tmMELNET ENVIRON option.
FILES
Nf:f@iﬂ)%tfr? usecustomized telnet startupies

(on remote host) - file containingekberos principals that are alled access.
HISTORY
TheTelnet command appeared in 4.2BSD.
NOTES
On some remote systems, echo has to be turfietboiually when in‘old line by line’ mode.

In “old line by line” mode orLINEMODE the terminak eof character is only recognized (and sent to the
remote system) when it is the first character on a line.
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NAME
rlogin — remote login

SYNOPSIS
rlogin rhost[-ec] [-8] [-c] [ —a] [-f] [-F] [t termtypé [-n] [-7] [-PN | -PQ [-d] [~k realm] [-X]
[-L] [-] usernamg

DESCRIPTION
Rlogin connects your terminal on the current local host sy#itestto the remote host systeimost.

The \ersion liilt to use kerberos authentication igry similar to the standard Beilky rlogin(1), except
that instead of thehostsmechanism, it usesdfberos authentication to determine the authorization to use a
remote account.

Each user may e a pivate authorization list in a file .k5login in his login directoach line in this file

should contain a &beros principal name of the foynincipal/instance@galm If the originating user is
authenticated to one of the principals named in .k5login, access is granted to the afdberg. is no
/.k5login file, the principal will be granted access to the account according to the aname—>Iname mapping
rules. (Se&rb5_anadd(8Yor more details.)Otherwise a login and passwm will be prompted for on the
remote machine as iogin(1). To avoid some security problems, the .k5login file must ivaexd by the

remote user

If there is some problem in marshaling therleros authentication information, an error message is printed
and the standard UCB rlogin iseeuted in place of the étberos rlogin.

A line of the form.” disconnects from the remote host, whéfe i's the escape characte®milarly, the

line “”Z"" (where “Z, control-Z, is the suspend character) will suspend the rlogin seSsibstitution of

the delayed-suspend character (normally “Y) for the suspend character suspends the send portion of the
rlogin, kut allovs output from the remote system.

The remote terminal type is the same as your local terminal typevéasmgiour ervironment TERM ari-
able), unless thet option is specified (see b Theterminal or windw size is also copied to the
remote system if the se@wsupports the option, and changes in size are reflected as well.

All echoing tales place at the remote site, so thatépt for delays) the rlogin is transpareRtow control
via"S and "Q and flushing of input and output on interrupts are handled properly

OPTIONS

-8 allows an eight-bit input data path at all times; otherwise parity bits are strigpeptavhen the
remote sides gop and start characters are other than “SEiQht-bit mode is the datilt.

-L allows the rlogin session to be run in litout mode.

—€ec sets the escape characterctoThere is no space separating this option flag and tveeseape
character

-C require confirmation before disconnecting vid ‘

-a force the remote machine to ask for a passvby sending a null local usernamEhis option has
no efect unless the standard UCB rlogin xe&uted in place of the &beros rlogin (see abe).

—f forward a cop of the local credentials to the remote system.

-F forward aforwardablecopy of the local credentials to the remote system.

-t termtype
replace the terminal type passed to the remote hostenitttype

-n prevent suspension of rlogin vi&"Z'’ or *“7Y"".

-7 force seen-bit transmissions.

-d turn on sockt delugging (viasetsokopt(2)) on the TCP sodts used for communication with the

remote host.
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request rlogin to obtain tieits for the remote host in realealm instead of the remote host’
realm as determined lkyb_realmofhos{3).

turn on DES encryption for all data passed via the rlogin sesdibis significantly reduces
response time and significantly increases CPU utilization.

Explicitly request ne or old version of the irberos‘rcmd” protocol. Thenew protocol aoids
mary security problems found in the old onejthis not interoperable with older sers. (An
"input/output error" and a closed connection is the mostylikesult of attempting this combina-
tion.) If neither option is specified, some simple heuristics are used to guess which to try

rsh(1), kerberos(3), krb_sendauth(3), krb_realmofhost(3), rlogin(1) [U&Bien]

"I.k5login (onremote host) - file containingefberos principals that are alled access.

RLOGIN(1)
-k
—-X
-PN
-PO
SEE ALSO
FILES
BUGS

More of the emronment should be propated.
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NAME
ftp — ARFANET file transfer program
SYNOPSIS
ftp [-v] [~d] [-i] [-n] [~g] [~k realm] [~f] [-X] [-u] [~t] [hos]
DESCRIPTION

FTP is the user intedte to theARPANET standard File fansfer Protocol.The program alles a user to
transfer files to and from a remote netlusite.

OPTIONS
Options may be specified at the command line, or to the command interpreter

-v Verbose option forceffp to shav al responses from the remote semes well as report on data
transfer statistics.

-n Restraindtp from attempting ‘auto-login” upon initial connection.If auto-login is enabledtp
will check the.netc (see belw) file in the uses home directory for an entry describing an
account on the remote machiné.no entry «ists, ftp will prompt for the remote machine login
name (dedult is the user identity on the local machine), and, if necegsampt for a passerd
and an account with which to login.

-u Restraingtp from attempting ‘auto-authentication'upon initial connection.If auto-authentica-
tion is enabledftp attempts to authenticate to tR&P sener by sending th&UTH command,
using whichger authentication types are locally supporte@nce an authentication type is
accepted, an authentication protocol will proceed by issabWr commands. Thigption also
disables auto-login.

=i Turns of interactve prompting during multiple file transfers.
-d Enables delmgging.

-g Disables file name globbing.

-k realm
When using krberos v4 authentication, gets gtkinrealm.

—f Causes credentials to be f@mded to the remote host.

—X Causes the client to attempt togogate encryption (data and command protectioelde”pri-
vate”) immediately after successfully authenticating.

-t Enables padalt tracing.

COMMANDS

The client host with whiclftp is to communicate may be specified on the command linghis is done,
ftp will immediately attempt to establish a connection toF&R sener on that host; otherwisép will
enter its command interpreter andai instructions from the useWhenftp is avaiting commands from
the user the prompftp>'" i s provided to the userThe folloving commands are recognizedfyy:

I [comman{i[argd]
Invoke an interactve dell on the local machinelf there are ayuments, the first is tek to be a
command toxecute directlywith the rest of the guments as its guments.

$ maco-namegargg
Execute the macranacio-namethat was defined with thenacdef command. Aguments are
passed to the macro unglobbed.

account[passwdl
Supply a supplemental passd required by a remote system for access to resources once a login
has been successfully completdfl.no agument is included, the user will be prompted for an
account passerd in a non-echoing input mode.



Chapter 3: Kerberos V5 Reference

Reference Manual for FTP

FTP(1) FTP(1)

appendlocal-file [remote-fil§
Append a local file to a file on the remote machilie@emote-fileis left unspecified, the local file
name is used in naming the remote file after being alteredybpteans or nmap setting. File
transfer uses the current settingstfgre, format, mode, and structure.

ascii  Set the file transfeype to network ASCII . This is the dedult type.
bell Arrange that a bell be sounded after each file transfer command is completed.
binary Set the file transfeype to support binary file transfer

bye Terminate theFTP session with the remote servand it ftp. An end of file will also terminate
the session andi.

case Toggle remote computer file name case mapping dumiggt commands. Wheraseis on
(default is of), remote computer file names with all letters in upper case are written in the local
directory with the letters mapped taver case.

cce Turn off integrity protection on the command chann&his command must be sent igtigy pro-
tected, and must be proceeded by a succesBfil command. Sinc&urning of integrity protec-
tion potentially allovs an attachr to insert commands onto the command channel, $ame
seners may refuse to honor this command.

cd remote-diectory
Change the arking directory on the remote machinagmote-diectory.

cdup Change the remote machinenking directory to the parent of the current remote machir&-w
ing directory

chmod mode file-name
Change the permission modes of theffilenameon the remote system toode

clear  Set the protection \&l on data transfers tdclear”. If no ADAT command succeeded, then this is
the dehult protection leel.

close Terminate theFTP session with the remote servand return to the command interpreteékny
defined macros are erased.

cprotect [protection-level]
Set the protection V&l on commands tgrotection-level. The \alid protection leels are ‘clear”
for unprotected commandssafe” for commands intgrity protected by cryptographic checksum,
and ‘private” for commands confidentiality and igtéy protected by encryptionlf an ADAT
command succeeded, then theadétfcommand protectionud is “safe’, otherwise the only pos-
sible level is “clear”. If no level is gecified, the currentVel is printed. cprotect clearis equv-
alent to theecccommand.

cr Toggle carriage return stripping during ascii type file reftieRecordsare denoted by a carriage
return/linefeed sequence during ascii type file transf®¥hencr is on (the dedfult), carriage
returns are stripped from this sequence to conform witluthx single linefeed record delimiter
Records on non-UNIX remote systems may contain single linefeeds; when an ascii type transfer is
made, these linefeeds may be distinguished from a record delimiter onlycmwiseof.

deleteremote-file
Delete the fileemote-fileon the remote machine.

debug [dehug-valué
Toggle delngging mode.If an optionaldehug-valueis specified it is used to set the dgbing
level. Whendetugging is onftp prints each command sent to the remote machine, preceded by
the string ‘——>'

dir [remote-diectony] [local-file]
Print a listing of the directory contents in the directoeynote-diectory, and, optionally placing
the output inlocal-file. If interactve prompting is onftp will prompt the user to erify that the
last agument is indeed the et local file for receing dir output. Ifno directory is specified, the
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current vorking directory on the remote machine is usédo local file is specified, docal-file
is ‘=', output comes to the terminal.

disconnect
A synorym for close

form format
Set the file transféorm to format The defult format is ‘file’’.

getremote-file[local-file]
Retrieve the fileremote-fileand store it on the local machin#.the local file name is not speci-
fied, it is gven the same name it has on the remote machine, subject to alteration by the current
case ntrans, and nmap settings. Thecurrent settings fotype, form, mode, and structure are
used while transferring the file.

glob  Toggle filename xpansion formdelete mget, and mput. If globbing is turned dfwith glob, the
file name aguments are tan literally and notxpanded. Globbinpr mput is done as iesh(1).
For mdeleteandmget, each remote file name ixganded separately on the remote machine and
the lists are not mged. Expansioof a directory name is Iy to be diferent from &pansion of
the name of an ordinary file: theaet result depends on the foreign operating system and ftp
sener, and can be prgewed by doing ‘mls remote-files —’ Notemgetandmput are not meant to
transfer entire directory subtrees of filéghat can be done by transferringaa(1) archve d the
subtree (in binary mode).

hash  Toggle hash-sign ‘@) printing for each data block transferre@he size of a data block is 1024
bytes.

help [commanil
Print an informatie message about the meaningcofmmand If no algument is gien, ftp prints a
list of the knevn commands.

idle [secondk
Set the inactiity timer on the remote sesvtosecondseconds. Isecondss omitted, the current
inactiity timer is printed.

Icd [directony
Change the wrking directory on the local machindf. no directoryis specified, the usarhome
directory is used.

Is [remote-diectony [local-filg]
Print a listing of the contents of a directory on the remote macHihe.listing includes gnsys-
tem-dependent information that the sgrehooses to include; fox@mple, mosUNIX systems
will produce output from the command ‘Is —See alsalist.) If remote-diectoryis left unspec-
ified, the current wrking directory is usedlf interactve prompting is onftp will prompt the user
to verify that the last gument is indeed the gt local file for receing Is output. Ifno local file
is specified, or ifocal-fileis ‘-, the output is sent to the terminal.

macdefnaco-name
Define a macro.Subsequent lines are stored as the mawono-name a rull line (consecutie
newline characters in a file or carriage returns from the terminal) terminates macro input mode.
There is a limit of 16 macros and 4096 total characters in all defined mademsos remain
defined until aclosecommand is xecuted. Themacro processor interprets ‘$’ and ‘\' as special
characters. A$’ followed by a number (or numbers) is replaced by the correspondjnment
on the macro wocation command lineA ‘$’ followed by an ‘i’ signals that macro processor that
the executing macro is to be loope®n the first pass ‘$i’ is replaced by the firgganent on the
macro ivocation command line, on the second pass it is replaced by the segoneiat, and so
on. A\ followed by ay character is replaced by that charactdse the ‘\' to preent special
treatment of the ‘$".
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mdelete[remote-file$
Deleteremote-fileson the remote machine.

mdir remote-files local-file
Like dir, except multiple remote files may be specifidflinteractve prompting is onftp will
prompt the user toerify that the last gument is indeed the gt local file for rec&ing mdir
output.

mgetremote-files
Expand theemote-fileson the remote machine and dget for each file name thus producesee
glob for details on the filenamepansion. Resultinfjle names will then be processed according
to case ntrans, and nmap settings. Filesre transferred into the localbvking directory which
can be changed with ‘Icd directory’;wuéocal directories can be created with ‘! mkdir directory’.

mkdir directory-name
Make a drectory on the remote machine.

mls remote-files local-file
Like nlist, except multiple remote files may be specified, andldbeal-file must be specifiedf
interactve pompting is onftp will prompt the user toerify that the last gument is indeed the
target local file for receing mls output.

mode[mode-name
Set the file transfenodeto mode-name The defult mode is‘stream’ mode.

modtime file-name
Shaw the last modification time of the file on the remote machine.

mput local-files
Expand wild cards in the list of local filesvgn as aguments and do put for each file in the
resulting list. Seeglob for details of filenamexpansion. Resultingle names will then be pro-
cessed according tdrans andnmap settings.

newer file-name
Get the file only if the modification time of the remote file is more recent that the file on the cur
rent system.If the file does notxast on the current system, the remote file is consideesekr.
Otherwise, this command is identicalget

nlist [remote-diectony] [local-file]
Print a list of the files in a directory on the remote machiheemote-diectoryis left unspecified,
the current wrking directory is usedlf interactve prompting is onftp will prompt the user to
verify that the last ggument is indeed the gt local file for receing nlist output. Ifno local file
is specified, or ifocal-fileis ‘~’, the output is sent to the terminal.

nmap [inpattern outpatterh
Set or unset the filename mapping mechanifnmo aguments are specified, the filename map-
ping mechanism is unsetf arguments are specified, remote filenames are mapped dopug
commands angut commands issued without a specified remoigetdilename.If arguments are
specified, local filenames are mapped dunmget commands andet commands issued without a
specified local tayet filename.This command is useful when connecting to non—-UNIX remote
computer with diferent file naming coarentions or practicesThe mapping follrs the pattern set
by inpatternand outpattern [Inpatterri is a emplate for incoming filenames (which maywéa
already been processed according tontihens andcasesettings). ¥riable templating is accom-
plished by including the sequences ‘$1’, ‘$2’, ..., ‘$9inpattern Use ‘\' to prevent this special
treatment of the ‘$’ characteAll other characters are treated literaligd are used to determine
the nmap [inpattern variable \alues. Br example, gien inpattern $1.$2 and the remote file
name "mydata.data”, $lonld have the \alue "mydata”, and $2auld hare the \alue "data". The
outpatterndetermines the resulting mapped filenariéhe sequences ‘$1’, ‘$2inpattern tem-
plate. Thesequence ‘$0’ is replace by the original filenamelditionally, the sequence spql
seq? is replaced by $eql if seqlis not a null string; otherwise it is replaced $5g92 For
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example, the command
nmap $1.$2.$3 [$1,$2].[$2,file]

would vyield the output filename "myfile.data" for input filenames "myfile.data" and
"myfile.data.old", "myfile.file" for the input filename "myfile", and "myfile.myfile" for the input
filename ".myfile". Spaces may be included autpattern as in the exkample: ‘nmap $1 sed "s/
*$/[" > $1'. Use the ‘\' character to prent special treatment of the ‘$,']’, and *,’ characters.

ntrans [inchars [outchars]]

Set or unset the filename character translation mechatiisro.aguments are specified, the file-
name character translation mechanism is un$etrguments are specified, characters in remote
filenames are translated duringput commands angut commands issued without a specified
remote taget filename.If arguments are specified, characters in local filenames are translated dur
ing mget commands andet commands issued without a specified locayetfilename. This
command is useful when connecting to a non-UNIX remote computer wiénedif file naming
corventions or practicesCharacters in a filename matching a charactendhars are replaced

with the corresponding characterdntchars. If the charactes position inincharsis longer than

the length obutdhars, the character is deleted from the file name.

openhost[porf] [-forward]

passve

private

prompt

Establish a connection to the specifiexstFTPsener. An optional port number may be supplied,
in which caseftp will attempt to contact arTP sener at that port.If the auto-authenticate
option is on (dedult), ftp will attempt to authenticate to tf¥aP sener by sending thaUTH com-
mand, using whicher authentication types which are locally support&hce an authentication
type is accepted, an authentication protocol will proceed by issimag commands. Itheauto-
login option is on (dedult), ftp will also attempt to automatically log the user in to i@ sener
(see belw). If the —forward option is specifieditp will forward a cop of the useis Kerberos
tickets to the remote host.

Toggle passie data transfer modeln passie nmode, the client initiates the data connection by lis-
tening on the data porPassive mode may be necessary for operation from behinddlte which
do not permit incoming connections.

Set the protection Vel on data transfers tdprivate”. Datatransmissions are confidentiality and
integrity protected by encryptionlf no ADAT command succeeded, then the only possibig i
“clear’.

Toggle interactre rompting. Interactie prompting occurs during multiple file transfers to ailo
the user to selestly retrieve a store files. If prompting is turned df(default is on), ap mgetor
mput will transfer all files, and gnmdeletewill delete all files.

protect[protection-level]

Set the protection V&l on data transfers tgrotection-leel. The \alid protection leels are
“clear’ for unprotected data transmissiorisafe” for data transmissions imgéty protected by
cryptographic checksum, antprivate” for data transmissions confidentiality and gmity pro-
tected by encryptionlf no ADAT command succeeded, then the only possibvig is “clear”. If

no level is ecified, the currentVel is printed. Thedefault protection leel is “clear”.

proxy ftp-command

Execute an ftp command on a secondary control conneciibis. command alles simultaneous
connection to tw remote ftp sersrs for transferring files between theoteervers. Theirst proxy
command should be apen ,to establish the secondary control connectiBnter the command
"proxy ?" to see other ftp commandseutable on the secondary connectidine folloving com-

mands behzge dfferently when prefced byproxy: openwill not define nev macros during the
auto-login procesglosewill not erase risting macro definitionggetandmgettransfer files from

the host on the primary control connection to the host on the secondary control connection, and
put, mput, and appendtransfer files from the host on the secondary control connection to the host
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on the primary control connectioThird party file transfers depend upon support of the ftp proto-
col PASV command by the seev on the secondary control connection.

put local-file [remote-filg
Store a local file on the remote machirieremote-fileis left unspecified, the local file name is
used after processing according ty atrans or nmap settings in naming the remote fil€ile
transfer uses the current settingstfgre, format, mode, and structure.

pwd  Print the name of the currenbvking directory on the remote machine.
quit A synorym for bye.

quotearglfarg?][..]
The aguments specified are sengrbatim, to the remoteTPsener.

recv remote-file[local-file]
A synorym for get.

regetremote-file[local-file]
Reget acts lile get, except that iflocal-file exists and is smaller tharemote-file local-file is pre-
sumed to be a partially transferred gap remote-fileand the transfer is continued from the appar
ent point of &ilure. Thiscommand is useful when transferringry lage files wer networks that
are prone to dropping connections.

remotehelp[command-nanje
Request help from the remotgP sener. If a command-namé specified it is supplied to the
sener as well.

remotestatus(file-namé
With no aguments, she status of remote machindf file-nameis specified, she status offile-
nameon remote machine.

rename[from| [to]
Rename the filcomon the remote machine, to the fite

reset Clear reply queueThis command re-synchronizes command/reply sequencing with the remote ftp
sener. Resynchronization may be necessary folf@ a violation of the ftp protocol by the
remote sersr.

restart marker
Restart the immediately follang get or put at the indicatednarker. On UNIX systems, marr
is usually a byte det into the file.

rmdir directory-name
Delete a directory on the remote machine.

runique
Toggle storing of files on the local system with unique filenantiea. file already eists with a
name equal to the @et local filename for get or mget command, a ".1" is appended to the
name. Ifthe resulting name matches anothesting file, a ".2" is appended to the original name.
If this process continues up to ".99", an error message is printed, and the transfer does not tak
place. Thegenerated unique filename will be reportédbte thatrunique will not affect local
files generated from a shell command (seevield@ hedefault value is of.

safe  Set the protection &l on data transfers tdsafe”. Datatransmissions are irgety-protected by
cryptographic checksumf no ADAT command succeeded, then the only possibi ile “clear”.

sendlocal-file [remote-fil
A synorym for put.

sendport
Toggle the use oPORT commands. Bydefault, ftp will attempt to use @ORT command when
establishing a connection for each data transféie use ofPORT commands can pvent delays
when performing multiple file transferst the PORT command dils, ftp will use the dedult data
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port. Whenthe use oPORr commands is disabled, no attempt will be made toP@@ com-
mands for each data transfefhis is useful for certairTP implementations which do ignore
PORT commands bt, incorrectlyindicate thg've keen accepted.

siteargl[arg? [...]
The aguments specified are sengrbvatim, to the remoteTPsener as &ITEcommand.

sizefile-name
Return size ofile-nameon remote machine.

status Shaw the current status 6ip .

struct struct-name
Set the file transfestructure to struct-name By default “stream’ structure is used.

sunique
Toggle storing of files on remote machine under unique file naRemote ftp seer must sup-
port ftp protocolSTOU command for successful completiofhe remote selr will report unique
name. Dedult value is of.

system Shaw the type of operating system running on the remote machine.
tenex Set the file transfer type to that needed to tafkEREX machines.

trace  Toggle packt tracing.

type [type-namg
Set the file transfetype to type-name If no type is specified, the current type is printéhe
default type is neterk ASCII.

umask [nevmask
Set the defult umask on the remote sentonevmask If newmaskis omitted, the current umask
is printed.

user username[passwod] [account
Identify yourself to the remoteTP sener. If the passwod is not specified and the serrequires
it, ftp will prompt the user for it (after disabling local echdf).an accountfield is not specified,
and theFTP sener requires it, the user will be prompted forlitan accountfield is specified, an
account command will be relayed to the remoteeseafter the login sequence is completed if the
remote serer did not require it for logging inUnlessftp is invoked with “auto-login” disabled,
this process is done automatically on initial connection t&Tifsener.

verbose
Toggle \erbose modeln verbose mode, all responses from Ei® sener are displayed to the
user In addition, if verbose is on, when a file transfer completes, statistiesdiag the eficiency
of the transfer are reporte@y default, \erbose is on.

? [commangl
A synorym for help.

Command aguments which hae enbedded spaces may be quoted with quote ** marks.

ABORTING A FILE TRANSFER
To aort a file transferuse the terminal interruptely (usually Ctrl-C). Sending transfers will be immedi-
ately halted.Receving transfers will be halted by sending=aP protocol ABOR command to the remote
sener, and discarding anfurther data receéd. Thespeed at which this is accomplished depends upon the
remote serer's support forABOR processing. Ithe remote seer does not support theBOR command,
an ‘ftp>' prompt will not appear until the remote sarhas completed sending the requested file.

The terminal interruptdy squence will be ignored whetp has completed gnlocal processing and is
awdting a reply from the remote s&w A long delay in this mode may result from thBOR processing
described abee, or from unepected behaor by the remote seev, including violations of the ftp protocol.
If the delay results from urpected remote segv behaior, the localftp program must be killed by hand.
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FILE NAMING CONVENTIONS
Files specified as guments tdtp commands are processed according to theviollp rules.

1. If the file name-’ i s ecified,stdin (for reading) oistdout(for writing) is used.

2. If the first character of the file name is ‘|, the remainder of thenaent is interpreted as a shell
command. Ftp then forks a shell, usingoper(3) with the agument supplied, and reads from
(writes to) stdout (stdin)If the shell command includes spaces, tlypiarent must be quoted; e.g.
“"IsHt™’. A particularly useful gample of this mechanism isdir more”.

3. Failing the abwe checks, if ‘globbing” i s enabled, local file names argpanded according to the
rules used ircsh(1); c.f. theglob command. Ifthe ftp command epects a single local file (.e.g.
put), only the first filename generated by tigdobbing” operation is used.

4. For mgetcommands andet commands with unspecified local file names, the local filename is the
remote filename, which may be altered lgaae ntrans, or nmap setting. Theaesulting filename
may then be alterediifinique is on.

5. For mput commands angut commands with unspecified remote file names, the remote filename
is the local filename, which may be altered hytrmns or nmap setting. Theresulting filename
may then be altered by the remote seif’/suniqueis on.

FILE TRANSFER PARAMETERS
The FTP specification specifies rggrarameters which mayfatt a file transfer Thetype may be one of
“ascii”, “‘image’ (binary), ‘ebcdic”, and ‘local byte size’(mostly for PDP-1® and PDP-208). Ftp sup-
ports the ascii and image types of file trangflers local byte size 8 fadenexmode transfers.

Ftp supports only the daiilt values for the remaining file transfer parametersde, form, and struct.

THE .netrc FILE
The .netrc file contains login and initialization information used by the auto-login prodesssides in the
users home directory The folloving tokens are recognized; thenay be separated by spaces, tabs, or ne
lines:

machinename
Identify a remote machineame The auto-login process searches thetrc file for amachine
token that matches the remote machine specified ditptttemmand line or as aspencommand
agument. Once match is made, the subsequemtic tokens are processed, stopping when the
end of file is reached or anotheachineor adefault token is encountered.

default This is the same amachine nameexcept thatdefault matches anname. Therean be only one
default token, and it must be after aflachinetokens. Thiss normally used as:

default login anogmous passerd user@site

thereby gving the usemautomaticanorymous ftp login to machines not specified.metc. This
can be werridden by using then flag to disable auto-login.

login name
Identify a user on the remote machiriethis token is present, the auto-login process will initiate
a login using the specifietame

password string
Supply a passerd. If this token is present, the auto-login process will supply the specified string
if the remote serr requires a pas®srd as part of the login procesNote that if this tokn is pre-
sent in thenetrc file for ary user other thaanonymousftp will abort the auto-login process if the
.netrc is readable by aone besides the user

accountstring
Supply an additional account passd. If this tolen is present, the auto-login process will supply
the specified string if the remote servequires an additional account passiy or the auto-login
process will initiate amCCT command if it does not.
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NAME
rsh — remote shell
SYNOPSIS
rsh host[-l usernamg[—n] [—d] [k realm] [-f | =F] [-X] [-PN | -=PQ command
DESCRIPTION

Rsh connects to the specifidtbst,and eecutes the specifiedommand Rsh copies its standard input to

the remote command, the standard output of the remote command to its standard output, and the standard
error of the remote command to its standard erfbis implementation ofsh will accept ay port for the

standard error streaninterrupt, quit and terminate signals are prated to the remote commansh nor-

mally terminates when the remote command does.

Each user may ka a pivate authorization list in a file .k5login in his login directoach line in this file

should contain a &beros principal name of the foranincipal/instance@ealm If there is a “/.k5login

file, then access is granted to the account if and only if the originater user is authenticated to one of the
princiapls named in the “/.k5login fil®©therwise, the originating user will be granted access to the account

if and only if the authenticated principal name of the user can be mapped to the local account name using
the aname -> Iname mapping rules (&d¥5_anadd8) for more details).

OPTIONS

-l username
sets the remote usernameuername Otherwise, the remote username will be the same as the
local username.

-X causes the netwk session tréift to be encrypted.

—f cause nonforardable Kerberos credentials to be fawded to the remote machine for use by the
specifiedcommand They will be remoed when commandfinishes. Thisoption is mutually
exclusie with the—F option.

-F causeforwardable Kerberos credentials to be foanded to the remote machine for use by the
specifiedcommand They will be remaed when commandfinishes. Thisoption is mutually
exclusive with the—f option.

-k realm

causessh to obtain ticlets for the remote host iralminstead of the remote hostealm as deter
mined bykrb_realmofhos{3).

-d turns on sookt delugging (viasetsokopt(2)) on the TCP soels used for communication with
the remote host.

-n redirects input from the specialuee /dev/null (see the BGS section belw).

-PO Explicitly request ne or old version of the l€rberos‘tcmd” protocol. Thenew protocol avoids
mary security problems found in the old onejths not interoperable with older sers. (An
"input/output error" and a closed connection is the mostylikesult of attempting this combina-
tion.) If neither option is specified, some simple heuristics are used to guess which to try

If you omit command then instead ofxecuting a single command, you will be logged in on the remote
host usinglogin(1).

Shell metacharacters which are not quoted are interpreted on the local machine, while quoted metacharac-
ters are interpreted on the remote machifeus the command

rsh otherhost cat remotefile >> localfile
appends the remote fitemotefileto the local fildocalfile, while
rsh otherhost cat remotefile ">>" otherremotefile

appendsemotefileto otherremotefile
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FILES
‘ﬂ%ﬁﬁﬁﬁ (onremote host) - file containingefberos principals that are alled access.

SEE ALSO
rlogin(1), kerberos(3), krb_sendauth(3), krb_realmofhost(3)

BUGS
If you are usingesh(1) and put ash(1) in the background without redirecting its inputag from the ter
minal, it will block even if no reads are posted by the remote commahdo input is desired you should

redirect the input ofsh to /dev/null using the-n option.
You cannot run an interast command (lile rogue(6) orvi(1)); userlogin(1).

Stop signals stop the locah process only; this is guably wrong, bt currently hard to fix for reasons too
complicated toplain here.
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rcp — remote file cop

SYNOPSIS

rcp [-p] [-X] [~k realm] [-D port] [-N] [-PN | —-P( filel file2

rcp [-p] [-X] [~k realm] [-r] [-D port] [-N] [-PN | —POl]file ... directory

DESCRIPTION

Rcp copies files between machindsachfile or directoryamgument is either a remote file name of the form
“rhost:path; or a local file name (containing no “:’ characters, or a ‘/’ befoge' as).

By default, the mode andamer offile2 are preserd if it already risted; otherwise the mode of the source
file modified by thaumasK2) on the destination host is used.

If pathis not a full path name, it is interpreted relatb your login directory omhost A pathon a remote
host may be quoted (using \, ", or *) so that the metacharacters are interpreted remotely

Rcp does not prompt for passwis; it uses Krberos authentication when connectinghtost Each user

may hae a pivate authorization list in a file .k5login in his login directofgach line in this file should

contain a kerberos principal name of the fonincipal/instance@ealm If there is a “/.k5login file, then

access is granted to the account if and only if the originater user is authenticated to one of the principals
named in the “/.k5login fileOtherwise, the originating user will be granted access to the account if and
only if the authenticated principal name of the user can be mapped to the local account name using the
aname -> Iname mapping rules (ke85_anadd8) for more details).

OPTIONS
-p attempt to preseev(duplicate) the modification times and modes of the source files in the copies,
ignoring theumask
-X encrypt all information transferring between hosts.
—k realm

obtain ticlets for the remote host mealm instead of the remote hosttrealm as determined by
krb_realmofhos{3).

-r if any of the source files are directories, g@ach subtree rooted at that name; in this case the des-
tination must be a directary

-PN

-PO Explicitly request ne or old version of the irberos‘rcmd” protocol. Thenew protocol aoids
mary security problems found in the old onajthis not interoperable with older sers. (An
"input/output error" and a closed connection is the mostylikesult of attempting this combina-
tion.) If neither option is specified, some simple heuristics are used to guess which to try

-D port
connect to porport on the remote machine.

-N use a netark connection, ¥en when coping files on the local machine (used for testing- pur
poses).

Rcp handles third party copies, where neither source ngettdiles are on the current machindost-
names may also takihe form ‘rname@rhost'to use rnamerather than the current user name on the
remote host.

FILES

"/.k5login (onremote host) - file containingefberos principals that are alled access.
SEE ALSO

cp(1), ftp(1), rsh(2), rlogin(1),ecberos(3), krb_getrealm(3), rcp(1) [UCBrsion]
BUGS

Rcp doesnt detect all cases where thegat of a cop might be a file in cases where only a directory
should be lgd.
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NAME
ksu — Kerberized supeuser

SYNOPSIS
ksu [ target_user] [ —n target_principal_namg [ —c source_cabe_namg [ -k ][ -D ][ -r time] [ —pf]
[ -l lifetime][ -zZ][ —-q] [ —-ecommand args ...]][ —a[ args ...]]

REQUIREMENTS
Must have Kerberos ersion 5 installed to compile ksiMust hare a Kerberos ersion 5 serer running to
use ksu.

DESCRIPTION
ksuis a Kerberized wersion of the su program that hatwissions: one is to securely change the real and
effective wser ID to that of the tget userthe other is to create ameecurity contat. For the sak o clar-
ity all references to, and atttites of the user woking the program will start withsburce’ (e.g.source
user source cache, etc.)Likewise all references to and attitbs of the tayet account, will start withtar
get'.

AUTHENTICA TION
To fulfill the first mission, ksu operates indwhases: authentication and authorizati®esolving the tar
get principal name is the first step in authenticatibne user can either specify his principal name with the
-n option (e.g. —n jgpublic@USC.EDU) or a datfilt principal name will be assigned using a heuristic
described in the OPTIONS section (seeoption). Thetarget user name must be the firguanent to ksu,
if not specified root is the dadlt. If'.’ is ecified then the tget user will be the source user (e.g. ksu .).
If the source user is root or thegat user is the source useo authentication or authorization tek place.
Otherwise, ksu looks for an appropriaterBeros tickt in the source cache.

The ticlet can either be for the end-senor a ticlet granting tickt (TGT) for the taget principals realm.
If the ticket for the end seer is already in the cache sitdecrypted andevified. Ifit's rot in the cacheld
the TGT is, TGT is used to obtain the gtKor the end-seer. The end-semr ticket is then erified. If
neither ticlet is in the cache,ub ksu is compiled with the GET_TGT_VIAABSWD define, the user will
be prompted for a &beros passwvd which will then be used to get a TGT the user is logged in
remotely and does notVma gcure channel, the passw may be xposed. Ifneither ticlet is in the cache
and GET_TGT_VIA_RSSWD is not defined, authenticaticail$.

AUTHORIZA TION
This section describes authorization of the source user when kswksdmwithout the—e option. For a
description of the-e option, see the OPTIONS section.

Upon successful authentication, ksu checks whether thettarincipal is authorized to access thgear
account. Inthe taget uses home directoryksu attempts to accessavauthorization files: .k5login and
.k5users. Inthe .k5login file each line contains the name of a principal that is authorized to access the
account.

For example: jgpublic@USC.EDU
jgpublic/secure@USC.EDU
jgpublic/admin@USC.EDU

The format of .k5users is the same, accept the principal name may beéolly a list of commands that
the principal is authorized toxecute. (see thee option in the OPTIONS section for details).

Thus if the taget principal name is found in the .k5login file the source user is authorized to access the tar
get account. Otherwise ksu looks in the .k5users fiilthe taget principal name is found withoutyatrail-

ing commands or follwed only by " then the source user is authorizefleither .k5login or .k5users

exist but an appropriate entry for the get principal does notxest then access is denied. If neither file
exists then the principal will be granted access to the account according to the aname->Iname mapping
rules (se&rb5_anadd(8for more details).Otherwise, authorizatiorafls.

EXECUTION OF THE T ARGET SHELL
Upon successful authentication and authorization, ksu proceeds in a sastiianfto su.The ewironment
is unmodified with theeeption of USER, HOME and SHELLaxiables. Ifthe taget user is not root,



Kerberos V5 UNIX User’s Guide

Reference Manual for ksu

KSU(1) KSU(1)

USER gets set to the ¢t user name. Otherwise USER remains unchanged. Both HOME and SHELL are
set to the taget logins default values. Inaddition, the evironment \ariable KRB5CCMME gets set to

the name of the tget cache.The real and éctive wser ID are changed to that of thegetruser The tar

get uses dell is then imoked (the shell name is specified in the passhile). Upon termination of the

shell, ksu deletes the gt cache (unless ksu is/aked with the—k option). This is implemented by first
doing a fork and then axer, instead of justec, as done by su.

CREATING A NEW SECURITY CONTEXT
Ksu can be used to create avreecurity contat for the taget program (either the et shell, or command
specified via the -e option)The taget program inherits a set of credentials from the source @ser
default, this set includes all of the credentials in the source cache plaslditional credentials obtained
during authenticationThe source user is able to limit the credentials in this set by using -z or -Z oqation.
restricts the copof tickets from the source cache to they&drcache to only the tieks where client == the
tamget principal nameThe -Z option pruides the taget user with a fresh @&t cache (no creds in the
cache). Note that for security reasons, when the source user is rootgatdisar is non-root, -z option is
the de&ult mode of operation.

While no authentication tas place if the source user is root or is the same as te¢ teseradditional
tickets can still be obtained for thedat cache.If -n is specified and no credentials can be copied to the
tamget cache, the sourceuser is prompted for a eéfberos passwd (unless -Z specified or
GET_TGT_VIA_RASSWD is undefined). If successfud, TGT is obtained from the é&tberos seer and
stored in the taget cache.Otherwise, if a passwd is not preided (user hit return) ksu continues a
normal mode of operatiofthe taget cache will not contain the desired TGT)the wrong passard is
typed in, ksudils.

Side Noteduring authentication, only the tiets that could be obtained without yiding a passwerd are
cached in in the source cache.

OPTIONS
—n target_principal_name
Specify a Kerberos taget principal nameUsed in authentication and authorization phases of
ksu.

If ksu is invoked without—n, a default principal name is assigned via the faflog heuristic:

Case l:source user is non-root.

If the taget user is the source user theaddf principal name is set to the delt principal of

the source cache. If the cache does négteahen the defult principal name is set to {ar
get_user@local_realm. Ithe source and tget users are ddrent and neither “/tar
get_user/.k5users nor “/get_user/.k5login »a@st then the defult principal name is tar
get_user_login_name@local_realm. Otherwise, starting with the first principal listed belo
ksu checks if the principal is authorized &zcess the tget account and whether there is a
legitimate ticlet for that principal in the source cache. If both conditions are met that principal
becomes the dafilt taget principal, otherwise go to thextgrincipal.

a) dehult principal of the source cache
b) taget_user@local_realm
c) source_user@Ilocal_realm

If a-c fails try ary principal for which there is a ti@lt in the source cache and that is authorized
to access the tget account.f that fails select the first principal that is authorized to access the
tamet account from the abe list. If none are authorized and ksu is configured with
PRINC_LOOK_AHEAD turned on, select the deft principal as follws:

For each candidate in the abm® list, select an authorized principal that has the same realm
name and first part of the principal name equal to the prefix of the canditatexample if
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candidate a) is jgpublic@ISI.EDU and jgpublic/secure@ISI.EDU is authorized to access the
target account then the @efit principal is set to jgpublic/secure@ISI.EDU.

Case 2:source user is root.

If the taget user is non-root then the delt principal name is tget_user@local_realm. Else,
if the source cachexsts the dedult principal name is set to the dek principal of the source
cache. If the source cache does xigtedehult principal name is set to root@local_realm.

—-csource_cabe_name
Specify source cache name (et FILE:/tmp/my_cache). If-c option is not used then the
name is obtained from KRB5C@WIE ervironment wariable. If KRBSCCNAME is not
defined the source cache name is set to krb5cc_<source Thd>taget cache name is auto-
matically set to krb5cc_<tget uid>.(gen_sym()), where gen_sym generateswanenber
such that the resulting cache does not alreaidy.e
For example: krb5cc_1984.2

-k Do not delete the tget cache upon termination of thegttr shell or a command—e com-
mand). Wthout-k, ksu deletes the tget cache.
-D turn on debg mode.

Ticke granting tidket options: -| lifetime -r time -pf
The ticlet granting tickt options only apply to the case where there are no appropriagts tick
in the cache to authenticate the source. Uséhis case if ksu is configured to prompt users for
a Kerberos passwd (GET_TGT_VIA_RSSWD is defined), the tigi granting tickt options
that are specified will be used when getting eetigikanting ticlket from the Kerberos seer.

I lifetime option specifies the lifetime to be requested for theetjck this option is not specified, the
default ticket lifetime (configured by each site) is used instead.

-rtime  option specifies that the RENERBLE optionshould be requested for the &tkand speci-
fies the desired total lifetime of the tatk

-p option specifies that the BIXIABLE option shouldbe requested for the tiek
—f option specifies that the FQMRDABLE option shoulde requested for the tiek
-z restrict the cop of tickets from the source cache to theg&drcache to only the tieks where

client == the taget principal name. Use the option if you want the ticlets for other then the
default principal. Note that thez option is mutually eclusive with the -Z option.

-Z Don't copy any tickets from the source cache to theg&drcache. Just create a frestgéar
cache, where the daflt principal name of the cache is initialized to thgatprincipal name.
Note that-Z option is mutually gclusive with the -z option.

-q suppress the printing of status messages.

—ecommand [ags ...]
ksu proceedsxactly the same as if it &8 irvoked without the—e option, ecept instead of
executing the taget shell, ksuecutes the specified command (Example of usage: ksutéob
Is -lag).

The authorization algorithm for -e is as follows:

If the source user is root or source user =gdhuserno authorization taks place and the
command is xecuted. Ifsource user id != 0, and .k5users file does mt,eauthorization

fails. Otherwise,k5users file must lva an gppropriate entry for taet principal to get autho-
rized.

The .k5uses fie format:

A single principal entry on each line that may be follal by a list of commands that the
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principal is authorized toxecute. Aprincipal name follwed by a *" means that the user is
authorized toxecute ay command. Thus, in the follang example:

jgpublic@USC.EDU Is mail /localécberos/klist
jgpublic/secure@USC.EDU *
jgpublic/admin@USC.EDU

japublic@USC.EDU is only authorized taxeeute Is, mail and klist commands. jgpub-
lic/secure@USC.EDU is authorized treeute ay command. jgpublic/admin@USC.EDU is
not authorized toecute aly command. Notethat jgpublic/admin@USC.EDU is authorized
to execute the taget shell (rgular ksu, without the-e option) hut jgpublic@USC.EDU is not.

The commands listed after the principal name must be either a full path names or just the pro-
gram name.In the second case, CMDAPH specifying the location of authorized programs
must be defined at the compilation time of ksu.

Which command gts eecuted ?

If the source user is root or thedat user is the source user or the user is authorizegdote
ary command ("*' entry) then command can be either a full or a veghith leading to the tar
get program.Otherwise, the user must specify either a full path or just the program name.

—aargs  specify aguments to be passed to theyrshell. Note: that all flags and parameters foling
-a will be passed to the shell, thus all options intended for ksu must prexed@option can
be used to simulate thee option if used as follws: —a —c [command [aguments]]. —c is
interpreted by the c-shell ta@ute the command.

INSTALLA TION INSTRUCTIONS

ksu can be compiled with the folling 5 flags (see the Imafile):

GET_TGT_VIA_RSSWD
in case no appropriate tiets are found in the source cache, the user will be prompted for a
Kerberos passard. Thepasswerd is then used to get a tetkgranting tickt from the Kr
beros serer. The danger of configuring ksu with this macro is if the source user is loged in
remotely and does notVea gcure channel, the passid may get xposed.

PRINC_LOOK_AHEAD
during the resolution of the deflt principal name, PRINC_LOOK_AHEAD enables ksu to
find principal names in the .k5users file as described in the OPTIONS section (see -n option).

CMD_RATH
specifies a list of directories containing programs that users are authorizeebute gvia
.k5users file).

HAS_GETUSERSHELL
If the source user is non-root, ksu insists that thgetausers hell to be ivoked is a 'legd
shell". getusershell(3) is called to obtain the names g"#hells". Notethat the taget useis
shell is obtained from the passwd file.

SAMPLE CONFIGURAION:
KSU_OPTS = -DGET_TGT_VIA RSSWD -DPRINC_LOOK_AHEAD
-DCMD_PATH="/bin /usr/ucb /local/bin"

PERMISSIONS FOR KSU
ksu should bewned by root and hva the set user icit turned on.

END-SER/ER ENTRY

ksu attempts to get a tiekfor the end seer just as Iérberized telnet and rloginthus, there
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must be an entry for the servin the kerberos database (e.g. host/nii.isi.edu@ISI.EDI)e
keytab file must be in an appropriate location.

SIDE EFFECTS
ksu deletes albgired ticlets from the source cache.

AUTHOR OF KSU: GENNADY (ARI) MED VINSKY
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Appendix A Kerberos Glossary

client
host

Kerberos

KDC
keytab

principal

service

ticket

TGT

an entity that can obtain a ticket. This entity is usually either a user or a host.
a computer that can be accessed over a network.

in Greek mythology, the three-headed dog that guards the entrance to the underworld.
In the computing world, Kerberos is a network security package that was developed at
MIT.

Key Distribution Center. A machine that issues Kerberos tickets.

a key table file containing one or more keys. A host or service uses a keytab file in
much the same way as a user uses his/her password.

a string that names a specific entity to which a set of credentials may be assigned. It
generally has three parts:

primary  the first part of a Kerberos principal. In the case of a user, it is the
username. In the case of a service, it is the name of the service.

instance  the second part of a Kerberos principal. It gives information that qualifies
the primary. The instance may be null. In the case of a user, the instance
is often used to describe the intended use of the corresponding credentials.
In the case of a host, the instance is the fully qualified hostname.

realm the logical network served by a single Kerberos database and a set of Key
Distribution Centers. By convention, realm names are generally all upper-
case letters, to differentiate the realm from the internet domain.

The typical format of a typical Kerberos principal is primary/instance@REALM.

any program or computer you access over a network. Examples of services include
“host” (a host, e.g., when you use telnet and rsh), “ftp” (FTP), “krbtgt” (authenti-
cation; cf. ticket-granting ticket), and “pop” (email).

a temporary set of electronic credentials that verify the identity of a client for a par-
ticular service.

Ticket-Granting Ticket. A special Kerberos ticket that permits the client to obtain
additional Kerberos tickets within the same Kerberos realm.
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