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NAME
kinit − obtain and cache Kerberos ticket-granting ticket

SYNOPSIS
kinit [−5] [−4] [−V] [−l lifetime] [−sstart_time] [−r renewable_life] [−p | −P] [−f | −F] [−A] [−v] [−R]

[−k [−t keytab_file]] [−c cache_name] [−Sservice_name] [principal]

DESCRIPTION
kinit obtains and caches an initial ticket-granting ticket for principal.Thetypicaldefaultbehavioristoac-
quireonly Kerberos 5 tickets. However, if kinit was built with both Kerberos 4 support and with the default
behavior of acquiring both types of tickets, it will try to acquire both Kerberos 5 and Kerberos 4 by default.
Any documentation particular to Kerberos 4 does not apply if Kerberos 4 support was not built into kinit.

OPTIONS
−5 get Kerberos 5 tickets. Thisoverrides whatever the default built-in behavior may be.This option

may be used with−4

−4 get Kerberos 4 tickets. Thisoverrides whatever the default built-in behavior may be.This option
is only available if kinit was built with Kerberos 4 compatibility. This option may be used with−5

−V display verbose output.

−l lifetime
requests a ticket with the lifetimelifetime. The value forlifetimemust be followed immediately by
one of the following delimiters:

s seconds
m minutes
h hours
d days

as in "kinit -l 90m". You cannot mix units; a value of ‘3h30m’ will result in an error.

If the −l option is not specified, the default ticket lifetime (configured by each site) is used.Speci-
fying a ticket lifetime longer than the maximum ticket lifetime (configured by each site) results in
a ticket with the maximum lifetime.

−sstart_time
requests a postdated ticket, valid starting atstart_time. Postdated tickets are issued with the
invalid flag set, and need to be fed back to the kdc before use.(Not applicaple to Kerberos 4.)

−r renewable_life
requests renewable tickets, with a total lifetime ofrenewable_life. The duration is in the same for-
mat as the−l option, with the same delimiters.(Not applicaple to Kerberos 4.)

−f request forwardable tickets. (Notapplicaple to Kerberos 4.)

−F do not request forwardable tickets. (Notapplicaple to Kerberos 4.)

−p request proxiable tickets. (Notapplicaple to Kerberos 4.)

−P do not request proxiable tickets. (Notapplicaple to Kerberos 4.)

−A request address-less tickets. (Notapplicaple to Kerberos 4.)

−v requests that the ticket granting ticket in the cache (with theinvalid flag set) be passed to the kdc
for validation. If the ticket is within its requested time range, the cache is replaced with the vali-
dated ticket. (Notapplicaple to Kerberos 4.)

−R requests renewal of the ticket-granting ticket. Notethat an expired ticket cannot be renewed, even
if the ticket is still within its renewable life. When using this option with Kerberos 4, the kdc must
support Kerberos 5 to Kerberos 4 ticket conversion.

1
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−k [−t keytab_file]
requests a host ticket, obtained from a key in the local host’s keytabfile. Thename and location of
the keytab file may be specified with the−t keytab_fileoption; otherwise the default name and
location will be used.When using this option with Kerberos 4, the kdc must support Kerberos 5 to
Kerberos 4 ticket conversion.

−c cache_name
usecache_nameas the Kerberos 5 credentials (ticket) cache name and location; if this option is
not used, the default cache name and location are used.

The default credentials cache may vary between systems.If the KRB5CCNAME environment
variable is set, its value is used to name the default ticket cache.Any existing contents of the
cache are destroyed bykinit. (Note: The default name for Kerberos 4 comes from theKRBTK-
FILE environment variable. Thisoption does not apply to Kerberos 4.)

−Sservice_name
specify an alternate service name to use when getting initial tickets. (Applicableto Kerberos 5 or
if using both Kerberos 5 and Kerberos 4 with a kdc that supports Kerberos 5 to Kerberos 4 ticket
conversion.)

ENVIRONMENT
Kinit uses the following environment variables:

KRB5CCNAME Location of the Kerberos 5 credentials (ticket) cache.

KRBTKFILE Filename of the Kerberos 4 credentials (ticket) cache.

FILES
/tmp/krb5cc_[uid] default location of Kerberos 5 credentials cache ([uid] is the decimal UID of the user).

/tmp/tkt[uid] default location of Kerberos 4 credentials cache ([uid] is the decimal UID of the user).

/etc/krb5.keytab
default location for the local host’s keytab file.

SEE ALSO
klist(1), kdestroy(1), krb5(3)

2
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NAME
klist − list cached Kerberos tickets

SYNOPSIS
klist [−5] [−4] [−e] [ [−c] [−f] [−s] [−a [−n]]] [ −k [−t] [−K ]] [cache_name| keytab_name]

DESCRIPTION
Klist lists the Kerberos principal and Kerberos tickets held in a credentials cache, or the keys held in a
keytab file. If klist was built with Kerberos 4 support, the default behavior is to list both Kerberos 5 and
Kerberos 4 credentials.Otherwise, klist will default to listing only Kerberos 5 credentials.

OPTIONS
−5 list Kerberos 5 credentials.This overrides whatever the default built-in behavior may be. This

option may be used with−4

−4 list Kerberos 4 credentials.This overrides whatever the default built-in behavior may be. This
option is only available if kinit was built with Kerberos 4 compatibility. This option may be used
with −5

−e displays the encryption types of the session key and the ticket for each credential in the credential
cache, or each key in the keytab file.

−c List tickets held in a credentials cache.This is the default if neither−c nor−k is specified.

−f shows the flags present in the credentials, using the following abbreviations:

F Forwardable
f forwarded
P Proxiable
p proxy
D postDateable
d postdated
R Renewable
I Initial
i inv alid

−s causesklist to run silently (produce no output), but to still set the exit status according to whether
it finds the credentials cache.The exit status is ‘0’ ifklist finds a credentials cache, and ‘1’ if it
does not.

−a display list of addresses in credentials.

−n show numeric addresses instead of reverse-resolving addresses.

−k List keys held in akeytab file.

−t display the time entry timestamps for each keytab entry in the keytab file.

−K display the value of the encryption key in each keytab entry in the keytab file.

If cache_nameor keytab_nameis not specified, klist will display the credentials in the default credentials
cache or keytab file as appropriate.If the KRB5CCNAME environment variable is set, its value is used to
name the default ticket cache.

ENVIRONMENT
Klist uses the following environment variables:

KRB5CCNAME Location of the Kerberos 5 credentials (ticket) cache.

KRBTKFILE Filename of the Kerberos 4 credentials (ticket) cache.

FILES
/tmp/krb5cc_[uid] default location of Kerberos 5 credentials cache ([uid] is the decimal UID of the user).

/tmp/tkt[uid] default location of Kerberos 4 credentials cache ([uid] is the decimal UID of the user).

1
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NAME
kdestroy − destroy Kerberos tickets

SYNOPSIS
kdestroy [−5] [−4] [−q] [−c cache_name]

DESCRIPTION
The kdestroy utility destroys the user’s active Kerberos authorization tickets by writing zeros to the speci-
fied credentials cache that contains them.If the credentials cache is not specified, the default credentials
cache is destroyed. If kdestroy was built with Kerberos 4 support, the default behavior is to destroy both
Kerberos 5 and Kerberos 4 credentials.Otherwise, kdestroy will default to destroying only Kerberos 5 cre-
dentials.

OPTIONS
−5 destroy Kerberos 5 credentials.This overrides whatever the default built-in behavior may be.This

option may be used with−4

−4 destroy Kerberos 4 credentials.This overrides whatever the default built-in behavior may be.This
option is only available if kinit was built with Kerberos 4 compatibility. This option may be used
with −5

−q Run quietly. Normally kdestroy beeps if it fails to destroy the user’s tickets. The−q flag sup-
presses this behavior.

−c cache_name
usecache_nameas the credentials (ticket) cache name and location; if this option is not used, the
default cache name and location are used.

The default credentials cache may vary between systems.If the KRB5CCNAME environment vari-
able is set, its value is used to name the default ticket cache.

Most installations recommend that you place thekdestroy command in your.logoutfile, so that your tickets
are destroyed automatically when you log out.

ENVIRONMENT
Kdestroy uses the following environment variables:

KRB5CCNAME Location of the Kerberos 5 credentials (ticket) cache.

KRBTKFILE Filename of the Kerberos 4 credentials (ticket) cache.

FILES
/tmp/krb5cc_[uid] default location of Kerberos 5 credentials cache ([uid] is the decimal UID of the user).

/tmp/tkt[uid] default location of Kerberos 4 credentials cache ([uid] is the decimal UID of the user).

SEE ALSO
kinit(1), klist(1), krb5(3)

BUGS
Only the tickets in the specified credentials cache are destroyed. Separateticket caches are used to hold
root instance and password changing tickets. Theseshould probably be destroyed too, or all of a user’s
tickets kept in a single credentials cache.

1
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NAME
kpasswd − change a user’s Kerberos password

SYNOPSIS
kpasswd[principal]

DESCRIPTION
The kpasswdcommand is used to change a Kerberos principal’s password. Kpasswdprompts for the cur-
rent Kerberos password, which is used to obtain achangepwticket from theKDC for the user’s Kerberos
realm. Ifkpasswdsuccessfully obtains thechangepwticket, the user is prompted twice for the new pass-
word, and the password is changed.

If the principal is governed by a policy that specifies the length and/or number of character classes required
in the new password, the new password must conform to the policy. (The five character classes are lower
case, upper case, numbers, punctuation, and all other characters.)

OPTIONS
principal

change the password for the Kerberos principalprincipal. Otherwise, the principal is derived from
the identity of the user invoking thekpasswdcommand.

FILES
/tmp/tkt_kadm_[pid]

temporary credentials cache for the lifetime of the password changing operation.
([pid] is the process-ID of the kpasswd process.)

SEE ALSO
kadmin(8), kadmind(8)

BUGS
If kpasswdis suspended, the changepw tickets may not be destroyed.

1
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TELNET(1) TELNET(1)

NAME
telnet − user interface to the TELNET protocol

SYNOPSIS
telnet [−8] [−E] [−F] [−K ] [−L ] [−S tos] [−X authtype] [−a] [−c] [−d] [−e escapechar] [−f] [−k realm] [−l
user] [−n tracefile] [−r ] [−x] [host[port]]

DESCRIPTION
The telnet command is used to communicate with another host using theTELNET protocol. If telnet is
invoked without thehost argument, it enters command mode, indicated by its prompt (telnet>). In this
mode, it accepts and executes the commands listed below. If i t is inv oked with arguments, it performs an
opencommand with those arguments.

OPTIONS
−8 Specify an 8-bit data path.This causes an attempt to negotiate theTELNET BINARY option on

both input and output.

−E Stop any character from being recognized as an escape character.

−F forward aforwardablecopy of the local credentials to the remote system.

−K Specify no automatic login to the remote system.

−L Specify an 8-bit data path on output.This causes the BINARY option to be negotiated on output.

−S tos Set the IP type-of-service (TOS) option for the telnet connection to the value tos,which can be a
numeric TOS value (in decimal, or a hex value preceded by 0x, or an octal value preceded by a
leading 0) or, on systems that support it, a symbolic TOS name found in the /etc/iptos file.

−X atype
Disable theatypetype of authentication.

−a Attempt automatic login.This sends the user name via theUSERvariable of theENVIRON option,
if supported by the remote system.The name used is that of the current user as returned bygetlo-
gin(2) if it agrees with the current user ID; otherwise it is the name associated with the user ID.

−c Disable the reading of the user’s .telnetrc file. (Seethe toggle skiprc command on this man
page.)

−d Set the initial value of thedebug flag to TRUE

−eescape char
Set the initialtelnet escape character toescape char. If escape char is omitted, then there will be
no escape character.

−f forward a copy of the local credentials to the remote system.

−k realm
If Kerberos authentication is being used, request that telnet obtain tickets for the remote host in
realmrealm instead of the remote host’s realm, as determined bykrb_realmofhost(3).

−l user If the remote system understands theENVIRON option, thenuserwill be sent to the remote system
as the value for the variableUSER. This option implies the−a option. Thisoption may also be
used with theopencommand.

−n tracefile
Opentracefilefor recording trace information.See theset tracefilecommand below.

−r Specify a user interface similar torlogin(1). In this mode, the escape character is set to the tilde
(˜) character, unless modified by the−eoption.

−x Turn on encryption of the data stream.When this option is turned on,telnet will exit with an error
if authentication cannot be negotiated or if encryption cannot be turned on.

host Indicates the name, alias, or Internet address of the remote host.

1
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port Indicates a port number (address of an application).If the port is not specified, the default telnet
port (23) is used.

When in rlogin mode, ˜ is the telnet escape character; a line of the form ˜. disconnects from the remote host.
Similarly, the line ˜ˆZ suspends the telnet session.The line ˜ˆ] escapes to the normal telnet escape prompt.

Once a connection has been opened,telnet will attempt to enable theTELNET LINEMODE option. If this
fails, thentelnet will revert to one of two input modes: either ‘‘character at a time’’ or ‘‘old line by line,’’
depending on what the remote system supports.

When LINEMODE is enabled, character processing is done on the local system, under the control of the
remote system.When input editing or character echoing is to be disabled, the remote system will relay that
information. Theremote system will also relay changes to any special characters that happen on the remote
system, so that they can take effect on the local system.

In ‘‘character at a time’’ mode, most text typed is immediately sent to the remote host for processing.

In ‘‘old line by line’’ mode, all text is echoed locally, and (normally) only completed lines are sent to the
remote host.The ‘‘local echo character’’ ( initially ‘ ‘ˆE’ ’) may be used to turn off and on the local echo.
(This would mostly be used to enter passwords without the password being echoed).

If the LINEMODE option is enabled, or if thelocalcharsflag is TRUE (the default for ‘‘old line by line’’;
see below), the user’s quit , intr , and flush characters are trapped locally, and sent asTELNET protocol
sequences to the remote side.If LINEMODE has ever been enabled, then the user’s suspandeof are also
sent asTELNET protocol sequences, andquit is sent as aTELNET ABORT instead ofBREAK. There are
options (seetoggle autoflushand toggle autosynchbelow) which cause this action to flush subsequent
output to the terminal (until the remote host acknowledges theTELNET sequence) and flush previous termi-
nal input (in the case ofquit andintr ).

While connected to a remote host,telnet command mode may be entered by typing thetelnet ‘‘ escape
character’’ ( initially ‘ ‘ˆ]’ ’). Whenin command mode, the normal terminal editing conventions are available.

The following telnet commands are available. Onlyenough of each command to uniquely identify it need
be typed (this is also true for arguments to themode, set, toggle, unset, slc, envir on, and display com-
mands).

auth argument ...
The auth command manipulates the information sent through theTELNET AUTHENTICATE option.
Valid arguments for the auth command are as follows:

disabletype
Disables the specified type of authentication.To obtain a list of available types, use the
auth disable ? command.

enabletype
Enables the specified type of authentication.To obtain a list of available types, use the
auth enable ? command.

status Lists the current status of the various types of authentication.

close Close aTELNET session and return to command mode.

display argument ...
Displays some or all of thesetandtogglevalues (see below).

encrypt argument ...
The encrypt command manipulates the information sent through theTELNET ENCRYPT option.

Note: Becauseof export controls, theTELNET ENCRYPT option is not supported outside of the United
States and Canada.

Valid arguments for the encrypt command are as follows:
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disabletype[input |output]
Disables the specified type of encryption.If you omit the input and output, both input
and output are disabled.To obtain a list of available types, use theencrypt disable ?
command.

enabletype]fP [input |output]
Enables the specified type of encryption.If you omit input and output, both input and
output are enabled.To obtain a list of available types, use theencrypt enable ? com-
mand.

input This is the same as theencrypt start input command.

−input This is the same as theencrypt stop input command.

output This is the same as theencrypt start output command.

−output
This is the same as theencrypt stop outputcommand.

start [input |output]
Attempts to start encryption.If you omit input and output, both input and output are
enabled. To obtain a list of available types, use theencrypt enable ? command.

status Lists the current status of encryption.

stop [input |output]
Stops encryption.If you omit input and output, encryption is on both input and output.

type type
Sets the default type of encryption to be used with laterencrypt start or encrypt stop
commands.

envir on arguments ...
Theenvir on command is used to manipulate the the variables that my be sent through theTELNET
ENVIRON option. Theinitial set of variables is taken from the users environment, with only the
DISPLAY andPRINTERvariables being exported by default. TheUSERvariable is also exported if
the−a or −l options are used.

Valid arguments for theenvir on command are:

definevariable value
Define the variablevariable to have a value ofvalue. Any variables defined by this com-
mand are automatically exported. Thevaluemay be enclosed in single or double quotes
so that tabs and spaces may be included.

undefinevariable
Removevariablefrom the list of environment variables.

export variable
Mark the variablevariableto be exported to the remote side.

unexport variable
Mark the variablevariable to not be exported unless explicitly asked for by the remote
side.

list List the current set of environment variables. Thosemarked with a * will be sent auto-
matically; other variables will only be sent if explicitly requested.

? Prints out help information for theenvir on command.

logout Sends theTELNET LOGOUToption to the remote side.This command is similar to aclosecom-
mand; however, if the remote side does not support theLOGOUT option, nothing happens.If,
however, the remote side does support theLOGOUToption, this command should cause the remote
side to close theTELNET connection. Ifthe remote side also supports the concept of suspending a
user’s session for later reattachment, the logout argument indicates that you should terminate the

3
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session immediately.

modetype
Type is one of several options, depending on the state of theTELNET session. Theremote host is
asked for permission to go into the requested mode.If the remote host is capable of entering that
mode, the requested mode will be entered.

character
Disable theTELNET LINEMODE option, or, if the remote side does not understand the
LINEMODE option, then enter ‘‘character at a time’’ mode.

line Enable theTELNET LINEMODE option, or, if the remote side does not understand the
LINEMODE option, then attempt to enter ‘‘old-line-by-line’’ mode.

isig (−isig)
Attempt to enable (disable) theTRAPSIGmode of theLINEMODE option. Thisrequires
that theLINEMODE option be enabled.

edit (−edit)
Attempt to enable (disable) theEDIT mode of theLINEMODE option. Thisrequires that
theLINEMODE option be enabled.

softtabs(−softtabs)
Attempt to enable (disable) theSOFT_TAB mode of theLINEMODE option. Thisrequires
that theLINEMODE option be enabled.

litecho (−litecho)
Attempt to enable (disable) theLIT_ECHO mode of theLINEMODE option. Thisrequires
that theLINEMODE option be enabled.

? Prints out help information for themodecommand.

openhost[-a] [ [−l] user] [−port]
Open a connection to the named host.If no port number is specified,telnet will attempt to contact
a TELNET server at the default port. The host specification may be either a host name (see
hosts(5) or an Internet address specified in the ‘‘dot notation’’ (seeinet(3). After establishing a
connection, the file.telnetrc in the user’s home directory is opened.Lines beginning with a # are
comment lines.Blank lines are ignored.Lines that begin without white space are the start of a
machine entry. The first thing on the line is the name of the machine that is being connected to.
The rest of the line, and successive lines that begin with white space are assumed to betelnet com-
mands and are processed as if they had been typed in manually to thetelnet command prompt.

−a Attempt automatic login.This sends the user name via theUSERvariable of theENVI-
RON option, if supported by the remote system.The name used is that of the current user
as returned bygetlogin(2) if it agrees with the current user ID; otherwise it is the name
associated with the user ID.

[−l] user
may be used to specify the user name to be passed to the remote system via theENVIRON
option.

−port When connecting to a non-standard port,telnet omits any automatic initiation ofTELNET
options. Whenthe port number is preceded by a minus sign, the initial option negotiation
is done.

quit Close any openTELNET session and exit telnet. An end of file (in command mode) will also close
a session and exit.

sendarguments
Sends one or more special character sequences to the remote host.The following are the argu-
ments which may be specified (more than one argument may be specified at a time):

4
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abort Sends theTELNET ABORT (Abort processes) sequence.

ao Sends theTELNET AO (Abort Output) sequence, which should cause the remote system
to flush all outputfromthe remote systemto the user’s terminal.

ayt Sends theTELNET AYT (Are You There) sequence, to which the remote system may or
may not choose to respond.

brk Sends theTELNET BRK (Break) sequence, which may have significance to the remote
system.

ec Sends theTELNET EC(Erase Character) sequence, which should cause the remote system
to erase the last character entered.

el Sends theTELNET EL (Erase Line) sequence, which should cause the remote system to
erase the line currently being entered.

eof Sends theTELNET EOF(End Of File) sequence.

eor Sends theTELNET EOR(End of Record) sequence.

escape Sends the current escape character (initially ‘‘ˆ’ ’.

ga Sends theTELNET GA (Go Ahead) sequence, which likely has no significance to the
remote system.

getstatus
If the remote side supports theTELNET STATUScommand,getstatuswill send the subne-
gotiation to request that the server send its current option status.

ip Sends theTELNET IP (Interrupt Process) sequence, which should cause the remote sys-
tem to abort the currently running process.

nop Sends theTELNET NOP(No OPeration) sequence.

susp Sends theTELNET SUSP(SUSPend process) sequence.

synch Sends theTELNET SYNCHsequence. Thissequence causes the remote system to discard
all previously typed (but not yet read) input.This sequence is sent asTCP urgent data
(and may not work if the remote system is a 4.2BSD system -- if it doesn’t work, a lower
case ‘‘r’ ’ may be echoed on the terminal).

do cmd

dont cmd

will cmd

wont cmd
Sends theTELNET DO cmdsequence.Cmdcan be either a decimal number between 0
and 255, or a symbolic name for a specificTELNET command.Cmdcan also be either
help or ? to print out help information, including a list of known symbolic names.

? Prints out help information for thesendcommand.

setargument value

unsetargument value
Thesetcommand will set any one of a number oftelnet variables to a specific value or toTRUE.
The special valueoff turns off the function associated with the variable; this is equivalent to using
the unset command. Theunset command will disable or set toFALSE any of the specified func-
tions. Thevalues of variables may be interrogated with thedisplay command. Thevariables
which may be set or unset, but not toggled, are listed here.In addition, any of the variables for the
togglecommand may be explicitly set or unset using thesetandunsetcommands.

ayt If telnet is in localchars mode, orLINEMODE is enabled, and the status character is
typed, aTELNET AYT sequence (seesend aytpreceding) is sent to the remote host.The
initial value for the "Are You There" character is the terminal’s status character.

5
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echo This is the value (initially ‘‘ˆE’ ’) which, when in ‘‘line by line’’ mode, toggles between
doing local echoing of entered characters (for normal processing), and suppressing echo-
ing of entered characters (for entering, say, a password).

eof If telnet is operating inLINEMODE or ‘‘old line by line’’ mode, entering this character as
the first character on a line will cause this character to be sent to the remote system.The
initial value of the eof character is taken to be the terminal’s eofcharacter.

erase If telnet is in mode (seetoggle localcharsbelow), and if telnet is operating in ‘‘character
at a time’’ mode, then when this character is typed, aTELNET ECsequence (seesend ec
above) is sent to the remote system.The initial value for the erase character is taken to be
the terminal’s erasecharacter.

escape This is thetelnet escape character (initially ‘‘ˆ[’ ’) which causes entry intotelnet com-
mand mode (when connected to a remote system).

flushoutput
If telnet is in localchars mode (seetoggle localcharsbelow) and theflushoutput char-
acter is typed, aTELNET AO sequence (seesend aoabove) is sent to the remote host.
The initial value for the flush character is taken to be the terminal’s flush character.

forw1

forw2 If telnet is operating inLINEMODE, these are the characters that, when typed, cause par-
tial lines to be forwarded to the remote system.The initial value for the forwarding char-
acters are taken from the terminal’s eol and eol2 characters.

interrupt
If telnet is in localcharsmode (seetoggle localcharsbelow) and theinterrupt character
is typed, aTELNET IPsequence (seesend ipabove) is sent to the remote host.The initial
value for the interrupt character is taken to be the terminal’s intr character.

kill If telnet is in localchars mode (seetoggle localcharsbelow), and if telnet is operating
in ‘‘character at a time’’ mode, then when this character is typed, aTELNET EL sequence
(seesend elabove) is sent to the remote system.The initial value for the kill character is
taken to be the terminal’s kill character.

lnext If telnet is operating inLINEMODE or ‘‘old line by line’’ mode, then this character is
taken to be the terminal’s lnext character. The initial value for the lnext character is taken
to be the terminal’s lnext character.

quit If telnet is in localchars mode (seetoggle localcharsbelow) and thequit character is
typed, aTELNET BRK sequence (seesend brk above) is sent to the remote host.The ini-
tial value for the quit character is taken to be the terminal’s quit character.

reprint If telnet is operating inLINEMODE or ‘‘old line by line’’ mode, then this character is
taken to be the terminal’s reprint character. The initial value for the reprint character is
taken to be the terminal’s reprint character.

rlogin This is the rlogin escape character. If set, the normalTELNET escape character is
ignored unless it is preceded by this character at the beginning of a line.This character,
at the beginning of a line followed by a "." closes the connection; when followed by a ˆZ
it suspends the telnet command.The initial state is to disable the rlogin escape character.

start If the TELNET TOGGLE-FLOW-CONTROL option has been enabled, then this character is
taken to be the terminal’s start character. The initial value for the kill character is taken
to be the terminal’s start character.

stop If the TELNET TOGGLE-FLOW-CONTROL option has been enabled, then this character is
taken to be the terminal’s stop character. The initial value for the kill character is taken
to be the terminal’s stopcharacter.
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susp If telnet is in localchars mode, orLINEMODE is enabled, and thesuspendcharacter is
typed, aTELNET SUSPsequence (seesend suspabove) is sent to the remote host.The
initial value for the suspend character is taken to be the terminal’s suspendcharacter.

tracefile
This is the file to which the output, caused bynetdata or option tracing beingTRUE, will
be written. If it is set to ‘‘−’’ , then tracing information will be written to standard output
(the default).

worderase
If telnet is operating inLINEMODE or ‘‘old line by line’’ mode, then this character is
taken to be the terminal’s worderasecharacter. The initial value for the worderase char-
acter is taken to be the terminal’s worderasecharacter.

? Displays the legal set(unset) commands.

slcstate
Theslc command (Set Local Characters) is used to set or change the state of the the special char-
acters when theTELNET LINEMODE option has been enabled.Special characters are characters
that get mapped totelnet commands sequences (like ip or quit ) or line editing characters (like
eraseandkill ). By default, the local special characters are exported.

check Verify the current settings for the current special characters.The remote side is requested
to send all the current special character settings, and if there are any discrepancies with
the local side, the local side will switch to the remote value.

export Switch to the local defaults for the special characters.The local default characters are
those of the local terminal at the time whentelnet was started.

import Switch to the remote defaults for the special characters.The remote default characters
are those of the remote system at the time when theTELNET connection was established.

? Prints out help information for theslccommand.

status Show the current status oftelnet. This includes the peer one is connected to, as well as the current
mode.

togglearguments ...
Toggle (betweenTRUE andFALSE)various flags that control how telnet responds to events. These
flags may be set explicitly to TRUE or FALSE using theset and unset commands listed above.
More than one argument may be specified.The state of these flags may be interrogated with the
display command. Valid arguments are:

authdebug
Turns on debugging information for the authentication code.

autoflush
If autoflush andlocalcharsare bothTRUE , then when theao, or quit characters are rec-
ognized (and transformed intoTELNET sequences; seeset above for details), telnet
refuses to display any data on the user’s terminal until the remote system acknowledges
(via a TELNET TIMING MARK option) that it has processed thoseTELNET sequences.
The initial value for this toggle isTRUE if the terminal user had not done an "stty noflsh",
otherwiseFALSE (seestty(1).

autodecrypt
When theTELNET ENCRYPT option is negotiated, by default the actual encryption
(decryption) of the data stream does not start automatically. The autoencrypt (autode-
crypt) command states that encryption of the output (input) stream should be enabled as
soon as possible.

Note: Becauseof export controls, theTELNET ENCRYPT option is not supported outside the
United States and Canada.
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autologin
If the remote side supports theTELNET AUTHENTICATION option telnet attempts to use
it to perform automatic authentication.If the AUTHENTICATION option is not supported,
the user’s login name are propagated through theTELNET ENVIRON option. Thiscom-
mand is the same as specifying the−a option on theopencommand.

autosynch
If autosynchand localcharsare bothTRUE, then when either theintr or quit characters
is typed (seesetabove for descriptions of theintr andquit characters), the resultingTEL-
NET sequence sent is followed by theTELNET SYNCHsequence. Thisprocedureshould
cause the remote system to begin throwing away all previously typed input until both of
theTELNET sequences have been read and acted upon.The initial value of this toggle is
FALSE.

binary Enable or disable theTELNET BINARY option on both input and output.

inbinary
Enable or disable theTELNET BINARY option on input.

outbinary
Enable or disable theTELNET BINARY option on output.

crlf If this is TRUE, then carriage returns will be sent as <CR><LF>.If this is FALSE, then
carriage returns will be send as <CR><NUL>.The initial value for this toggle isFALSE.

crmod Toggle carriage return mode.When this mode is enabled, most carriage return characters
received from the remote host will be mapped into a carriage return followed by a line
feed. Thismode does not affect those characters typed by the user, only those received
from the remote host.This mode is not very useful unless the remote host only sends car-
riage return, but never line feed.The initial value for this toggle isFALSE .

debug Toggles socket level debugging (useful only to thesuper user). Theinitial value for this
toggle isFALSE .

encdebug
Turns on debugging information for the encryption code.

localchars
If this is TRUE , then theflush, interrupt , quit , erase, and kill characters (seesetabove)
are recognized locally, and transformed into (hopefully) appropriateTELNET control
sequences (respectively ao, ip, brk , ec, and el; seesendabove). Theinitial value for this
toggle isTRUE in ‘‘old line by line’’ mode, andFALSE in ‘‘character at a time’’ mode.
When theLINEMODE option is enabled, the value oflocalchars is ignored, and assumed
to always beTRUE. If LINEMODE has ever been enabled, thenquit is sent asabort, and
eofandsuspendare sent aseofandsusp, seesendabove).

netdata
Toggles the display of all network data (in hexadecimal format).The initial value for this
toggle isFALSE.

options
Toggles the display of some internaltelnet protocol processing (having to do withTEL-
NET options). Theinitial value for this flag isFALSE .

prettydump
When thenetdata flag is enabled, ifprettydump is enabled the output from thenetdata
command will be formatted in a more user-readable format.Spaces are put between each
character in the output, and the beginning of any TELNET escape sequence is preceded by
a ’*’ to aid in locating them.

skiprc When the skiprc flag isTRUE, TELNETskips the reading of the .telnetrc file in the user’s
home directory when connections are opened.The initial value for this flag isFALSE.

8
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termdata
Toggles the display of all terminal data (in hexadecimal format).The initial value for this
flag isFALSE.

verbose_encrypt
When theverbose_encrypt flag is TRUE, TELNET prints out a message each time
encryption is enabled or disabled.The initial value for this toggle isFALSE. Note:
Because of export controls, data encryption is not supported outside of the United States
and Canada.

? Displays the legal togglecommands.

z Suspendtelnet. This command only works when the user’s shell iscsh(1).

! [command]
Execute a single command in a subshell on the local system.If command is omitted, then an
interactive subshell is invoked.

? command
Get help. With no arguments, prints a help summary. If a command is specified, will print the
help information for just that command.

ENVIRONMENT
Telnet uses at least theHOME, SHELL, DISPLAY, and TERM environment variables. Otherenvironment
variables may be propagated to the other side via theTELNET ENVIRON option.

FILES
˜/.telnetrc user-customized telnet startup values˜/.k5login

(on remote host) - file containing Kerberos principals that are allowed access.

HISTORY
TheTelnet command appeared in 4.2BSD.

NOTES
On some remote systems, echo has to be turned off manually when in ‘‘old line by line’’ mode.

In ‘‘old line by line’’ mode orLINEMODE the terminal’s eof character is only recognized (and sent to the
remote system) when it is the first character on a line.

9
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NAME
rlogin − remote login

SYNOPSIS
rlogin rhost [−ec] [−8] [−c] [ −a] [−f] [−F] [−t termtype] [−n] [−7] [−PN | −PO] [−d] [−k realm] [−x]
[−L ] [−l username]

DESCRIPTION
Rlogin connects your terminal on the current local host systemlhostto the remote host systemrhost.

The version built to use Kerberos authentication is very similar to the standard Berkeley rlogin(1), except
that instead of therhostsmechanism, it uses Kerberos authentication to determine the authorization to use a
remote account.

Each user may have a private authorization list in a file .k5login in his login directory. Each line in this file
should contain a Kerberos principal name of the formprincipal/instance@realm. If the originating user is
authenticated to one of the principals named in .k5login, access is granted to the account.If there is no
/.k5login file, the principal will be granted access to the account according to the aname−>lname mapping
rules. (Seekrb5_anadd(8)for more details.)Otherwise a login and password will be prompted for on the
remote machine as inlogin(1). To avoid some security problems, the .k5login file must be owned by the
remote user.

If there is some problem in marshaling the Kerberos authentication information, an error message is printed
and the standard UCB rlogin is executed in place of the Kerberos rlogin.

A l ine of the form ‘‘˜.’’ d isconnects from the remote host, where ‘‘˜’ ’ i s the escape character. Similarly, the
line ‘‘˜ˆZ’ ’ (where ˆZ, control-Z, is the suspend character) will suspend the rlogin session.Substitution of
the delayed-suspend character (normally ˆY) for the suspend character suspends the send portion of the
rlogin, but allows output from the remote system.

The remote terminal type is the same as your local terminal type (as given in your environment TERM vari-
able), unless the−t option is specified (see below). The terminal or window size is also copied to the
remote system if the server supports the option, and changes in size are reflected as well.

All echoing takes place at the remote site, so that (except for delays) the rlogin is transparent.Flow control
via ˆS and ˆQ and flushing of input and output on interrupts are handled properly.

OPTIONS
−8 allows an eight-bit input data path at all times; otherwise parity bits are stripped except when the

remote side’s stop and start characters are other than ˆS/ˆQ.Eight-bit mode is the default.

−L allows the rlogin session to be run in litout mode.

−ec sets the escape character toc. There is no space separating this option flag and the new escape
character.

−c require confirmation before disconnecting via ‘‘˜.’’

−a force the remote machine to ask for a password by sending a null local username.This option has
no effect unless the standard UCB rlogin is executed in place of the Kerberos rlogin (see above).

−f forward a copy of the local credentials to the remote system.

−F forward aforwardablecopy of the local credentials to the remote system.

−t termtype
replace the terminal type passed to the remote host withtermtype.

−n prevent suspension of rlogin via ‘‘˜ˆZ’ ’ or ‘‘˜ˆY’ ’.

−7 force seven-bit transmissions.

−d turn on socket debugging (viasetsockopt(2)) on the TCP sockets used for communication with the
remote host.
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−k request rlogin to obtain tickets for the remote host in realmrealm instead of the remote host’s
realm as determined bykrb_realmofhost(3).

−x turn on DES encryption for all data passed via the rlogin session.This significantly reduces
response time and significantly increases CPU utilization.

-PN

-PO Explicitly request new or old version of the Kerberos ‘‘rcmd’’ protocol. Thenew protocol avoids
many security problems found in the old one, but is not interoperable with older servers. (An
"input/output error" and a closed connection is the most likely result of attempting this combina-
tion.) If neither option is specified, some simple heuristics are used to guess which to try.

SEE ALSO
rsh(1), kerberos(3), krb_sendauth(3), krb_realmofhost(3), rlogin(1) [UCB version]

FILES
˜/.k5login (onremote host) - file containing Kerberos principals that are allowed access.

BUGS
More of the environment should be propagated.

2
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NAME
ftp − ARPANET file transfer program

SYNOPSIS
ftp [−v] [−d] [−i] [−n] [−g] [−k realm] [−f] [−x] [−u] [−t] [host]

DESCRIPTION
FTP is the user interface to theARPANET standard File Transfer Protocol.The program allows a user to
transfer files to and from a remote network site.

OPTIONS
Options may be specified at the command line, or to the command interpreter.

−v Verbose option forcesftp to show all responses from the remote server, as well as report on data
transfer statistics.

−n Restrainsftp from attempting ‘‘auto-login’’ upon initial connection.If auto-login is enabled,ftp
will check the .netrc (see below) file in the user’s home directory for an entry describing an
account on the remote machine.If no entry exists, ftp will prompt for the remote machine login
name (default is the user identity on the local machine), and, if necessary, prompt for a password
and an account with which to login.

−u Restrainsftp from attempting ‘‘auto-authentication’’ upon initial connection.If auto-authentica-
tion is enabled,ftp attempts to authenticate to theFTP server by sending theAUTH command,
using whichever authentication types are locally supported.Once an authentication type is
accepted, an authentication protocol will proceed by issuingADAT commands. Thisoption also
disables auto-login.

−i Turns off interactive prompting during multiple file transfers.

−d Enables debugging.

−g Disables file name globbing.

−k realm
When using Kerberos v4 authentication, gets tickets inrealm.

−f Causes credentials to be forwarded to the remote host.

−x Causes the client to attempt to negotiate encryption (data and command protection levels ‘‘pri-
vate’’) immediately after successfully authenticating.

−t Enables packet tracing.

COMMANDS
The client host with whichftp is to communicate may be specified on the command line.If this is done,
ftp will immediately attempt to establish a connection to anFTP server on that host; otherwise,ftp will
enter its command interpreter and await instructions from the user. When ftp is awaiting commands from
the user the prompt ‘‘ftp>’ ’ i s provided to the user. The following commands are recognized byftp :

! [command] [args]]
Invoke an interactive shell on the local machine.If there are arguments, the first is taken to be a
command to execute directly, with the rest of the arguments as its arguments.

$ macro-name[args]
Execute the macromacro-namethat was defined with themacdef command. Arguments are
passed to the macro unglobbed.

account[passwd]
Supply a supplemental password required by a remote system for access to resources once a login
has been successfully completed.If no argument is included, the user will be prompted for an
account password in a non-echoing input mode.

1
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append local-file [remote-file]
Append a local file to a file on the remote machine.If remote-fileis left unspecified, the local file
name is used in naming the remote file after being altered by any ntrans or nmap setting. File
transfer uses the current settings fortype, format , mode, andstructur e.

ascii Set the file transfertype to network ASCII . This is the default type.

bell Arrange that a bell be sounded after each file transfer command is completed.

binary Set the file transfertype to support binary file transfer.

bye Terminate theFTP session with the remote server and exit ftp . An end of file will also terminate
the session and exit.

case Toggle remote computer file name case mapping duringmget commands. Whencase is on
(default is off), remote computer file names with all letters in upper case are written in the local
directory with the letters mapped to lower case.

ccc Turn off integrity protection on the command channel.This command must be sent integrity pro-
tected, and must be proceeded by a successfulADAT command. Sinceturning off integrity protec-
tion potentially allows an attacker to insert commands onto the command channel, someFTP
servers may refuse to honor this command.

cd remote-directory
Change the working directory on the remote machine toremote-directory.

cdup Change the remote machine working directory to the parent of the current remote machine work-
ing directory.

chmodmode file-name
Change the permission modes of the filefile-nameon the remote system tomode.

clear Set the protection level on data transfers to ‘‘clear’’. If no ADAT command succeeded, then this is
the default protection level.

close Terminate theFTP session with the remote server, and return to the command interpreter. Any
defined macros are erased.

cprotect [protection-level]
Set the protection level on commands toprotection-level. The valid protection levels are ‘‘clear’’
for unprotected commands, ‘‘safe’’ f or commands integrity protected by cryptographic checksum,
and ‘‘private’’ f or commands confidentiality and integrity protected by encryption.If an ADAT
command succeeded, then the default command protection level is ‘‘safe’’, otherwise the only pos-
sible level is ‘‘clear’’. If no level is specified, the current level is printed. cprotect clear is equiv-
alent to theccccommand.

cr Toggle carriage return stripping during ascii type file retrieval. Recordsare denoted by a carriage
return/linefeed sequence during ascii type file transfer. When cr is on (the default), carriage
returns are stripped from this sequence to conform with theUNIX single linefeed record delimiter.
Records on non-UNIX remote systems may contain single linefeeds; when an ascii type transfer is
made, these linefeeds may be distinguished from a record delimiter only whencr is off.

deleteremote-file
Delete the fileremote-fileon the remote machine.

debug [debug-value]
Toggle debugging mode.If an optionaldebug-valueis specified it is used to set the debugging
level. Whendebugging is on,ftp prints each command sent to the remote machine, preceded by
the string ‘−−>’

dir [remote-directory] [ local-file]
Print a listing of the directory contents in the directory, remote-directory, and, optionally, placing
the output inlocal-file. If interactive prompting is on,ftp will prompt the user to verify that the
last argument is indeed the target local file for receiving dir output. Ifno directory is specified, the

2
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current working directory on the remote machine is used.If no local file is specified, orlocal-file
is ‘−’, output comes to the terminal.

disconnect
A synonym for close.

form format
Set the file transferform to format. The default format is ‘‘file’ ’.

get remote-file[local-file]
Retrieve the file remote-fileand store it on the local machine.If the local file name is not speci-
fied, it is given the same name it has on the remote machine, subject to alteration by the current
case, ntrans, and nmap settings. Thecurrent settings fortype, form , mode, and structur e are
used while transferring the file.

glob Toggle filename expansion formdelete, mget, and mput. If globbing is turned off with glob, the
file name arguments are taken literally and not expanded. Globbingfor mput is done as incsh(1).
For mdeleteandmget, each remote file name is expanded separately on the remote machine and
the lists are not merged. Expansionof a directory name is likely to be different from expansion of
the name of an ordinary file: the exact result depends on the foreign operating system and ftp
server, and can be previewed by doing ‘mls remote-files −’ Note:mget andmput are not meant to
transfer entire directory subtrees of files.That can be done by transferring atar(1) archive of the
subtree (in binary mode).

hash Toggle hash-sign (‘‘#’ ’) printing for each data block transferred.The size of a data block is 1024
bytes.

help [command]
Print an informative message about the meaning ofcommand. If no argument is given, ftp prints a
list of the known commands.

idle [seconds]
Set the inactivity timer on the remote server tosecondsseconds. Ifsecondsis omitted, the current
inactivity timer is printed.

lcd [directory]
Change the working directory on the local machine.If no directory is specified, the user’s home
directory is used.

ls [remote-directory] [ local-file]
Print a listing of the contents of a directory on the remote machine.The listing includes any sys-
tem-dependent information that the server chooses to include; for example, mostUNIX systems
will produce output from the command ‘ls −l’.(See alsonlist.) If remote-directoryis left unspec-
ified, the current working directory is used.If interactive prompting is on,ftp will prompt the user
to verify that the last argument is indeed the target local file for receiving ls output. Ifno local file
is specified, or iflocal-file is ‘−’, the output is sent to the terminal.

macdefmacro-name
Define a macro.Subsequent lines are stored as the macromacro-name; a null line (consecutive
newline characters in a file or carriage returns from the terminal) terminates macro input mode.
There is a limit of 16 macros and 4096 total characters in all defined macros.Macros remain
defined until aclosecommand is executed. Themacro processor interprets ‘$’ and ‘\’ as special
characters. A‘$’ follo wed by a number (or numbers) is replaced by the corresponding argument
on the macro invocation command line.A ‘ $’ followed by an ‘i’ signals that macro processor that
the executing macro is to be looped.On the first pass ‘$i’ is replaced by the first argument on the
macro invocation command line, on the second pass it is replaced by the second argument, and so
on. A ‘\’ follo wed by any character is replaced by that character. Use the ‘\’ to prevent special
treatment of the ‘$’.

3
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mdelete[remote-files]
Deleteremote-fileson the remote machine.

mdir remote-files local-file
Like dir , except multiple remote files may be specified.If interactive prompting is on,ftp will
prompt the user to verify that the last argument is indeed the target local file for receiving mdir
output.

mget remote-files
Expand theremote-fileson the remote machine and do aget for each file name thus produced.See
glob for details on the filename expansion. Resultingfile names will then be processed according
to case, ntrans, and nmap settings. Filesare transferred into the local working directory, which
can be changed with ‘lcd directory’; new local directories can be created with ‘! mkdir directory’.

mkdir directory-name
Make a directory on the remote machine.

mls remote-files local-file
Like nlist, except multiple remote files may be specified, and thelocal-file must be specified.If
interactive prompting is on,ftp will prompt the user to verify that the last argument is indeed the
target local file for receiving mls output.

mode[mode-name]
Set the file transfermodeto mode-name. The default mode is ‘‘stream’’ mode.

modtime file-name
Show the last modification time of the file on the remote machine.

mput local-files
Expand wild cards in the list of local files given as arguments and do aput for each file in the
resulting list. Seeglob for details of filename expansion. Resultingfile names will then be pro-
cessed according tontrans andnmap settings.

newerfile-name
Get the file only if the modification time of the remote file is more recent that the file on the cur-
rent system.If the file does not exist on the current system, the remote file is considerednewer.
Otherwise, this command is identical toget.

nlist [remote-directory] [ local-file]
Print a list of the files in a directory on the remote machine.If remote-directoryis left unspecified,
the current working directory is used.If interactive prompting is on,ftp will prompt the user to
verify that the last argument is indeed the target local file for receiving nlist output. Ifno local file
is specified, or iflocal-file is ‘−’, the output is sent to the terminal.

nmap [inpattern outpattern]
Set or unset the filename mapping mechanism.If no arguments are specified, the filename map-
ping mechanism is unset.If arguments are specified, remote filenames are mapped duringmput
commands andput commands issued without a specified remote target filename.If arguments are
specified, local filenames are mapped duringmget commands andget commands issued without a
specified local target filename.This command is useful when connecting to non−UNIX remote
computer with different file naming conventions or practices.The mapping follows the pattern set
by inpattern and outpattern. [Inpattern] is a template for incoming filenames (which may have
already been processed according to thentrans andcasesettings). Variable templating is accom-
plished by including the sequences ‘$1’, ‘$2’, ..., ‘$9’ ininpattern. Use ‘\’ to prevent this special
treatment of the ‘$’ character. All other characters are treated literally, and are used to determine
the nmap [inpattern] variable values. For example, given inpattern $1.$2 and the remote file
name "mydata.data", $1 would have the value "mydata", and $2 would have the value "data".The
outpatterndetermines the resulting mapped filename.The sequences ‘$1’, ‘$2’,inpattern tem-
plate. Thesequence ‘$0’ is replace by the original filename.Additionally, the sequence ‘[seq1,
seq2]’ is replaced by [seq1] i f seq1 is not a null string; otherwise it is replaced byseq2. For
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example, the command

nmap $1.$2.$3 [$1,$2].[$2,file]

would yield the output filename "myfile.data" for input filenames "myfile.data" and
"myfile.data.old", "myfile.file" for the input filename "myfile", and "myfile.myfile" for the input
filename ".myfile". Spaces may be included inoutpattern, as in the example: ‘nmap $1 sed "s/
*$//" > $1’. Use the ‘\’ character to prevent special treatment of the ‘$’,’[’, ’]’, and ‘,’ characters.

ntrans [inchars [outchars]]
Set or unset the filename character translation mechanism.If no arguments are specified, the file-
name character translation mechanism is unset.If arguments are specified, characters in remote
filenames are translated duringmput commands andput commands issued without a specified
remote target filename.If arguments are specified, characters in local filenames are translated dur-
ing mget commands andget commands issued without a specified local target filename.This
command is useful when connecting to a non-UNIX remote computer with different file naming
conventions or practices.Characters in a filename matching a character ininchars are replaced
with the corresponding character inoutchars. If the character’s position in inchars is longer than
the length ofoutchars, the character is deleted from the file name.

openhost[port] [−forward ]
Establish a connection to the specifiedhostFTPserver. An optional port number may be supplied,
in which case,ftp will attempt to contact anFTP server at that port.If the auto-authenticate
option is on (default), ftp will attempt to authenticate to theFTPserver by sending theAUTH com-
mand, using whichever authentication types which are locally supported.Once an authentication
type is accepted, an authentication protocol will proceed by issuingADAT commands. Iftheauto-
login option is on (default), ftp will also attempt to automatically log the user in to theFTPserver
(see below). If the −forward option is specified,ftp will forward a copy of the user’s Kerberos
tickets to the remote host.

passive Toggle passive data transfer mode.In passive mode, the client initiates the data connection by lis-
tening on the data port.Passive mode may be necessary for operation from behind firewalls which
do not permit incoming connections.

pri vate Set the protection level on data transfers to ‘‘private’’. Data transmissions are confidentiality and
integrity protected by encryption.If no ADAT command succeeded, then the only possible level is
‘‘ clear’’.

prompt
Toggle interactive prompting. Interactive prompting occurs during multiple file transfers to allow
the user to selectively retrieve or store files. If prompting is turned off (default is on), any mget or
mput will transfer all files, and any mdeletewill delete all files.

protect [protection-level]
Set the protection level on data transfers toprotection-level. The valid protection levels are
‘‘ clear’’ f or unprotected data transmissions, ‘‘safe’’ f or data transmissions integrity protected by
cryptographic checksum, and ‘‘private’’ f or data transmissions confidentiality and integrity pro-
tected by encryption.If no ADAT command succeeded, then the only possible level is ‘‘clear’’. If
no level is specified, the current level is printed. Thedefault protection level is ‘‘clear’’.

proxy ftp-command
Execute an ftp command on a secondary control connection.This command allows simultaneous
connection to two remote ftp servers for transferring files between the two servers. Thefirst proxy
command should be anopen ,to establish the secondary control connection.Enter the command
"proxy ?" to see other ftp commands executable on the secondary connection.The following com-
mands behave differently when prefaced byproxy: open will not define new macros during the
auto-login process,closewill not erase existing macro definitions,get andmget transfer files from
the host on the primary control connection to the host on the secondary control connection, and
put, mput, and append transfer files from the host on the secondary control connection to the host
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on the primary control connection.Third party file transfers depend upon support of the ftp proto-
col PASV command by the server on the secondary control connection.

put local-file [remote-file]
Store a local file on the remote machine.If remote-fileis left unspecified, the local file name is
used after processing according to any ntrans or nmap settings in naming the remote file.File
transfer uses the current settings fortype, format , mode, andstructur e.

pwd Print the name of the current working directory on the remote machine.

quit A synonym for bye.

quotearg1 [arg2] [ ...]
The arguments specified are sent, verbatim, to the remoteFTPserver.

recv remote-file[local-file]
A synonym for get.

reget remote-file[local-file]
Reget acts like get, except that iflocal-file exists and is smaller thanremote-file, local-file is pre-
sumed to be a partially transferred copy of remote-fileand the transfer is continued from the appar-
ent point of failure. Thiscommand is useful when transferring very large files over networks that
are prone to dropping connections.

remotehelp[command-name]
Request help from the remoteFTP server. If a command-nameis specified it is supplied to the
server as well.

remotestatus[file-name]
With no arguments, show status of remote machine.If file-nameis specified, show status offile-
nameon remote machine.

rename[from] [ to]
Rename the filefromon the remote machine, to the fileto.

reset Clear reply queue.This command re-synchronizes command/reply sequencing with the remote ftp
server. Resynchronization may be necessary following a violation of the ftp protocol by the
remote server.

restart marker
Restart the immediately following get or put at the indicatedmarker. On UNIX systems, marker
is usually a byte offset into the file.

rmdir directory-name
Delete a directory on the remote machine.

runique
Toggle storing of files on the local system with unique filenames.If a file already exists with a
name equal to the target local filename for aget or mget command, a ".1" is appended to the
name. Ifthe resulting name matches another existing file, a ".2" is appended to the original name.
If this process continues up to ".99", an error message is printed, and the transfer does not take
place. Thegenerated unique filename will be reported.Note thatrunique will not affect local
files generated from a shell command (see below). Thedefault value is off.

safe Set the protection level on data transfers to ‘‘safe’’. Data transmissions are integrity-protected by
cryptographic checksum.If no ADAT command succeeded, then the only possible level is ‘‘clear’’.

sendlocal-file [remote-file]
A synonym for put.

sendport
Toggle the use ofPORT commands. Bydefault, ftp will attempt to use aPORT command when
establishing a connection for each data transfer. The use ofPORT commands can prevent delays
when performing multiple file transfers.If the PORT command fails, ftp will use the default data

6
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port. Whenthe use ofPORT commands is disabled, no attempt will be made to usePORT com-
mands for each data transfer. This is useful for certainFTP implementations which do ignore
PORT commands but, incorrectly, indicate they’ve been accepted.

sitearg1 [arg2] [ ...]
The arguments specified are sent, verbatim, to the remoteFTPserver as aSITEcommand.

sizefile-name
Return size offile-nameon remote machine.

status Show the current status offtp .

struct struct-name
Set the file transferstructure to struct-name. By default ‘‘stream’’ structure is used.

sunique
Toggle storing of files on remote machine under unique file names.Remote ftp server must sup-
port ftp protocolSTOU command for successful completion.The remote server will report unique
name. Default value is off.

system Show the type of operating system running on the remote machine.

tenex Set the file transfer type to that needed to talk toTENEX machines.

trace Toggle packet tracing.

type [type-name]
Set the file transfertype to type-name. If no type is specified, the current type is printed.The
default type is network ASCII.

umask [newmask]
Set the default umask on the remote server tonewmask. If newmaskis omitted, the current umask
is printed.

useruser-name[password] [account]
Identify yourself to the remoteFTPserver. If thepassword is not specified and the server requires
it, ftp will prompt the user for it (after disabling local echo).If an accountfield is not specified,
and theFTPserver requires it, the user will be prompted for it.If an accountfield is specified, an
account command will be relayed to the remote server after the login sequence is completed if the
remote server did not require it for logging in.Unlessftp is invoked with ‘‘auto-login’’ disabled,
this process is done automatically on initial connection to theFTPserver.

verbose
Toggle verbose mode.In verbose mode, all responses from theFTP server are displayed to the
user. In addition, if verbose is on, when a file transfer completes, statistics regarding the efficiency
of the transfer are reported.By default, verbose is on.

? [command]
A synonym for help.

Command arguments which have embedded spaces may be quoted with quote ‘"’ marks.

ABORTING A FILE TRANSFER
To abort a file transfer, use the terminal interrupt key (usually Ctrl-C). Sending transfers will be immedi-
ately halted.Receiving transfers will be halted by sending aFTP protocolABOR command to the remote
server, and discarding any further data received. Thespeed at which this is accomplished depends upon the
remote server’s support forABOR processing. Ifthe remote server does not support theABOR command,
an ‘ftp>’ prompt will not appear until the remote server has completed sending the requested file.

The terminal interrupt key sequence will be ignored whenftp has completed any local processing and is
aw aiting a reply from the remote server. A long delay in this mode may result from theABOR processing
described above, or from unexpected behavior by the remote server, including violations of the ftp protocol.
If the delay results from unexpected remote server behavior, the localftp program must be killed by hand.

7
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FILE N AMING CONVENTIONS
Files specified as arguments toftp commands are processed according to the following rules.

1. If the file name ‘-’ i s specified,stdin(for reading) orstdout(for writing) is used.

2. If the first character of the file name is ‘|’, the remainder of the argument is interpreted as a shell
command. Ftp then forks a shell, usingpopen(3) with the argument supplied, and reads from
(writes to) stdout (stdin).If the shell command includes spaces, the argument must be quoted; e.g.
‘‘ " ls -lt"’ ’. A particularly useful example of this mechanism is: ‘‘dir more’’.

3. Failing the above checks, if ‘‘globbing’’ i s enabled, local file names are expanded according to the
rules used incsh(1); c.f. theglob command. Ifthe ftp command expects a single local file (.e.g.
put), only the first filename generated by the ‘‘globbing’’ operation is used.

4. For mget commands andget commands with unspecified local file names, the local filename is the
remote filename, which may be altered by acase, ntrans, or nmap setting. Theresulting filename
may then be altered ifrunique is on.

5. For mput commands andput commands with unspecified remote file names, the remote filename
is the local filename, which may be altered by antrans or nmap setting. Theresulting filename
may then be altered by the remote server if sunique is on.

FILE TRANSFER PARAMETERS
The FTP specification specifies many parameters which may affect a file transfer. The type may be one of
‘‘ ascii’’, ‘ ‘image’’ (binary), ‘‘ebcdic’’, and ‘‘local byte size’’ (mostly for PDP-10’s and PDP-20’s). Ftp sup-
ports the ascii and image types of file transfer, plus local byte size 8 fortenexmode transfers.

Ftp supports only the default values for the remaining file transfer parameters:mode, form , andstruct.

THE .netrc FILE
The .netrc file contains login and initialization information used by the auto-login process.It resides in the
user’s home directory. The following tokens are recognized; they may be separated by spaces, tabs, or new-
lines:

machinename
Identify a remote machinename. The auto-login process searches the.netrc file for a machine
token that matches the remote machine specified on theftp command line or as anopencommand
argument. Oncea match is made, the subsequent.netrc tokens are processed, stopping when the
end of file is reached or anothermachineor adefault token is encountered.

default This is the same asmachinenameexcept thatdefault matches any name. Therecan be only one
default token, and it must be after allmachinetokens. Thisis normally used as:

default login anonymous password user@site

thereby giving the userautomaticanonymous ftp login to machines not specified in.netrc. This
can be overridden by using the−n flag to disable auto-login.

login name
Identify a user on the remote machine.If this token is present, the auto-login process will initiate
a login using the specifiedname.

password string
Supply a password. If this token is present, the auto-login process will supply the specified string
if the remote server requires a password as part of the login process.Note that if this token is pre-
sent in the.netrc file for any user other thananonymous, ftp will abort the auto-login process if the
.netrc is readable by anyone besides the user.

accountstring
Supply an additional account password. If this token is present, the auto-login process will supply
the specified string if the remote server requires an additional account password, or the auto-login
process will initiate anACCT command if it does not.

8
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NAME
rsh − remote shell

SYNOPSIS
rsh host[−l username] [−n] [−d] [−k realm] [−f | −F] [−x] [−PN | −PO] command

DESCRIPTION
Rsh connects to the specifiedhost,and executes the specifiedcommand. Rsh copies its standard input to
the remote command, the standard output of the remote command to its standard output, and the standard
error of the remote command to its standard error. This implementation ofrsh will accept any port for the
standard error stream.Interrupt, quit and terminate signals are propagated to the remote command;rsh nor-
mally terminates when the remote command does.

Each user may have a private authorization list in a file .k5login in his login directory. Each line in this file
should contain a Kerberos principal name of the formprincipal/instance@realm. If there is a ˜/.k5login
file, then access is granted to the account if and only if the originater user is authenticated to one of the
princiapls named in the ˜/.k5login file.Otherwise, the originating user will be granted access to the account
if and only if the authenticated principal name of the user can be mapped to the local account name using
the aname -> lname mapping rules (seekrb5_anadd(8) for more details).

OPTIONS
−l username

sets the remote username tousername. Otherwise, the remote username will be the same as the
local username.

−x causes the network session traffic to be encrypted.

−f cause nonforwardable Kerberos credentials to be forwarded to the remote machine for use by the
specifiedcommand. They will be removed when commandfinishes. Thisoption is mutually
exclusive with the−F option.

−F causeforwardable Kerberos credentials to be forwarded to the remote machine for use by the
specifiedcommand. They will be removed when commandfinishes. Thisoption is mutually
exclusive with the−f option.

−k realm
causesrsh to obtain tickets for the remote host inrealm instead of the remote host’s realm as deter-
mined bykrb_realmofhost(3).

−d turns on socket debugging (viasetsockopt(2)) on the TCP sockets used for communication with
the remote host.

−n redirects input from the special device /dev/null (see the BUGS section below).

-PN

-PO Explicitly request new or old version of the Kerberos ‘‘rcmd’’ protocol. Thenew protocol avoids
many security problems found in the old one, but is not interoperable with older servers. (An
"input/output error" and a closed connection is the most likely result of attempting this combina-
tion.) If neither option is specified, some simple heuristics are used to guess which to try.

If you omit command, then instead of executing a single command, you will be logged in on the remote
host usingrlogin(1).

Shell metacharacters which are not quoted are interpreted on the local machine, while quoted metacharac-
ters are interpreted on the remote machine.Thus the command

rsh otherhost cat remotefile >> localfile

appends the remote fileremotefileto the local filelocalfile, while

rsh otherhost cat remotefile ">>" otherremotefile

appendsremotefileto otherremotefile.

1
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FILES
/etc/hosts˜/.k5login (onremote host) - file containing Kerberos principals that are allowed access.

SEE ALSO
rlogin(1), kerberos(3), krb_sendauth(3), krb_realmofhost(3)

BUGS
If you are usingcsh(1) and put arsh(1) in the background without redirecting its input away from the ter-
minal, it will block even if no reads are posted by the remote command.If no input is desired you should
redirect the input ofrsh to /dev/null using the−n option.

You cannot run an interactive command (like ro gue(6) orvi(1)); userlogin(1).

Stop signals stop the localrsh process only; this is arguably wrong, but currently hard to fix for reasons too
complicated to explain here.

2
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NAME
rcp − remote file copy

SYNOPSIS
rcp [−p] [−x] [−k realm ] [−D port] [−N] [−PN | −PO] file1 file2

rcp [−p] [−x] [−k realm] [−r] [−D port] [−N] [−PN | −PO]file ... directory

DESCRIPTION
Rcp copies files between machines.Eachfile or directoryargument is either a remote file name of the form
‘‘ rhost:path’’, or a local file name (containing no ‘:’ characters, or a ‘/’ before any ‘ :’s).

By default, the mode and owner offile2 are preserved if it already existed; otherwise the mode of the source
file modified by theumask(2) on the destination host is used.

If path is not a full path name, it is interpreted relative to your login directory onrhost. A pathon a remote
host may be quoted (using \, ", or ´) so that the metacharacters are interpreted remotely.

Rcp does not prompt for passwords; it uses Kerberos authentication when connecting torhost. Each user
may have a private authorization list in a file .k5login in his login directory. Each line in this file should
contain a Kerberos principal name of the formprincipal/instance@realm. If there is a ˜/.k5login file, then
access is granted to the account if and only if the originater user is authenticated to one of the principals
named in the ˜/.k5login file.Otherwise, the originating user will be granted access to the account if and
only if the authenticated principal name of the user can be mapped to the local account name using the
aname -> lname mapping rules (seekrb5_anadd(8) for more details).

OPTIONS
−p attempt to preserve (duplicate) the modification times and modes of the source files in the copies,

ignoring theumask.

−x encrypt all information transferring between hosts.

−k realm
obtain tickets for the remote host inrealm instead of the remote host’s realm as determined by
krb_realmofhost(3).

−r if any of the source files are directories, copy each subtree rooted at that name; in this case the des-
tination must be a directory.

-PN

-PO Explicitly request new or old version of the Kerberos ‘‘rcmd’’ protocol. Thenew protocol avoids
many security problems found in the old one, but is not interoperable with older servers. (An
"input/output error" and a closed connection is the most likely result of attempting this combina-
tion.) If neither option is specified, some simple heuristics are used to guess which to try.

−D port
connect to portport on the remote machine.

−N use a network connection, even when copying files on the local machine (used for testing pur-
poses).

Rcp handles third party copies, where neither source nor target files are on the current machine.Host-
names may also take the form ‘‘rname@rhost’’ to use rname rather than the current user name on the
remote host.

FILES
˜/.k5login (onremote host) - file containing Kerberos principals that are allowed access.

SEE ALSO
cp(1), ftp(1), rsh(1), rlogin(1), kerberos(3), krb_getrealm(3), rcp(1) [UCB version]

BUGS
Rcp doesn’t detect all cases where the target of a copy might be a file in cases where only a directory
should be legal.

1
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NAME
ksu − Kerberized super-user

SYNOPSIS
ksu [ target_user] [ −n target_principal_name] [ −c source_cache_name] [ −k ] [ −D ] [ −r time ] [ −pf ]
[ −l lifetime] [ −zZ ] [ −q ] [ −ecommand[ args ... ] ] [ −a [ args ... ] ]

REQUIREMENTS
Must have Kerberos version 5 installed to compile ksu.Must have a Kerberos version 5 server running to
use ksu.

DESCRIPTION
ksuis a Kerberized version of the su program that has two missions: one is to securely change the real and
effective user ID to that of the target user, the other is to create a new security context. For the sake of clar-
ity all references to, and attributes of the user invoking the program will start with ’source’ (e.g.source
user, source cache, etc.).Likewise all references to and attributes of the target account, will start with ’tar-
get’.

AUTHENTICA TION
To fulfill the first mission, ksu operates in two phases: authentication and authorization.Resolving the tar-
get principal name is the first step in authentication.The user can either specify his principal name with the
−n option (e.g. −n jqpublic@USC.EDU) or a default principal name will be assigned using a heuristic
described in the OPTIONS section (see−n option). Thetarget user name must be the first argument to ksu,
if not specified root is the default. If ’.’ i s specified then the target user will be the source user (e.g. ksu .).
If the source user is root or the target user is the source user, no authentication or authorization takes place.
Otherwise, ksu looks for an appropriate Kerberos ticket in the source cache.

The ticket can either be for the end-server or a ticket granting ticket (TGT) for the target principal’s realm.
If the ticket for the end server is already in the cache, it’s, decrypted and verified. If it’ s not in the cache but
the TGT is, TGT is used to obtain the ticket for the end-server. The end-server ticket is then verified. If
neither ticket is in the cache, but ksu is compiled with the GET_TGT_VIA_PASSWD define, the user will
be prompted for a Kerberos password which will then be used to get a TGT. If the user is logged in
remotely and does not have a secure channel, the password may be exposed. Ifneither ticket is in the cache
and GET_TGT_VIA_PASSWD is not defined, authentication fails.

AUTHORIZA TION
This section describes authorization of the source user when ksu is invoked without the−e option. For a
description of the−eoption, see the OPTIONS section.

Upon successful authentication, ksu checks whether the target principal is authorized to access the target
account. Inthe target user’s home directory, ksu attempts to access two authorization files: .k5login and
.k5users. Inthe .k5login file each line contains the name of a principal that is authorized to access the
account.

For example: jqpublic@USC.EDU
jqpublic/secure@USC.EDU
jqpublic/admin@USC.EDU

The format of .k5users is the same, accept the principal name may be followed by a list of commands that
the principal is authorized to execute. (see the−eoption in the OPTIONS section for details).

Thus if the target principal name is found in the .k5login file the source user is authorized to access the tar-
get account. Otherwise ksu looks in the .k5users file.If the target principal name is found without any trail-
ing commands or followed only by ’*’ then the source user is authorized.If either .k5login or .k5users
exist but an appropriate entry for the target principal does not exist then access is denied. If neither file
exists then the principal will be granted access to the account according to the aname−>lname mapping
rules (seekrb5_anadd(8)for more details).Otherwise, authorization fails.

EXECUTION OF THE T ARGET SHELL
Upon successful authentication and authorization, ksu proceeds in a similar fashion to su.The environment
is unmodified with the exception of USER, HOME and SHELL variables. Ifthe target user is not root,

1
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USER gets set to the target user name. Otherwise USER remains unchanged. Both HOME and SHELL are
set to the target login’s default values. Inaddition, the environment variable KRB5CCNAME gets set to
the name of the target cache.The real and effective user ID are changed to that of the target user. The tar-
get user’s shell is then invoked (the shell name is specified in the password file). Upon termination of the
shell, ksu deletes the target cache (unless ksu is invoked with the−k option). This is implemented by first
doing a fork and then an exec, instead of just exec, as done by su.

CREATING A NEW SECURITY CONTEXT
Ksu can be used to create a new security context for the target program (either the target shell, or command
specified via the -e option).The target program inherits a set of credentials from the source user. By
default, this set includes all of the credentials in the source cache plus any additional credentials obtained
during authentication.The source user is able to limit the credentials in this set by using -z or -Z option.-z
restricts the copy of tickets from the source cache to the target cache to only the tickets where client == the
target principal name.The -Z option provides the target user with a fresh target cache (no creds in the
cache). Note that for security reasons, when the source user is root and target user is non-root, -z option is
the default mode of operation.

While no authentication takes place if the source user is root or is the same as the target user, additional
tickets can still be obtained for the target cache.If -n is specified and no credentials can be copied to the
target cache, the source user is prompted for a Kerberos password (unless -Z specified or
GET_TGT_VIA_PASSWD is undefined). If successful,a TGT is obtained from the Kerberos server and
stored in the target cache.Otherwise, if a password is not provided (user hit return) ksu continuesin a
normal mode of operation(the target cache will not contain the desired TGT).If the wrong password is
typed in, ksu fails.

Side Note:during authentication, only the tickets that could be obtained without providing a password are
cached in in the source cache.

OPTIONS
−n target_principal_name

Specify a Kerberos target principal name.Used in authentication and authorization phases of
ksu.

If ksu is invoked without−n, a default principal name is assigned via the following heuristic:

Case 1:source user is non-root.
If the target user is the source user the default principal name is set to the default principal of
the source cache. If the cache does not exist then the default principal name is set to tar-
get_user@local_realm. Ifthe source and target users are different and neither ˜/tar-
get_user/.k5users nor ˜/target_user/.k5login exist then the default principal name is tar-
get_user_login_name@local_realm. Otherwise, starting with the first principal listed below,
ksu checks if the principal is authorized toaccess the target account and whether there is a
legitimate ticket for that principal in the source cache. If both conditions are met that principal
becomes the default target principal, otherwise go to the next principal.

a) default principal of the source cache
b) target_user@local_realm
c) source_user@local_realm

If a-c fails try any principal for which there is a ticket in the source cache and that is authorized
to access the target account.If that fails select the first principal that is authorized to access the
target account from the above list. If none are authorized and ksu is configured with
PRINC_LOOK_AHEAD turned on, select the default principal as follows:

For each candidate in the above list, select an authorized principal that has the same realm
name and first part of the principal name equal to the prefix of the candidate.For example if

2
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candidate a) is jqpublic@ISI.EDU and jqpublic/secure@ISI.EDU is authorized to access the
target account then the default principal is set to jqpublic/secure@ISI.EDU.

Case 2:source user is root.
If the target user is non-root then the default principal name is target_user@local_realm. Else,
if the source cache exists the default principal name is set to the default principal of the source
cache. If the source cache does not exist, default principal name is set to root@local_realm.

−c source_cache_name
Specify source cache name (e.g.−c FILE:/tmp/my_cache). If−c option is not used then the
name is obtained from KRB5CCNAME environment variable. If KRB5CCNAME is not
defined the source cache name is set to krb5cc_<source uid>.The target cache name is auto-
matically set to krb5cc_<target uid>.(gen_sym()), where gen_sym generates a new number
such that the resulting cache does not already exist.
For example: krb5cc_1984.2

−k Do not delete the target cache upon termination of the target shell or a command (−e com-
mand). Without−k, ksu deletes the target cache.

−D turn on debug mode.

Tick et granting ticket options: -l lifetime -r time -pf
The ticket granting ticket options only apply to the case where there are no appropriate tickets
in the cache to authenticate the source user. In this case if ksu is configured to prompt users for
a Kerberos password (GET_TGT_VIA_PASSWD is defined), the ticket granting ticket options
that are specified will be used when getting a ticket granting ticket from the Kerberos server.

−l lifetime option specifies the lifetime to be requested for the ticket; if this option is not specified, the
default ticket lifetime (configured by each site) is used instead.

−r time option specifies that the RENEWABLE optionshould be requested for the ticket, and speci-
fies the desired total lifetime of the ticket.

−p option specifies that the PROXIABLE option shouldbe requested for the ticket.

−f option specifies that the FORWARDABLE option shouldbe requested for the ticket.

−z restrict the copy of tickets from the source cache to the target cache to only the tickets where
client == the target principal name. Use the−n option if you want the tickets for other then the
default principal. Note that the−z option is mutually exclusive with the -Z option.

−Z Don’t copy any tickets from the source cache to the target cache. Just create a fresh target
cache, where the default principal name of the cache is initialized to the target principal name.
Note that−Z option is mutually exclusive with the -z option.

−q suppress the printing of status messages.

−ecommand [args ...]
ksu proceeds exactly the same as if it was invoked without the−e option, except instead of
executing the target shell, ksu executes the specified command (Example of usage: ksu bob−e
ls −lag).

The authorization algorithm for -e is as follows:

If the source user is root or source user == target user, no authorization takes place and the
command is executed. If source user id != 0, and .k5users file does not exist, authorization
fails. Otherwise,.k5users file must have an appropriate entry for target principal to get autho-
rized.

The .k5users file format:

A single principal entry on each line that may be followed by a list of commands that the

3
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principal is authorized to execute. Aprincipal name followed by a ’*’ means that the user is
authorized to execute any command. Thus, in the following example:

jqpublic@USC.EDU ls mail /local/kerberos/klist
jqpublic/secure@USC.EDU *
jqpublic/admin@USC.EDU

jqpublic@USC.EDU is only authorized to execute ls, mail and klist commands. jqpub-
lic/secure@USC.EDU is authorized to execute any command. jqpublic/admin@USC.EDU is
not authorized to execute any command. Note,that jqpublic/admin@USC.EDU is authorized
to execute the target shell (regular ksu, without the−eoption) but jqpublic@USC.EDU is not.

The commands listed after the principal name must be either a full path names or just the pro-
gram name.In the second case, CMD_PATH specifying the location of authorized programs
must be defined at the compilation time of ksu.

Which command gets executed ?

If the source user is root or the target user is the source user or the user is authorized to execute
any command (’*’ entry) then command can be either a full or a relative path leading to the tar-
get program.Otherwise, the user must specify either a full path or just the program name.

−a args specify arguments to be passed to the target shell.Note: that all flags and parameters following
-a will be passed to the shell, thus all options intended for ksu must precede−a. −aoption can
be used to simulate the−e option if used as follows: −a −c [command [arguments]]. −c is
interpreted by the c-shell to execute the command.

INSTALLA TION INSTR UCTIONS
ksu can be compiled with the following 5 flags (see the Imakefile):

GET_TGT_VIA_PASSWD
in case no appropriate tickets are found in the source cache, the user will be prompted for a
Kerberos password. Thepassword is then used to get a ticket granting ticket from the Ker-
beros server. The danger of configuring ksu with this macro is if the source user is loged in
remotely and does not have a secure channel, the password may get exposed.

PRINC_LOOK_AHEAD
during the resolution of the default principal name, PRINC_LOOK_AHEAD enables ksu to
find principal names in the .k5users file as described in the OPTIONS section (see -n option).

CMD_PATH
specifies a list of directories containing programs that users are authorized to execute (via
.k5users file).

HAS_GETUSERSHELL
If the source user is non-root, ksu insists that the target user’s shell to be invoked is a "legal
shell". getusershell(3) is called to obtain the names of "legal shells". Notethat the target user’s
shell is obtained from the passwd file.

SAMPLE CONFIGURATION:
KSU_OPTS = -DGET_TGT_VIA_PASSWD -DPRINC_LOOK_AHEAD
-DCMD_PATH=’"/bin /usr/ucb /local/bin"

PERMISSIONS FOR KSU
ksu should be owned by root and have the set user idbit turned on.

END-SERVER ENTRY

ksu attempts to get a ticket for the end server just as Kerberized telnet and rlogin.Thus, there

4
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must be an entry for the server in the Kerberos database (e.g. host/nii.isi.edu@ISI.EDU).The
keytab file must be in an appropriate location.

SIDE EFFECTS
ksu deletes all expired tickets from the source cache.

AUTHOR OF KSU: GENNADY (ARI) MED VINSKY
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