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Risk Assessment

Steps in UVM’s Annual Risk-Opportunity Management Process

Respond: ROs, CRO
Modify the risk by 

mitigating, avoiding, 

transferring, or 

accepting the risk or 

pursue opport. 

Monitor: BOT, President, ROs, CRO, RAG

Continually check & update status of a risk to ID change from response level required or expected.

Report & Communicate: ROs, CRO, RAG

Inform/engage stakeholders on the current state of risks and their management.

5

6

7

Evaluate: ROs, CRO, 
PACERM, President

Review existing 

mitigation strategies 

& determine whether 

the risk or opport. 

is acceptable, 

confirm impact & 

likelihood, prioritize 

risks

4Analyze: ROs, RAG,    
ERMAC

Comprehend and  

determine 

nature/level of a risk 

or opport.

Determine the risk

or opport.’s potential 

impact and 

likelihood

3Identify: 
Interviewees

Find, recognize, 

and describe 

risks & opport. 

Write a “risk 

or opport.” 

statement”

2Context: CRO, RAG

Understand 

organizational 

objectives 

and external 

and internal 

environment

1

Preliminary Risk 
Inventory (PRI)

Develop & 

implement MRPs 

for portfolio-level 

risks & opport.

DRAFT risk–opport. 

Register, Portfolio, PRI & 

recommend  ROs

Final risk-opport.  

portfolio & heat map

Brief MRPs 

& Heat Map

to President 

& BOT 

committees

annually

Interview notes

Legend: BOT – Board of Trustees, CRO – Chief Risk Officer, ERMAC – Enterprise Risk Management Advisory Committee, MRP
– Management Response Plan, PACERM – President’s Advisory Committee on Enterprise Risk Management, PRI – Preliminary 
Risk Inventory, RAG – Risk Assurance Group (includes the CRO, Dir. Risk Management & Safety, Dir. Compliance Services, Assoc. 
Chief Information Officer, General  Counsel, Information Security Officer, Chief Internal Auditor), RO – Responsible Official

Updated 01.17.2018

ROs brief  their 

assigned committee 

based on published 

annual schedule/ BOT 

work plans

CRO briefs the 

Audit and Cmte. of 

the Whole annually 

in February

Get President’s 
approval

Get President’s 
approval

CRO memo: 

initiating risk 

assessment

April                                              May > July                                   August > October             November > January                                       Year Round                                                 

February 

November > January 

Year Round 

Year Round 
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IMPACT IMPACT
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Portfolio
Register
Inventory

lack resources 
for federal 
compliance

Non-discrimination 
Regulatory 
Compliance

CY 2017 UVM Risk-Opportunity Portfolio-Register Heat Map as of: 01.17.2018

High

UVM policy 
compliance 

Modernize        
Institutional 
Review Board 
(IRB)

Protect research 
data

IT governance 

Insufficient 
information 
technology (IT) 
resources (new)

Risky student 
behaviors 

Financial internal 
controls 

Recruit diverse 
workforce 

Employee 
international  
travel oversight

Increase in student 
academic support 
needs

ADA 
accommodations 

Diversity & bias 
climate & culture

Title IX sexual 
assault  policy 
compliance

Undergraduate
enrollment 
& net tuition      
revenue  

Increase 
student 
health 
needs (new) 

Information 
security 

Personal 
protected 
information 
breach 

Deferred 
maintenance 

STEM complex 
& related 
educational 
initiatives

Comprehensive  
campaign

Translate new 
knowledge
to benefit  
society -
entrepreneurial 
ecosystem

Communicate 
UVM Narrative 

Enhance 
academic 
excellence 

Advance 
inclusive 
excellence 
(new)

Strengthen, 
promote, 
assess 
learning 
communities 
(new)  

IBB

Grow 
research 
enterprise

IT optimization

Internationalization

Support    
accelerating   
academy growth        
& revenue

Increase graduate 
student revenue

Reduce energy     
costs further

High

Research   
compliance

Increased 
healthcare costs 

Emergency 
management & 
institutional 
continuity  

Programs 
w/minors

Student    
safety in non-
academic 
programs

Reduced 
federal 
financial aid & 
higher student 
default rates 

Comply w/  
U.S. export 
controls 

Data center 
reliability

Voice 
communi-
cations 
system 
reliability 
(new) 

Higher 
education
funding
model 

UVM-UVM 
Medical Health 
Network 
partnership

State-UVM 
relationship 

Enhance 
UVM’s role  
in reducing 
climate 
change 

Enhance 
safety 
culture (new)

Summer 
program 
expansion

Leverage 
educational 
technology 
to enhance 
teaching & 
learning

Improve 
multi-
purpose
facility 

Admin unit        
review process

Create data 
warehouse

Low

)

Loss of 
research 
funding
Major 
construction 
safety
Biosafety 3

Improve fire   
& life safety
Mass   
casualty  
incident

Low
Low High High IBB

IBB
IBB
IBB
IBB

Low

R i s k s  O p p o r t u n i t i e s

Score 10-18          – President and BOT
Score 4-9              – VP or Dean 
Score 3 or below   – Supervisor/Manager

1            2                    3                       4             5                    6          6             5      4               3                   2                     1

3 3

2 2

11

Acronyms: ADA - Americans with Disabilities Act, IT - information technologyLegend
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