




Agenda

Discuss UVM Targets

Why it matters

What you can do

How to get help



Email Averages: 
Messages Received
700K - 1Million per Day

45% Filtered Immediately
15% Flagged as SPAM

Incidents:
User Account Compromises: 

~800-1000/yr

Breaches:
Yes



What are they after?

Electronic Theft
Identity Theft
Ransom
Healthcare Fraud
UVM Resources



UVM Resources
 Send Thousands of SPAM 

Email

 Compromise Websites
 Host Unwanted Site Links
 Host Malware

 Attack Other Resources or 
Organizations





Information Security Policy
3. General Responsibilities for University Employees 

University Employees have special responsibilities because of the access they 
have to University Information and University Information Systems. Each 
University Employee is expected to know and understand the security 
requirements of the types of University Information with which they work and 
to take measures to protect it in accordance with the Procedures.





Malicious Emails

Credential 
Harvesting

Payload 
Delivery

Information 
Disclosure



https://webauth.uvm.edu/webauth/





https://bit.ly/2m0JjZe





http://www.webauth-uvm.ml/



marksimkowskiblogportals.us/Upd



www.formget.com/



Email Files

Access Equipment

Protect 
Your Data



Email Files

Access Equipment

• Consider what messages 
are available in your 
email.

• Consider who you are 
emailing.

• Consider where you are 
storing your email 
messages.



Email Files

Equipment

• Understand the data in 
your files

• Know where your files 
are stored.

• Understand how they are 
protected

• Use Encryption 



Email Files

Access Equipment

• Do not share your 
passwords

• Use unique passwords

• Only give access to those 
that need it

• Don’t leave sensitive info 
in plain sight

• Report issues/concerns



Email Files

Equipment

• Protect your devices –
Lock them up!

• Keep the software up to 
date.

• Utilize University 
supported tools and 
services.



Sony Pictures



Information Security Office
234 Waterman Building

iso@uvm.edu
Breach Notification - 866-236-5752 
Phishing Emails - abuse@uvm.edu                                                   
https://www.uvm.edu/it/security/

.             @uvminfosec
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