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NOTE: If you are using Microsoft Edge as your default web browser Edge will override Adobe and these
instructions will not be applicable. Please reach out to your technical services department to ensure
that Adobe is the default application for .PDF documents.
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Downloading a PDF for Signature

When you open a PDF in PeopleSoft, the file appears in your web browser and you need to download it
to the appropriate file format for editing. This is the case with PurCard Reallocation Reports and Travel

and Expense Reports that have a built in print option.

1. With the document open in your web browser, select the download button.
2. Choose a location and for the file that is memorable.

3. Navigate to the file location.
a. Some web browsers show downloads in a bar across the bottom of the screen. When

you click on the arrow icon, you have the option to “Show in folder”.

Open
Always open with system viewer

Open with system viewer

Show in folder

B2 UVIPURRPT (1).pdf

4. Open the file in Adobe.
5. If the file does not open in Adobe, you will need to change your default application for .pdf

extensions. Please contact your technical support team for assistance with this.

Unlocking a Secure Download

1. If ayellow banner appear that states “Protected View”, you need to click the button on the
right side of the banner ENABLE ALL FEATURES.

wsssones |

— e N @

2. If the file is still secure, click on the Lock icon
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3. Select the hyperlink for Permission Details

UVIPURRPT.pdf (SECURED) - Adobe Acrobat Pro DC
File Edit View Sign Window Help

Home Tools UVJPURRPT.pdf (SE.. %

% e B Q

Security Settings X

wment has an open
pas or a medify
@ password.

You cannot edit, print or
N copy this document.

Perrmss‘i Details

4. Change Security Method from Password Security to No Security.

Document Proj

Description  Security Fonts  Initial View Custom  Advanced
Document Security

The document’s Security Method restricts what can be done to the document. To remove
security restrictions, set the Security Method to No Security.

Security Method: | Password Security

Can be Opened by: |Password Security
Certificate Security
All contents of the docy Adobe Experience Manager Document Security

Change Settings...

metadata.

Document Restrictions Summary

Printing: Mot Allowed
Changing the Document:  Not Allowed
Document Assembly: Not Allowed
Content Copying: Nt Allowed

Content Copying for Accessibility:  Allowed
Page Extraction: Not Allowed
Commenting: Nt Allowed
Filling of form fields: Not Allowed
Signing: Mot Allowed

Creation of Template Pages:  Not Allowed

oK | | concal

Updated 12/2020

Page 3 of 13



The University of Vermont

PeopleSoft Financials User Guide:
Adobe PDF

5. Click OK when you receive the popup for “Are you sure....”

Adobe Acrobat

Are you sure you want to remove security from this document?

Cancel

6. Click OK to close Security Permission window and save settings

Document Propertics

Description  Security Fonts  Initial View Custom  Advanced
Document Security

The document’s Security Method restricts what can be done to the document. To remove
security restrictions, set the Security Method to No Security.

Security Method: v| | Change Sestings...
Can be Opened by:  All versions of Acrobat Show Details...

Automatic saving of changes has been disabled for this decument because the security settings
have been modified. You must save the document in order to re-enable automatic saving of
changes.

Document Restrictions Summary
Printing:  Allowed
Changing the Document:  Allowed
Document Assembly:  Allowed
Content Copying: ~Allowed
Content Copying for Accessibility:  Allowed
Page Extraction:  Allowed
Commenting: Allowed
Filling of form fields:  Allowed
Signing:  Allowed

Creation of Template Pages:  Allowed

Electronically Signing a PDF

Signing in a Prepopulated Signature Field

1. Open Adobe PDF file and select the field to sign

a. If thisis the first time electronically signing a document in Adobe on the device you will
be prompted to create an electronic signature. Follow the instructions for Creating a

Digital Signature.

| certify that the information provided above is true and correct, that there are no alcohol expenses in with any travel meals, and | did
not pay for nor seek reimbursement for this expense by any other method. | certify that any intematicnal airfare was purchased in

compliance with Ih--FI-rm Reimbs By =i prpperty of UVM
Cardholder Signature ate:
Supervisor Signajure: Date:
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2. Choose the signature you wish to use. Click Continue.

Sign with a Digital ID

Choose the Digital ID that you want to use for signing:

° (&

Tiffany Barker Cook (Windows Digital ID)
Issued by: Tiffany Barker Cook. Expires: 2025.12.14

@

( Configure New Digital ID ) ( Caﬂc%

View Details

3. Verify that your signature appears correctly
a.

If you set a password, you will be required to enter the password prior to signing. If you

forgot your password, follow the instructions for Deleting your Digital ID.

4. Select Sign

Sign as "Tiffany Barker Cook"

Appearance Created 2020.12.14 13:33:28 -05'.. v

Review document content that may affect signing

Digitally signed by
Tiffany Barker Cook
‘Date: 2020.12.14
16:19:40 -05'00

View Certificate Details

Review

X

Back Sign
«<»

5. You will be prompted to save the document as a new file. If you do not save the file as a new

document then the file will not be signed.
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Signing a Blank Signature Line

1. Open Adobe PDF file and select Tools.

UVIPURRPT.pdf - Adobe Acrobat Pro DC - x
File Edit View Sign Window Help

Home  Tools UVIPURRPT.pdf X : @ a .
B % ® @ 1 5P R 8 B 2 & ® G X X

[ | I
2. Under Forms & Signatures, select Certificates.

UVJPURRPT.pdf - Adobe Acrobat Pro DC - X
File Edit View Sign Window Help

Home  Tools UVIPURRPT.pdf - ol W ]

Q search tools

Create & Edit

9 2 B

=0
Create PDF Combine Files Organize Pages Edit PDF Export PDF Scan & OCR Rich Media
(o [ g Ean (o [] [open [ (e [] (e )

Request Signatures

Forms & Signatures

4

Fill & Sign

B

Prepare Form

Cerliﬁcates\

[(Add [~]

=an

[Add -]

[oeer [

[Ry Create PDF

E¥ combine Files

&2 EditPoF

A, Fill &sign

By Certificates

[ Export PDF

£[] Organize Pages
Send for Comments
Comment

1

i Scan & OCR

O Protect

3. The Certificates toolbar will appear at the top of the PDF. Select Digitally Sign.

[® UVIPURRRT pdf - Adobe Acroba
File Edit View Sign

Home Tools UVJPURRPT.pdf %

By ® 8 ® ce ol O R BBS B Za D
ICeniflcates 5 Digitally sign [ Time Stamp Signatures @ Certify (Visible Signature) @ Certify (invisible Signature)
@ Iy PurCard Reallocation Report Page: 4014

o UNiveRsiTY

P o/ VERMONT
H Cardholder: . USBank PURCARD 11/02/2020 1758

unit: Uvmot Ledger Groupt  ACTUALS Enteredby:  hieblanc Run Dt 121420
@ Sournal i JounaiDate: 20201102 unpostseq: 0 RunTwne: 105447 AM

4. A prompt will appear explaining how to ‘Drag New Signature Rectangle’. Select OK

Adobe Acrobat

signature to appear. Once you finish dragging out the desired area, you will be

@ Using your mouse, click and drag to draw the area where you would like the
taken to the next step of the signing process.

[[]1De not show this message again
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a. Select the area above the appropriate signature line with you left mouse button. Hold
the left mouse button and drag the signature rectangle to the end of the signature line
then release the left mouse button.

| certify that the information provided above is true and correct, that there are no alcohol expenses in with any travel meals, and | did
not pay for nor seek reimbursement for this expense by any other method. | certify that any international airfare was purchased in
compliance with the Fly Amenica Act. Reimbursement of / payment for items requires them to become property of UVM.

Cardholder Signature! Date:

Supervisor Signature: Date:

i. When you release the left mouse button the signature option will appear
automatically.

ii. If this is the first time electronically signing a document in Adobe on the device
you will be prompted to create an electronic signature. Follow the instructions
for Creating a Digital Signature.

5. Verify that your signature appears correctly
a. If you set a password, you will be required to enter the password prior to signing. If you
forgot your password, follow the instructions for Deleting your Digital ID.

6. Select Sign.

Sign as "Tiffany Barker Cook" b

Appearance = Created 2020.12.14 13:33:28 -05'... v

Digitally signed by
Tiffany Barker Cook
‘Date: 2020.12.14
13:33:28 -05'00

[ Lock document after signing View Certificate Details
Review document content that may affect signing

7. You will be prompted to save the document as a new file. If you do not save the file as a new
document then the file will not be signed.
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Creating a Digital Signature

1. [f thisis the first time electronically signing a document in Adobe on the device you will be prompted to
create an electronic signature
a. Select Configure Digital ID.

Digital I Configuration Required

This signature field requires a digital signature identity.

Would you like to configure one now?

Help | Configure Digital 1D | i Cancel

2. Select Create a new Digital ID then Continue.

Configure a Digital ID for signing b e

Select the e of Digital ID:
A Digital |D is required to P 9

create a digital

signature.The most secure

Digital ID are issued by

trusted Certificate O
authorities and are based

El Use a Signature Creation Device

Configure a smart card or token connected to your

computer
on secure devices like smart
card or token. Some are
based on files. - ,
Use a Digital ID from a file
You can also create a new O |f'~9 Import an existing Digital 1D that you have

Digital ID, but they provide obtained as a file
a low level of identity
assUrance.

Create a new Digital ID
ot (+]

/ Create your self-signed Digital ID

®
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3. Select your preferred Digital Signature format then select Continue.

Select the destination of the new Digital ID X
Digital IDs are typically o @ Save to File
issued by trusted providers
that assure the validity of IE) Sawve the Digital ID to a file in your computer
the identity.
Self-signed Digital ID may
not provide the same level Save to Windows Certificate Store
of assurance and may not o [ Q[E] Save the Digital ID to Windows Certificate Store to
be accepted in some use

cases, be shared with other applications

Consult with your recipients
if this is an acceptable form
of authentication.

0

4. Enter your identification information you would like included in your signature the click Save.
a. The minimum required information is Name and Email Address

Create a self-signed Digital ID b e

Enter the identity Mame Tiffany Barker Cook

information to be used for

creating the seff-signed Organizational Unit University Finacial Services

Digital ID.

Digital IDs that are self- Organization Mame University of Vermont

signed by individuals do not

provide the assurance that Email Address tjbarker@uvm.edu

the identity information is

valid. For this reason they : . R w7

may not be accepted in Country/Region 1B=UINEP S

SOMme use Cases. .
Key Algarithm 2048-bit RSA R
Use Digital ID for Digital Signatures h

®
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5. You will now be able to preview and use your signature. Click Continue.

Sign with a Digital ID

Choose the Digital 1D that you want to use for signing:

o (&

Tiffany Barker Cook (Windows Digital ID)
Issued by: Tiffany Barker Cook, Expires: 2025.12.14

@

View Details

( Configure New Digital ID ) ( Caﬂc%

X

6.

When the preview of your signature appears, click Sign.

Sign as "Tiffany Barker Cook"

Appearance = Created 2020.12.14 13:33:28 -05'... v

O Lock document after signing

Review document content that may affect signing

Digitally signed by
Tiffany Barker Cook
‘Date: 2020.12.14
13:33:28 -05'00"

View Certificate Details

Review

X

Sign

Deleting Your Digital ID

When you delete a digital ID in Acrobat, you delete the actual PKCS #12 file that contains both the
private key and the certificate. Before you delete your digital ID, ensure that it is not in use by other

programs or required by any documents for decrypting.

Updated 12/2020

Page 10 of 13



The University of Vermont

PeopleSoft Financials User Guide:

Adobe PDF

NOTE: You can delete only self-signed digital IDs that you created in Acrobat. A digital ID obtained from
another provider cannot be deleted.

1. Within Adobe, select Edit > Preferences

E UVIPURRPT.pdf - Adobe Acrobat Pro DC
File WZNW View Sign Window Help

S I 5

Deselect All
Copy File to Clipboard

Edit Text & Images
Redact Text & Images

Take a Snapshot

Check Spelling

Eind

Advanced Search
Form Qptiong

Manage Tools

Ctrl+V

Shift+Ctrl+A

Ctrl+F
Shift+Ctrl+F

3

Preferences... i Ctri+K
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2. Under the Category Signatures
a. Click More in Identities & Trusted Certificates

Categories:
Digital Signatures

Documents ~
Full Screen Creation & Appearance

General : : )
« Control options for signature creation

: = Mare...
» Set the appearance of signatures within a document

Page Display

30 & Multimedia
Accessibility Verification
Action Wizard

Adobe Online Services = Control how and when signatures are verified

Mare...
Catalog

Color Management
Content Editing Identities & Trusted Certificates

Convert From PDF
Convert To PDF » Create and manage identities for signing

. » Manage credentials used to trust documents More... \
Email Accounts
Forms
Identity Document Timestamping
Internet
JavaSeript » Configure timestamp server settings Mare...
Language
Measuring (20)
Measuring (30]
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading
Reviewing
Search
Security
Security (Enhanced)

Signatures v
; OK Cancel

3. Select Digital IDs on the left, and then choose the digital ID you want to remove.
a. Click Remove ID

[ﬁ Digital ID and Trusted Certificate Settings hd
o Digital IDs E / = l? # Export .e' Refresh & Remove ID

Roamin&our Name lssuer Storage Mechanisk Es
Digital D Files Tiffany Barker Cook <tjbarker...  Tiffany Barker Cook <tjbarker@uv... \ifndows Certificate Store I 20

2d0aaf24-24cc-4a7b-b770-b25... MS-Organization-Access Windows Certificate Store 20
Windows Digital IDs 1 13c00627d1932653 Token Signing Public Key Windows Certificate Store 2

PKCS#11 Modules a

£
Trusted Certificates o

4. Confirm your deletion by OK

If the digital ID is the enly one remaining in a digital ID file then the file will be
deleted.

Are you sure you want to proceed?
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Resources/Help

T
|
E
=
B
E
i

Help/Footprints

Log a PeopleSoft Helpdesk Footprint for assistance creating, inactivating, or working with Accounting
Tags.

Relevant UVM Departments

e University Financial Services

Suggestions? Updates?

Send an email to PS9-1Upgrade@uvm.edu.
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