Guidance for Managing Center Folders Containing Personal Health Information (PHI)
Purpose
This document provides best practices for organizing, securing, and managing Center folders that contain Personal Health Information (PHI) used in research activities. Following these guidelines helps ensure compliance, data security, and consistency across research projects.
1. General Best Practices
Minimize Access
· Grant users access only to the specific folders or projects they need.
· Remove access promptly when it is no longer required.
Use Standardized Folder Structures
· Maintain a consistent folder structure across your Center.
· Use clear, descriptive naming conventions to support transparency and efficient navigation.
Protect Sensitive Information
· Ensure PHI and other sensitive data are stored only in secure, approved locations.
· Never store sensitive data on personal devices, desktops, downloads folders, or personal cloud storage.
Document Processes and Responsibilities
· All folders and projects should have clearly defined owners, backup contacts, and documentation describing how they are managed.
 2. Folder Structure Expectations
Access Management
· COMTS manages: 
· Access to each Center folder.
· Access to all first‑level subfolders.
· Access changes require a submitted footprint from designated personnel.
· Center staff manage lower‑level subfolders within the main structure.
Recommended Structure
Center Folder (Managed by COMTS Group)
└── 1st-Level Folders (Managed by COMTS Group)
└── Subfolders (Managed by Center Staff)
Example Layout
	Folder Name
	Description
	Access Group(s)

	Research Center
	General research group folder
	Research CTR Group

	Admin
	Center administrative files
	Research CTR Group + ADMIN subgroup

	HR
	Human resources materials
	Research CTR Group + HR subgroup

	Project 1
	Project‑specific research data
	Research CTR Group + Project 1 subgroup

	Project 2
	Additional project folders
	Research CTR Group + Project 2 subgroup

	Shared Resources
	Materials used by multiple teams
	Research CTR Group

	Archive
	Retired or completed projects
	Project‑specific groups (as needed)



3. Naming Conventions
Guidelines
Use names that are:
· Consistent
· Descriptive
· Unambiguous
Recommended Components
· Project title
· PI name
· Date or version number
· Underscores (instead of spaces)
Avoid
· Vague names such as ‘misc’
· Indistinct versioning such as ‘final_final’ or ‘use_this_one’
4. Access, Permissions & Offboarding
Granting Access
· Access is granted only at the folder level, not file level.
· Only designated Center personnel may request or revoke access via a footprint ticket.
Removing Access
· Centers are responsible for ensuring access removal as part of the offboarding process.
· When a staff member leaves a Center or project, a designated person must submit a footprint to remove folder access.
5. Sensitive Data Handling
Approved Storage Locations
Store PHI and sensitive research data only in:
· Secure Center folders
· Approved institutional storage locations
Do Not Store Sensitive Data On
· Desktop
· Downloads folder
· Personal devices
· Personal cloud storage (e.g., personal OneDrive, Google Drive)
Use De‑identified Data Whenever Possible
· Reduce risk by removing direct identifiers when full PHI is not necessary.
6. Documentation & Ownership
Each project or folder should include:
Designated Roles
· Data Owner
· Backup Contact
· Access Manager (person authorized to request access changes)
README File Components
Include the following fields:
· Folder purpose
· Data source(s)
· Sensitivity level
· Last updated date
· Data owner and contact information
A README should be stored in the top level of each major project folder.

7. Additional Best Practices
Archiving
· Move completed or closed projects to the Archive folder.
· Limit archive access to only those who truly need retrieval capability.
Regular Maintenance
· Review folder access on a scheduled basis.
· Clean up obsolete or unused folders.
· Ensure all procedures and structures are documented and communicated to staff.
Incident Planning
Ensure clear instructions exist for:
· Whom to contact if something goes wrong
· What steps must be taken
· How deviations from protocol should be documented and addressed

