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Internal Guidance on the DOJ Bulk Data Rule
Effective Date: January 1, 2026
Responsible Office: Office of the Vice President for Research (OVPR)
	

	


Part I: Purpose and Scope
This guidance explains the U.S. Department of Justice’s Final Rule on Preventing Access to U.S. Sensitive Personal Data and U.S. Government‑Related Data (“Bulk Data Rule”), effective April 8, 2025, and UVM’s related responsibilities for compliance.
It applies to:
· Any data sharing, including transfers of research datasets, human biological materials containing data, or administrative datasets to “Countries of Concern” (CoC) as specified by the U.S. Department of State.
· Any outgoing Data Use Agreement (DUA) or other contractual arrangement that could involve volumes of data that meet or exceed the Bulk Data Rule’s thresholds (defined below).
UVM personnel involved in research, data sharing, contracting, or repository submissions must follow this guidance. 
	

	


Part II: Definitions
Countries of Concern: As of January 8, 2025, Countries of Concern are China (including Hong Kong and Macau), Cuba, Iran, North Korea, Russia, and Venezuela.
Covered Persons or Entities: Covered persons or covered entities include individuals primarily residing in a Country of Concern (CoC), entities headquartered, chartered, or organized in a CoC, entities majority owned (≥50%) by these individuals or entities, individuals employed or contracted by these persons or entities, individuals or entities designated by the U.S. Attorney General as covered persons
Listed Identifier means any piece of data in any of the following data fields:
(a) Full or truncated government identification or account number (such as a Social Security number, driver's license or State identification number, passport number, or Alien Registration Number);
(b) Full financial account numbers or personal identification numbers associated with a financial institution or financial-services company;
(c) Device-based or hardware-based identifier (such as International Mobile Equipment Identity (“IMEI”), Media Access Control (“MAC”) address, or Subscriber Identity Module (“SIM”) card number);
(d) Demographic or contact data (such as first and last name, birth date, birthplace, ZIP code, residential street or postal address, phone number, email address, or similar public account identifiers);
(e) Advertising identifier (such as Google Advertising ID, Apple ID for Advertisers, or other mobile advertising ID (“MAID”));
(f) Account-authentication data (such as account username, account password, or an answer to security questions);
(g) Network-based identifier (such as Internet Protocol (“IP”) address or cookie data); or
(h) Call-detail data (such as Customer Proprietary Network Information (“CPNI”)).
Covered Personal Identifiers mean any identifier listed above when it is combined with any other listed identifier or when it is combined with other data that is disclosed by a transacting party pursuant to the transaction such that the listed identifier is linked or linkable to other listed identifiers or to other sensitive personal data.
Covered Identifiers does not include demographic or contact data that is linked only to other demographic or contact data (such as first and last name, birthplace, ZIP code, residential street or postal address, phone number, and email address and similar public account identifiers), and a network-based identifier, account-authentication data, or call-detail data that is linked only to other network-based identifier, account-authentication data, or call-detail data as necessary for the provision of telecommunications, networking, or similar service.
Covered Data means data that contains any of the following: (i) covered personal identifiers, (ii) financial or personal data, (iii) precise geolocation, biometric identifiers, non-genomic human ‘omic data, or (iv) human genomic data.
Bulk Data means covered data meeting the bulk thresholds.
	

	


Part II: Bulk Data Thresholds
The Rule restricts making bulk U.S. sensitive personal data accessible to certain foreign parties and individuals designated as “covered persons.” “Bulk” refers to transactions that exceed the following thresholds within a rolling 12‑month period between the same parties:
	Data Type
	Bulk Threshold

	Covered personal identifiers
	100,000 U.S. persons

	Financial or personal health data
	10,000 U.S. persons

	Precise geolocation, biometric identifiers, non‑genomic human ’omic data
	1,000 U.S. persons

	Human genomic data
	100 U.S. persons


Important
Unlike other federal privacy laws, the Bulk Data Rule applies even if data are de‑identified, pseudonymized, encrypted, or otherwise masked. De-identification does not remove the data from scope.

	

	


Part III: Exceptions
The Bulk Data Rule includes several exceptions. The two most relevant are: 
(a) For federal research awards, data may be shared when a U.S. federal grant or contract specifically requires or authorizes the sharing. For example, if an NIH grant requires that genomic data be uploaded to an NIH-recommended online database and the agency has extended log-in credentials to individuals or entities from CoC’s, the data fits the exception.
(b) Data that is publicly available without any access restrictions is not subject to the Bulk Data Rule. For example, information that can be viewed online without a login, registration, or approval fits this exception.
	

	


Part IV: Data Sharing with Foreign Entities
Using the above definitions, UVM is prohibited from sharing data that exceeds the thresholds to covered individuals or entities unless an exception applies[footnoteRef:1]. UVM must follow any restrictions under federal grants, awards, contracts and Data Use Agreements (DUAs) even if an exception would otherwise apply. [1: ] 

When UVM shares data with non‑U.S. organizations outside the CoCs (e.g., EU universities), we must ensure the foreign partner does not onward‑transfer bulk data to a CoC or covered person. This is accomplished by ensuring that DUAs and collaboration agreements include standard mandatory restriction language prohibiting such onward sharing. UVM uses the Federal Demonstration Partnership templates (FDP DTUA Templates) which contain standard language requiring that the parties comply with existing laws, rules, and regulations and that the obligations of third parties are consistent with the terms of the DTUA. In instances when the DTUA template is either not used or not approved by all parties to the agreement or if edits are requested, consultation with the Office of General Counsel and OVPR and, if needed, the Information Security Officer and/or the Chief Privacy Officer is required for DUAs that may involve data volumes approaching thresholds.
To emphasize, if the partner(s) cannot ensure protection against onward transfer or if an exception does not apply, UVM cannot share the bulk data.
	

	


Part V: Requirements for Data Sharing with U.S. Entities
Transfers to U.S.-based universities or organizations are permitted as long as:
· The researcher(s) accessing the data are located within the U.S. and have not been designated a covered person or have been identified as working for or with a covered entity;
· Data will not be further shared with any Covered Person or Entity; and
· If the person or entity accessing the data becomes designated as a covered person or covered entity, they will be subject to the Bulk Data Rule. U.S. partners are responsible for notifying UVM within 48 hours of their designation as a covered person or entity.
If it is possible that future data updates could exceed the threshold:
The agreement must include onward transfer prohibitions, even if the initial data volume is below the bulk threshold (see Addendum A). 
	

	


Part VI: Data Repository Submissions
The Rule applies to depositing UVM data into third-party repositories, depending on who operates the repository, whether the deposit is federally required, and if the data exceeds the thresholds.
1. Federally Required Repositories
If federally supported research requires or authorizes data deposit (e.g., NIH hosted repositories such as the Database of Genotypes and Phenotypes, or dbGaP):
· The submission is generally exempt, as it is considered official business of the U.S. federal government.
· Researchers must still comply with any agency-specific restrictions that may be imposed in the future.
2. Voluntary or Non-Federal Deposits
If the data deposit is not federally mandated and it exceeds the bulk thresholds:
UVM must determine:
· Whether the repository is a Covered Person or Entity;
· Whether the repository is operated by a Covered Person or Entity;
· Whether UVM receives any “valuable consideration” (e.g., tools, analytics, access to data, or services) in exchange for the deposit of data.
3. Open Access Repositories
Labeling a repository “open access” does not exempt a deposit. Until such time as the data becomes publicly available without restriction, the Bulk Data Rule may apply.
4. Required Due Diligence
Before depositing data into any non-UVM repository, researchers and staff must:
1. Confirm the repository is not a Covered Person or Entity;
2. Confirm it is not operated by a Covered Person or Entity;
3. Obtain verification from the OVPR that the repository is not a Covered Person or Entity and that it is not operated by a Covered Person or Entity; and
4. Track cumulative volumes shared with the same partner to ensure the 12‑month thresholds are not exceeded unintentionally.
	

	


Part VII: Contacts
For assistance with compliance with the Bulk Data Rule, contact any of the following:
· Office of Research Integrity – for matters relating to research data
· IRB – for matters relating specifically to human subjects research data
· Information Security Office – for data security requirements and verification
· Chief Privacy Office (CPO) – for personal data and privacy questions
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