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Why have this lecture?

Designing secure systems is hard!
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The Stripchat incident

On Nov 5, 2021, Diachenko found a database available in plaintext.

Data included email addresses, usernames, and IP addresses, and
the database was indexed by search engines.
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The NordicTrack treadmills

NordicTrack treadmills force users to use their proprietary software
and watch their videos.

Until Oct 2021, users could access the underlying Android OS on
their treadmill by tapping the screen 10 times, waiting 7 seconds,
then tapping the screen 10 more times.
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Sending an email from the FBI

LEEP is a public website with resources for law enforcement.
Anyone can make an account.

An email is sent from eims@ic.fbi.gov with a one-time passcode
to confirm the address.
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Sending an email from the FBI

The email was generated client-side then sent via a POST
request, which included the email subject and content.

Pompompurin figured out how to modify them, and sent
thousands of emails from the FBI on Nov 12, 2021.
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Short detour: digital signatures

Encryption/decryption ensures secrecy but not authenticity.

For that we have digital signatures, which are ways a person can
prove knowledge of its secret key without disclosing it.
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Sending an email from Google

Email is as old as ARPANET, and worked on the honor system.

This allowed spammers to impersonate anyone they wanted.

Enter DKIM, which tacked a digital signature on email.
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Sending an email from Google

Until 2012, Google used a 512-bit RSA modulus to sign its email.

Back then this could be factored in a matter of hours.
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Sending an email from Google

Harris used this to send an email to Google founders Brin and
Page from each other.

The RSA modulus was quickly updated to 2048 bits.
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Speaking of digital signatures!

Certificate: file that holds public key and identifying information
about owner (like gmail.com).

Certificates are signed by a certificate authority, one of a few
companies that your browser trusts.

When identifying itself by proving knowledge of a secret key, the
site provides a signed certificate containing its public key.
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Speaking of digital signatures!

This whole system relies on people not being able to get a signed
certificate for a website they do not own.

In Jan 2012, CA Trustwave admitted that it had been selling the
ability to generate certificates to corporate clients.
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BGP vulnerabilities

Border Gateway Protocol: how servers route internet traffic.

Each ISP has a BGP router that announces a list of IP addresses
to which it can deliver information.

These are put in a giant public routing table.
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BGP vulnerabilities

To send data to another ISP, the GBP router looks up the IP
address in a routing table.

If two ISPs can deliver to the same IP address, the one with the
narrowest range wins.
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BGP vulnerabilities

Allows anyone to draw internet traffic meant for certain IPs
addresses.

This traffic then gets lost: if you try to pass it on to the right IP
address, it will keep bouncing back to you.

This happened when Pakistan tried to block YouTube only for its
citizens but actually took it down for the whole world in 2008.
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BGP attack

DefCon 2008: how to send the announcement only to some
routers.

In 2013, was used to get the traffic, inspect it, then pass it on.

US government agencies and other US IP addresses were targeted.
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Just for fun

The big 2021 Facebook outage happened because Facebook
removed its IP addresses from BGP routing tables.
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“Export-grade” cryptography

Until 1992, cryptography was on the U.S. Munitions List as
auxiliary military equipment.

Cryptographic methods had to be licensed for export, and strong
crypto was only licensed on a case-by-case basis.
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Recall the TLS handshake

For a new connection, client sends a list of supported ciphers, and
server responds with a public key for one of these ciphers.

Because clients abroad only had export-grade cryptography, servers
needed weak public keys.

Some TLS clients accept a weak public key even if they asked for a
strong one (OpenSSL, SecureTransport).
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The attack

1 Client asks for strong RSA encryption.

2 Man-in-the-middle changes the message to ask for weak RSA.

3 Server responds with weak key.

4 Client accepts key due to the bug.

5 Attacker factors weak RSA modulus to decrypt the pre-master
secret and recovers master secret.
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Proof of concept

2015: Heninger factored 512-bit RSA in 7.5 hours for $104.

This was used to hack the NSA site.
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DSA based on DLP

Person A has published their Elgamal public key:

aA, bA(≡ akAA (mod pA)) and pA.

Person A has also sent m encrypted with Person B’s public key.
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DSA based on DLP

To prove authenticity, Person A proves they have access to kA:

1 They generate a random integer 0 < ` < pA − 1

2 They compute r ≡ a`A (mod pA)

3 They also compute s ≡ `−1(m + kAr) (mod pA − 1)

The signature is (r , s), which is published.

Note that ` and kA remain secret. (And only B knows m.)
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DSA based on DLP

To check that A knows kA, B computes

ams−1

A brs
−1

A

and checks that this is equal to r .

Indeed,

ams−1

A brs
−1

A ≡ ams−1

A (akAA )rs
−1

(mod pA)

≡ a
s−1(m+kAr)
A (mod pA)

≡ a`A (mod pA)

≡ r (mod pA).

All that B needs is access to m, and it only works if A has used kA.
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One use of DSA

Modern game consoles are prevented from installing software that
does not come from their manufacturer.

This is done by telling the console to accept software updates only
from sources that give the correct signature.
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2012 attack on PS3

2012: Three Musketeers obtain access to the Sony “k” value.

The public key (a, b, p) for this value was embedded in the
hardware of every PS3 produced to date.

With this key PS3 could be jailbroken and made to run pirated
games or any other software.

Because this affected the lowest level of security of the PS3, this
could not be patched.
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How could this happen?!

Sony used the same value of ` repeatedly.

This is easy to notice: the first parameter of the signature is

r ≡ a` (mod p);

two signatures with the same r have used the same `.
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Just solve for `

Once you receive two signatures (r , s1), (r , s2), recall that

si ≡ `−1(mi + kr) (mod p − 1)

Solving for mi we get

mi ≡ si`− kr (mod p − 1).

So

m1 −m2 ≡ (s1`− kr) − (s2`− kr) ≡ (s1 − s2)` (mod p − 1).
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And now solve for k

It is now trivial to recover k :

k ≡ r−1(s`−m) (mod p − 1).
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Thank you for a great three weeks!

Christelle Vincent Cryptography in the real world


