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CIT Announcement:
#
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Effective July 2006:
8Walk-in Help9 # /

sComputer Depot Clinic” 8CDC9

Effective August 1, 2005:

There are three options for students who need
assistance with cleaning malware

from a computeré
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CIT Announcement (cont’d):

Effective January 18, 2005 charges may be assessed for
malware removal.

This guide is provided by the CIT Client Services' Safe
Computing Group to help UVM affiliates with the growing
number of problems related to spyware, adware, and virus
infections.
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Dealing with Infections

How do I fix my infected computer?
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What to expect from this guide:
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Step-by-Step Clean up
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Malware: A Closer Look

What is Malware?
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How does Malware get on my computer?
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Note: Using peer-to-peer file sharing software will eventually
cause problems for you and possibly the entire UVM network.
Not only do you run the risk of allowing your computer to be
infected with something terrible, you also run the risk of clog-
ging the network to such an extent that it causes slow connec-
tions for everyone else.



There may be legal complaints from owners of copyrights for
downloaded material on your hard drive - for which you are
personally liable, even if someone else put it there.

How do I know if Malware is on my computer?
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What do | do to control Viruses, Spyware, and Adware?
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Step-by-Step Cleanup
Step I: Getting into safe mode:

What is safe mode?
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Getting into safe mode:
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Step I1: Disabling System Restore

What is System Restore?

%

%

It sounds useful, why do we want to disable it?
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How to disable System Restore:
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Step I11: Disabling File and Printer Sharing

What is File and Printer Sharing?
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Why do we want to disable it?

%

How to disable File and Printer Sharing:
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Step 1V: Installing, Updating, and Running
Lavasoft's Ad-Aware

What is Ad-Aware?
(" $
- (- 2

?

Installing Ad-Aware:
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Updating Ad-Aware:
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Running an Ad-Aware Scan
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Step V: Installing, Updating, and Running

Spybot Search & Destroy

What is Spybot Search & Destroy?
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Installing Spybot Search and Destroy:
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Updating Spybot S&D:
Note: If you just installed Spybot S&D then you've probably

already installed the updates. These directions are for updat-
ing them on a periodic basis. Move to the next section if

you 've already done this.
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Running a Spybot S&D Scan:
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Step VI: Cleaning Temporary Files
Why bother cleaning temporary files?
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What are the consequences of deleting temporary files?
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How to remove temporary files:
Make these temporary folders visible.
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Remove the files...
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Perform the following steps for any folder named
"Administrator,” "Default User," or any user name found in
the "Documents and Settings" folder.
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Preventing Further Infections
What can | do to keep my computer from getting an infection
in the future?

Keep your Computer Up-to-Date!
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Run and Update Antivirus Software.
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Perform Regular Spyware/Adware Scans.
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Set a Password.
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Installing and Running
Symantec Antivirus Corporate Edition

What is Symantec Antivirus?

%
Installing Symantec Antivirus:

Warning: remove any other version of antivirus software be-
fore beginning this step, unless the installed software is an
older version of Symantec antivirus.
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Running a Scan:
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Glossary

Adware:

Hijack: 4 C %

Pop-ups: ) (
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Pop-ups (cont’d):
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